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DEPARTMENT OF HOMELAND SECURITY
APPROPRIATIONS FOR 2009

TUESDAY, APRIL 1, 2008.

ADDRESSING THE CHALLENGES OF PROTECTING THE
NATION’S PHYSICAL AND CYBER INFRASTRUCTURE

WITNESSES
ROBERT JAMISON, UNDER SECRETARY FOR THE NATIONAL PROTEC-
TION AND PROGRAMS DIRECTORATE
ROBERT STEPHAN, ASSISTANT SECRETARY FOR INFRASTRUCTURE
PROTECTION
GREGORY GARCIA, ASSISTANT SECRETARY FOR CYBERSECURITY AND
COMMUNICATIONS

Mr. PrICE. The subcommittee will come to order. We want to
welcome to this afternoon’s hearing three witnesses, Robert
Jamison, the Under Secretary for the National Protection and Pro-
grams Directorate at the Department of Homeland Security, Robert
Stephan, the Assistant Secretary for Infrastructure Protection, and
Gregory Garcia, the Assistant Secretary for Cybersecurity and
Communications. Gentlemen, we welcome all of you and we appre-
ciate your being here.

OPENING STATEMENT OF CHAIRMAN PRICE

Today, we are going to be discussing the Department’s approach
to protecting our nation’s critical infrastructure, physical assets,
such as ports, chemical plants, and nuclear facilities, as well as the
servers and computer networks that make up the cyber infrastruc-
ture upon which our society increasingly relies. Given the vast di-
versity of our nation’s key assets, more than 80 percent of which
are privately owned, the National Protection and Programs Direc-
torate, or NPPD, uses a broad range of programs, relationships,
and authorities to protect against attacks on our nation’s infra-
structure and to reduce the impact of any catastrophes that may
occur. While the NPPD’s budget also includes the US-VISIT pro-
gram, we have already had a US-VISIT hearing a couple of weeks
ago, so in this hearing today, we are going to focus on the infra-
structure protection and cybersecurity and emergency communica-
tions responsibilities that round out NPPD’s portfolio.

Excluding funding for the US-VISIT program, which is part of
NPPD but has no direct impact on the security of the nation’s in-
frastructure, the 2009 budget for the agency is $895.8 million. That
is an increase of $193.7 million over the 2008 enacted level. Since
this increase includes a $34.5 million transfer of the LORAN radio
navigation system from the Coast Guard budget to NPPD, the net
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budgetary growth at NPPD is roughly $160 million over 2008, still
a sizable increase, something like 23 percent. Nearly all of this pro-
posed increase goes to two programs in the Cybersecurity and Com-
munications Division. The budget proposes that the National Secu-
rity and Emergency Preparedness Telecommunications program
grow by more than $100 million or 74 percent over the 2008 en-
acted level. The funding for the administration’s Cybersecurity ini-
tiative increases by more than $83 million in the 2009 budget or
39 percent over the 2008 enacted level, to nearly $300 million for
the year. This is on top of a 2008 appropriation that was already
128 percent more than had been provided in 2007, meaning that
cybersecurity funds in 2009 will be more than triple the level just
two years before.

These increases for cybersecurity and communications are all the
more notable, because the budget proposes that overall spending at
the department grow less than one percent in 2009. We need a
thorough understanding of why these programs, in particular,
merit the large increases that have been proposed and we look for-
ward to discussing that with you today.

The budget for infrastructure protection does not fare nearly as
well as cybersecurity and communications, increasing by only
$204,000 or less than one-tenth of one percent, to a total funding
level of $272.8 million. We want to ask today is such austerity mer-
ited for infrastructure protection. This division has important re-
sponsibilities for securing the nation’s chemical facilities, managing
relationships with participants in the national infrastructure pro-
tection plan, and modeling the consequences of disasters, both nat-
ural and manmade, so that emergency managers can better develop
response plans and policies. As part of the 2008 Appropriations
Act, infrastructure protection also received significant new author-
ity to regulate the chemical ammonium nitrate. I would like to
know whether this budget is adequate for managing the current in-
frastructure protection workload while also implementing these
new regulatory responsibilities.

We are also interested in work being done at NPPD’s consoli-
dated risk management analysis office, which has responsibility for
coordinating DHS-wide risk policy and developing a consistent risk
analysis framework for the entire department. We have heard from
many outside witnesses about the importance of risk analysis, both
to inform resource allocation and to measure programmatic results.
We are eager to hear about the progress this office is making and
the plans for it in 2009.

Under Secretary Jamison, I would also like to discuss your goals
for NPPD over the coming year. As we all know, NPPD is the lat-
est product of several programmatic reorganizations carried out
since the creation of DHS. Whoever takes charge in 2009 needs to
be able to rely on NPPD to help protect the country’s vast infra-
structure and we need to make sure that on January 29, 2009, the
next president will have a highly functional organization, helping
protect our country.

We have your written statement, Mr. Under Secretary, so I will
ask you to summarize your testimony in five minutes or so, so that
we have adequate time for members’ questions. Before that, let me
turn to ranking member Harold Rogers for his remarks.
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OPENING STATEMENT OF RANKING MEMBER ROGERS

Mr. ROGERS. Thank you, Mr. Chairman. Welcome, gentlemen.
Today, we are here to discuss what many view as one of the most
fundamental missions of DHS, to protect our nation’s critical infra-
structure, key resources, vital systems from attack or sabotage.
From powerplants, to communications systems, to chemical facili-
ties, to cyber networks, it is the National Protection and Programs
Directorate, NPPD, that is charged with both the protection and
risk mitigation of critical infrastructure that keeps commerce mov-
ing, powers our homes, fuels American innovation. And in spite of
this critical mission, it is the components that make up NPPD that
have undergone what are perhaps some of the most turbulent reor-
ganizations and changes since DHS was stood up some five plus
years ago.

So, as NPPD enters only its second year of stability within its
own organization, we have a new leader at its helm, Under Sec-
retary Jamison. While I have heard you hit the ground running in
just your first few months on the job, I am especially interested to
hear about your instilling the core processes and staffing that will
enable the agency to meet its vast and challenging mission, as well
as withstand the coming turnover in administrations.

A familiar face is here with us, Assistant Secretary Stephan. Be-
tween your time at the Executive Office of the President and DHS,
you have been at this chore of infrastructure protection for over
five years now. And while I am sure you have endured your share
of frustrations, I am equally confident that you can share with the
subcommittee the tremendous progress made in addressing the
risks posed to our nation’s critical infrastructure sectors.

DHS was not necessarily envisioned to be a regulatory body, but
that responsibility has largely evolved under your watch, as you
strive to implement the newly crafted chemical facility regulations.

And finally to Assistant Secretary Garcia, you bear the responsi-
bility for securing what is perhaps the most dynamic and most
challenging infrastructure, cyber and communications networks.
There has been a lot of recent activity in terms of the constantly
shifting and intensifying threats confronting our cyber systems,
threats which are emanating from both state and non-state actors.
I can only hope that we are moving swiftly enough to keep up with
them.

Just over a week ago, the administration announced the estab-
lishment of a new interagency group to oversee cyber attack de-
fense. Secretary Chertoff also has recently appointed the first direc-
tor of the National Cybersecurity Center, a new DHS lead initiative
tasked with a vital mission, but one with a yet to be defined plan
for its implementation. I am hopeful we can ascertain some unclas-
sified details about that initiative, as I see it directly related to
NPPD’s cybersecurity mission and obviously critical to our home-
land security.

Under Secretary Jamison, as you may have heard me say before,
I subscribe to the old adage, plan your work, work your plan.
Today, we are hopeful we can hear your plan for taking NPPD
from what was a conceptual merger of vital tasks to a robust func-
tional organization that can step up and adapt to the constantly
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changing threats facing our nation’s critical infrastructure and key
resources. Further, given that the vast amount of critical infra-
structure in the country is owned by the private sector, we would
like to hear how you are leveraging support within that commu-
nity, to ensure our safety and our way of life.

We all know the stakes. You know our expectations. Major fund-
ing demands major planning and it is up to you to show us how
the 2009 budget request will move you forward on a plan that
achieves real results. Thank you, Mr. Chairman.

Mr. PrICE. Thank you. Mr. Jamison, please proceed.

STATEMENT OF MR. ROBERT JAMISON, UNDER SECRETARY FOR THE
NATIONAL PROTECTION AND PROGRAMS DIRECTORATE, DEPART-
MENT OF HOMELAND SECURITY

Mr. JAMISON. Good afternoon, Chairman Price, ranking member
Rogers and members of the subcommittee. Thank you for the op-
portunity to appear before you today to discuss the work of NPPD,
the progress we have made over the past year, and how the Presi-
dent’s budget request for fiscal year 2009 will position us to fulfill
a key role for the Department in its mission to protect the nation.
Both the Chairman and the ranking member have expressed a de-
sire to hear my goals for the organization. Since I arrived at NPPD,
we have focused on three priorities: hiring and retaining talent for
critical positions, strengthening the Directorate’s business proc-
esses, and advancing our key programmatic areas. At the top of our
programmatic list are the implementation of the chemical security
regulations, bolstering the nation’s cybersecurity, and developing a
comprehensive biometric air exit solution. We are making substan-
tial progress in these areas, and you will see that these focused
areas are reflected in the fiscal year 2009 budget request at $1.286
billion.

Attaining our staffing levels and ensuring that staff are appro-
priately matched to the challenges and responsibilities facing them
is a top priority. We have standardized our hiring process and ex-
panded our options for getting talent on board. Through process en-
gineering and focused management, we have reduced our time to
move from the hire phase of the hiring process to extending a ten-
tative offer by 45 percent, from 116 days to 63 days. We have also
expanded the use of our other important programs, such as the
Presidential Management Fellows, the DHS Policy Fellows, and
Cyber Scholars, to bring quality individuals into all levels of the
NPPD organization.

We continue to review and evaluate our federal-to-contractor
staff ratio in key functions to ensure we have the stability and are
prepared for a transition. We are several steps along the path to
convert 107 contract positions to government employees and have
identified approximately 120 additional positions for conversion.

As we grow our programs and ramp up our staffing levels to ac-
complish our mission, NPPD must bolster its infrastructure, put-
ting in place reliable internal structures and robust business proc-
esses. To address this need, the directorate administration budget
request is $43 million and 78 positions, for an increase over fiscal
year 2008 of $5.2 million and 24 positions.
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Advancing our programmatic mission in fiscal year 2009 includes
two top priorities. The first, further implementation of CFATS, or
the Chemical Facility Antiterrorism Standards, has included in the
past year the release of the CFATS interim final rule, which im-
poses for the first time comprehensive federal security regulations
for high-risk facilities. In fiscal year 2009, the President’s budget
will expand an inspection cadre to drive compliance efforts, secure
operation and maintenance of the Chemical Security Assessment
Tool system, and establish a permanent adjudications capability.
The increase is $13 million over fiscal year 2008 appropriated fund-
ing of $50 million, for a total of $63 million.

Cyber threats are real and growing and cybersecurity is one of
the Secretary’s top priorities. NPPD improved cybersecurity situa-
tional awareness in the past year by deploying an additional 39
EINSTEIN sensors at federal agencies, but we must do more. The
Directorate is also leading parts of an interagency effort to secure
the .gov network by consolidating access points, expanding intru-
sion detection capabilities, and improving our response capabilities.
The fiscal year 2009 request for NCSD, which handles these pro-
grams, is $293.5 million, an increase of $83.1 million.

The Office of Intergovernmental Programs spearheads the De-
partment’s outreach and coordination of the Secretary’s goals with
our security partners across the nation. The Office of Risk Manage-
ment Analysis plays a leading role in establishing the department’s
integrated risk framework, which underpins a full spectrum of
homeland security activities. These mission areas are reflected as
a priority in the budget request with $2 million for IGP and $9.5
million for RMA.

In conclusion, as we continue the critical work in NPPD, we
know that we will be successful only by focusing on building an
outcome-based performance culture. I am proud of the steps that
we have taken along this path and I am confident that the Presi-
dent’s budget well positions NPPD for the future. I appreciate the
opportunity today to discuss our accomplishments and our plans for
fiscal year 2009. NPPD has a broad and diverse programmatic
portfolio and I have only highlighted a piece of that portfolio for
you in this statement. However, I am pleased to be joined by As-
sistant Secretary Stephan and Assistant Secretary Garcia and will
be happy to answer more of your programmatic questions. Thank
you.

[The information follows:]
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Statement for the Record

Robert D. Jamison
Under Secretary

United States Department of Homeland Security
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United States House of Representatives
Appropriations Committee
Subcommittee on Homeland Security

April 1, 2008

Good afternoon, Chairman Price, Ranking Member Rogers, and Members of the
Subcommittee. Thank you for the opportunity to appear before you to discuss the work
of the National Protection and Programs Directorate (NPPD), the progress we have made
in the first year of the Directorate’s existence, and how the President’s budget request for
fiscal year 2009 will position us to assist the Department in its mission to protect our
Nation.

Strategic Priorities for the National Protection and Programs Directorate

NPPD has three overarching priorities for fiscal year 2009: hire and retain talented
experts for critical positions that forward the Directorate’s mission, strengthen the
Directorate’s business processes, and advance key programmatic areas. Implementing
chemical security regulations, bolstering the Nation’s cyber security, and developing a
comprehensive biometric air exit solution are the major programmatic challenges NPPD
faces. To address them the budget request for NPPD for fiscal year 2009 is $1.286
billion and 849 full-time equivalents (FTE), with the fiscal year 2009 US-VISIT program
request of $390.9 million and 119 FTE. The request is an increase of $109 million and
185 FTE over the fiscal year 2008 appropriated amount of $1.177 billion (664 FTE) .

One of Secretary Chertoff’s top five goals for fiscal years 2007 to 2009 is to “strengthen
and unify DHS operations and management” through the hiring and retention of a
talented and diverse workforce. Likewise, a priority for NPPD is placing the right people

! The FY 2008 appropriated amount includes $275M in emergency funding for the US-VISIT
appropriation.
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in the right jobs. To accomplish our mission, we must continue to hire qualified staff
who are appropriately matched to the challenges and responsibilities facing them.

We are in the process of making several key hires to our leadership ranks and to critical
mid-career positions in our growth areas. Further, at the entry level, we are taking
advantage of hiring programs, such as the Presidential Management Fellows, and
working with academic organizations, such as the National Science Foundation, to
identify outstanding individuals who will grow their careers within NPPD. We believe
investing in these promising individuals is a strategy that will yield rich dividends as the
Directorate matures.

Associated with this effort, NPPD continues to review and evaluate its Federal-to-
contractor staff ratio and key functions. In 2007, NPPD began an important initiative to
realign its workforce by identifying activities being performed by contractors that, with
additional responsibility or authority, could be performed by Federal government
employees.

Having the right people in the right jobs is critical as the Directorate and the Department
enter a transitional phase to the next presidential administration. To continue to execute
our mission, we need a productive and knowledgeable staff onboard. These staff
members will ensure an uninterrupted flow of service and provide a functional base upon
which new leadership can build once transition is complete.

NPPD’s second priority is to shore up the Directorate’s business processes. As the
Directorate responds to new challenges, it is imperative that we have in place reliable
internal structures and robust processes. A strong infrastructure provides the stability
necessary to support growth areas. We will conduct a thorough review and analysis of
existing human capital, budget, and acquisition processes to identify and remediate any
weaknesses. This activity will strengthen the overall management and administrative
functioning of the Directorate. In addition, transparency of our budget and accountability
to the Congress and to the public for the investments made in NPPD are paramount.
Close tracking and accounting of those dollars will continue to be a focus.

The budget request is $43.1 million, 78 positions and 66 FTE for Directorate
administration. These funds will be used to bolster our infrastructure by putting in place
resources and personnel that will support the anticipated growth necessary to carry out
our core business functions. Program increases include $5.2 million, 12 FTE and 24
positions, to support the Office of the Under Secretary, Administration, the Office of
Information Management and Business Culture, and the Office of Information
Technology, by providing additional staff, recruitment and retention bonuses, training for
directorate administration personnel, and investment in business infrastructure. These
additional FTE will grow NPPD’s skilled Federal workforce and will ensure accurate and
coordinated responses to key stakeholders, oversight agencies, and Congress, as well as
provide continuity of services, skills, and accountability.
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Finally, NPPD will address strategic priorities within our programmatic missions.
Implementation of the Chemical Facility Anti-Terrorism Standards (CFATS) will
continue to be a major focus in the coming months. Executing this congressionally
mandated program includes the appropriate tiering of facilities, establishment of an
adjudication function, and deployment of trained inspectors.

Improving the Nation’s cyber security posture is a priority for the President, for the
Department, and for NPPD. NPPD is leading parts of an interagency effort to secure the
.gov network by consolidating access points, expanding our situational awareness, and
improving our incident handling capabilities.

Development of a comprehensive biometric air exit solution will advance significantly in
the coming months with the publication of a Notice of Proposed Rulemaking. The
Department is committed to working toward the deployment of biometric exit procedures
at all international airports and seaports by the end of 2008.

These and concomitant priorities are explained within the fiscal year 2009 budget
request.

THE OFFICE OF INFRASTRUCTURE PROTECTION

The Office of Infrastructure Protection (IP) leads the coordinated national effort to
reduce risk to our critical infrastrucutre and key resources (CIKR) posed by acts of
terrorism and enables national preparedness, timely response, and rapid recovery in the
event of an attack, natural disaster, or other emergency. IP achieved a number of key
milestones in 2007:

* Conducted visits to all Tier 1 facilities (the highest-priority CIKR identified in the
Nation) as part of the Tier 1 and Tier 2 Facilities and Systems Engagement.
Visits to Tier 2 facilities are ongoing;

¢ Completed and released 17 sector-specific infrastructure protection plans, which
identify requirements and processes that guide the 17 CIKR sectors’ protection
efforts across the Nation as they look at their own unique risk landscapes;

e Continued to support risk reduction activities, including the facilitation of Site
Assistance Visits (SAVs), Buffer Zone Plans (BZPs), and verification and
technical assistance visits to CIKR. To date, our Protective Security Advisors
have conducted more than 17,443 liaison visits to local jurisdictions and facilities.
A total of 516 SAVs have been completed, and 2,061 BZP engagements have
taken place with the resulting plans approved by IP. In support of that effort, 210
workshops and 166 Technical Assistance Visits have taken place to enhance
locally generated plans. Additionally, last year, six Chemical Sector
Comprehensive Reviews (CR) and 65 Nuclear CRs were completed; and
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e Worked with the Department of Justice and the interagency community to
produce a national strategy for countering Improvised Explosive Devices (IEDs)
and an implementation plan for Homeland Security Presidential Directive 19,
regarding IEDs.

IP’s fiscal year 2009 request of $272.8 million and 386 FTE (440 positions) maintains
critical capabilities and expands enforcement of the new chemical security regulations
and local collaboration through the Protective Security Advisor program.

Infrastructure Security Compliance: Chemical Security

Another major accomplishment, referenced above, was the release on April 9, 2007, of
the CFATS interim final rule, which imposes for the first time comprehensive Federal
security regulations for high risk chemical facilities. On November 20, 2007, the
Department published the final CFATS Appendix A rule, defining approximately 300
“Chemicals of Interest” and associated threshold quantities, which will help identify
potentially high-risk chemical facilities nationwide. With the rules in place, the
Department has the authority to require security enhancements and enforce compliance
with the program to protect the Nation’s high risk chemical facilities from terrorist attack.

Funding of $63.0 million and 78 FTE (123 positions), an additional $13.0 million and 57
FTE (90 positions) over the fiscal year 2008 enacted levels, is required to staff regulatory
requirements associated with the chemical sector, as well as to provide tools and systems
to collect and analyze vulnerability information, review plans, support and manage
inspections activity, issue decisions, address appeals, and support compliance
enforcement. Specifically, additional positions will include inspectors, adjudicators,
mission support staff, and specialized legal support.

This enhancement permits continued implementation and execution of this
congressionally mandated program. The requested funding will provide DHS with a
trained inspection cadre and ensure operation and maintenance of the Chemical Security
Assessment Tool (CSAT) system. This enhancement will provide additional inspection
personnel to drive compliance efforts at high-risk facilities.

The funds will also help establish a permanent adjudications capability responsible for
the evaluation and handling of all requests for relief, reconsideration, and appeals under
the regulation. The increase also will assist in the development and execution of an
economic model to identify and validate the economic risks, chokepoints, and bottlenecks
in the chemical sector. During the initial phase, Economically Critical Chemical data will
be collected through the screening process, but the capability to analyze and model that
data for the purpose of tiering decisions will not yet exist. The requirement to identify
chemicals of economic significance to the Nation (e.g., a material essential to the
continued operation of an economically important activity, such as power generation,
water treatment, durable goods manufacture, and so forth) informs tiering and evaluations
of facilities against the risk based performance standards that underlie the program. The
increase to this mission area will also assist in the design and implementation of a
comprehensive case management system that links data collection tool, Site Security
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Plans, and Inspection/Audit reports for trends and analysis, periodic/annual reporting, and
records management purposes.

Protective Security Advisor Program

In 2004, the Department established the Protective Security Advisor (PSA) Program,
deploying a cadre of critical infrastructure security specialists to 60 metropolitan areas
across the United States to represent the Department at the Federal, State, territorial,
local, and tribal levels. PSAs were deployed to provide a local perspective to the national
CIKR risk picture and serve as DHS’ on-site critical-infrastructure and vulnerability
assessment specialists as well as a vital channel for officials and private sector owners
and operators of CIKR assets to communicate with DHS. In fiscal year 2007, eight
additional critical infrastructure security specialists were deployed, for a total of 78 PSAs
across the United States and territories.

An increase of $1.7 million is requested in fiscal year 2009 to fund 10 new PSA
positions, as well as the requirements associated with field support and equipment. This
enhancement will place Protective Security Advisors in the 10 states that currently do not
have PSAs. Additional PSAs will coordinate service and resource requests from State,
local, and private owners and operators in the States to include training, scheduling of
Site Assistance Visits, Buffer Zone Protection Plans, Comprehensive Reviews, and
verification and technical assistance visits.

THE OFFICE OF CYBERSECURITY AND COMMUNICATIONS

The Office of Cybersecurity and Communications (CS&C) comprises the National Cyber
Security Division, the National Communications System, and the newly created Office of
Emergency Communications. All three Offices have made key advances in the last year:

o Increased cyber security situational awareness by deploying an additional 39
EINSTEIN sensors at federal agencies, increasing overall deployment by 243
percent. EINSTEIN is a collection of hardware and software that supports an
automated process to collect, correlate, analyze, and share cyber security
information in defense of Federal Government networks;

e Identified a significant control system vulnerability referred to as “Aurora.” The
Department and its Federal agency partners worked with industry technical
experts to assess the vulnerability and to develop sector-specific mitigation plans,
for example in the nuclear and electric sectors. The jointly-developed mitigation
guidance allowed owners and operators within the affected sectors to take
deliberate and decisive actions to reduce significantly the risk associated with this
vulnerability;

e Developed and exercised, in coordination with the Federal Emergency
Management Agency (FEMA), Emergency Communications Teams that deploy
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under Emergency Support Function 2 to an incident and coordinate with the
communications industry, Federal, state, and local partners to restore national
security and emergency preparedness communications, emergency responder
communications, and the communications infrastructure;

* Achieved greater than 94% call completion rate for the priority
telecommunications service during periods of network congestion; and

e Delivered technical assistance to 35 States and territories in support of their
development of Statewide Communication Interoperability Plans. Now, for the
first time, all 56 States and territories have strategic plans for advancing
interoperable communications.

National Cyber Security Division

Cyber security is a shared responsibility requiring a coordinated effort among a variety of
stakeholders. The Department works with its public- and private-sector partners through
exercises, the Sector Coordinating Councils, Government Coordinating Councils, and the
Process Control Systems Forum to improve cyber preparedness/response. Additionaily,
the EINSTEIN program provides situational awareness across Federal Government
agencies to protect federal computer networks. The EINSTEIN and Trusted Internet
Connection programs enhance the Department’s ability to address potential cyber threats.
The National Cyber Security Division (NCSD) budget request of $293.5 million is
intended to expand these capabilities.

United States Computer Emergency Readiness Team

The United States Computer Emergency Readiness Team (US-CERT), a part of the
National Cyber Security Division, has the mission of protecting our Nation’s internet
infrastructure by coordinating defense against and response to cyber attacks. The
requested funds of $242.4 million, an increase of $83 million over fiscal year 2008
enacted level, will enhance US-CERT’s ability to analyze and reduce cyber threats and
vulnerabilities, disseminate cyber threat warning information, and coordinate incident
response activities. Additionally, these funds will allow US-CERT to maintain optimal
performance and expand its cyber security activities to keep pace with an increasingly
threatening environment. The enhancement includes $6.6 million for an additional 45
positions and $76.5 million for program costs. Program costs will include increases for
Sitnational Awareness, Incident Handling, Strategic Operations, and Production.

A Situational Awareness increase of $48.0 million will be for expansion of the
EINSTEIN program and for support, services, hardware and software for the Trusted
Internet Connections program.

Both the Incident Handling increase of $6.5 million and the Analysis increase of $11.5
million will provide mission support and hardware and software necessary to
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complement and support increased workload expected from the expansion of EINSTEIN
and Trusted Internet Connection situational awareness activities.

The Strategic Operations increase of $10 million will provide $5 million each for cyber
education and supply chain risk management. The Production increase of $500,000
expands on existing capabilities and supports enhanced situational awareness activities.

Control Systems Security Program

The Control Systems Security Program requests $18 million, an increase of $6.0 million,
to address the Department’s goal of protecting critical infrastructure and key resources by
securing control systems. The program implements the national strategy for securing
control systems by collaborating with international stakeholders, raising awareness of
control systems issues, providing training, and distributing the cross-sector, self-
assessment tool. Additionally, the program will use the funds for discovering and
identifying control systems specific vulnerabilities and developing corresponding
mitigation plans, analyzing malicious software, developing incident response capabilities,
and providing security recommendations for next generation systems.

National Communications System

The budget request includes $236.6 million and 103 FTE (110 positions) for National
Communications System (NCS), an increase of $100.6 million and eight FTE (14
positions) over the fiscal year 2008 enacted level. The enhancement includes $34.9
million for the Next Generation Networks (NGN) Priority Services program, a necessary
part of sustaining Priority Telecommunications services for the National Security and
Emergency Preparedness (NS/EP) community.

Development of NGN Priority Services is the natural evolution of NCS’ mission because
industry’s migration to IP-based NGNs presents a new challenge for priority-based
communications. Communications problems during the Cuban Missile Crisis spurred the
creation of NCS and eventually resulted in the development of Government Emergency
Telecommunications Service (GETS). The overwhelmed wireless networks during the
events of September 11 led to the development of Wireless Priority Service (WPS). We
cannot wait for a similar catastrophe to occur to address the challenges of industry
migration to IP-based NGNs. In fact, the series of undersea communications cable
outages in the Mediterranean Sea and Persian Gulf earlier this year, which caused
massive Internet disruptions to India and parts of the Middle East, demonstrated that it is
unwise for National Security Leadership to rely on IP-based communications without
priority-based services.

The enhancement will continue the development and deployment of NGN to support
GETS,WPS, and Special Routing and Arrangement Service. This funding will support
the vendor design, development, and testing of NGN NS/EP priority capabilities across
multiple vendors and acquire service within the core Internet Protocol (IP) networks.
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Funding will also support vendor development and testing of NGN NS/EP wireless
priority broadband services across multiple wireless vendors and wireless service
providers accessing the core IP networks.

National Command and Coordination Capability

The 9/11 Report and lessons learned from recent natural disasters and acts of terrorism
highlight the need for coordinated decision making and improved situational awareness across
multiple operational domains and authority levels. The Budget requests $61.0 million and nine
FTE for the development, implementation, and operation of the National Command and
Coordination Capability (NCCC).

The NCCC will deploy multi-security level connectivity for voice, video, and data to
priority state and departmental sites for improved collaboration and coordination
capability. NCCC will deliver classified and unclassified fixed voice, video, and data
capabilities provided by the Crisis Management System and HSDN/OneNet (network).
Federal participants will be able to communicate at up to the TS/SCI level; state
participants will be able to communicate at up to the Secret Level. In addition, the
NCCC will deploy a suite of classified and unclassified mobile communication services
equipment to key leadership.

Emergency Communications

Title XVIII of the Homeland Security Act of 2002, as amended, established the Office of
Emergency Communications (OEC) within the Department of Homeland Security to
support and promote the ability of government officials and emergency responders to
continue to communicate in the event of a natural disaster, act of terrorism, or other
disaster, and to ensure and advance interoperable communications capabilities
nationwide. In its first year, OEC had several significant accomplishments, which
included:

* Providing guidance and technical assistance to State, local, and tribal
governments to advance interoperable emergency communications, with
particular emphasis on the development of the required Statewide Communication
Interoperability Plans (SCIPs). All 56 States and territories developed and
submitted preliminary SCIPs; and

¢ Initial development of the National Emergency Communications Plan (NECP)
with input from practitioners at all levels of government to ensure the NECP
targets the most critical emergency communications initiatives nationwide.

In fiscal year 2009, the Department requests $38.3 million and 42 FTE for the Office of
Emergency Communications. This request will allow OEC to advance communications
capabilities at the Federal, State, local, and tribal levels. These activities will focus on
the following three areas:
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» Providing targeted technical assistance to Federal, State, local and tribal
governments. In fiscal year 2009, this service offered by OEC will be essential
for providing the necessary support to Federal, State, local, and tribal agencies as
they work to implement the goals and priorities of the National Emergency
Communications Plan (NECP), Interoperable Emergency Communications Grant
Program (IECGP), and Statewide Communication Interoperability Plans;

¢ Implementing the major initiatives of the NECP. OEC is currently working with
its Federal, State, local, and industry partners to establish the goals, priorities, and
initiatives of the NECP. Delivery of this Plan is anticipated for July of 2008; and

¢ Expanding Federal, State, local, and tribal outreach and coordination. Through
these partnerships at all levels of government, OEC is able to gather input from
practitioners, identify and leverage present and future opportunities for the
sharing of resources, and promote stronger relationships among emergency
responders across the Nation. OEC will continue to support cross-governmental
resource sharing and infrastructure integration in Arizona, Oregon, Texas,
Virginia, and Wyoming, and expand partnerships in high-risk border regions.

An additional] 10 positions and five FTEs are requested to enhance the Office of
Emergency Communication’s State and local outreach efforts. These positions will be
located in the regional headquarters of the Federal Emergency Management Agency and
will support coordination with Federal, State, local and tribal emergency communications
activities. No additional funding is requested, as required resources are currently
contained within the base and will convert non-pay base funds to cover additional
personnel costs.

UNITED STATES VISITOR AND IMMIGRANT STATUS INDICATOR TECHNOLOGY PROGRAM

Every day the United States Visitor and Immigrant Status Indicator Technology (US-
VISIT) Program assists the Department in protecting our Nation from dangerous people
attempting to enter the country. US-VISIT had several significant accomplishments in
fiscal year 2007, including the following:

¢ Identified suspected individuals through biometric matching capabilities and
supported crime solving through latent print identification. During fiscal year
2007, more than 160,000 individuals were biometrically matched against the US-
VISIT watch list. Latent print identification capability identified 129 previously
unidentified individuals;

¢ Increased overstay identification. US-VISIT more than tripled its production of
validated in-country overstay records. The figures increased from approximately
4,000 in FY 2006 to more than 12,600 in fiscal year 2007. At the same time, US-
VISIT increased the number of validated out-of-country lookouts from
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approximately 450 in fiscal year 2006 to almost 7,350 in fiscal year 2007. More
than 720 enforcement actions were taken in fiscal year 2007 based on overstay
validation work;

s Reviewed approximately 450 biometric watch list encounters each week to ensure
the US-VISIT biometric watch list is accurate and actionable. Additionally, US-
VISIT made more than 5,300 watch list demotions in FY 2007 that enabled DHS,
Department of State, intelligence, and law enforcement officers to focus on more
actionable records. US-VISIT also promoted 7,967 records, which resulted in 872
encounters; and

¢ Enhanced mobile biometric identification. Working with the U.S. Coast Guard,
US-VISIT enhanced security by effectively extending mobile biometric
identification to remote locations where no traditional fixed-information-
technology infrastructure existed or was cost-effective to establish. Since its
inception in November of 2006, the program has enabled the prosecution of more
than 118 people, including migrants and felons, the identification of more than
1,500 illegal migrants attempting to enter U.S. territory, and a 40 percent decrease
in the flow of illegal migration in Mona Pass. Prior to the inception of the Mona
Pass project, U.S. Coast Guard averaged two prosecutions per year in there.

In previous years funds were spent to test technological exit solutions with pilot scenarios
in air, sea, and land environments. The testing provided lessons that will guide the
development of future solutions. For example, the air/sea exit pilot revealed that
biometric collection needs to be integrated into the passenger’s departure process. We
are outlining procedures for biometric collection at airports and seaports in a forthcoming
Notice of Proposed Rule Making, with plans to implement the procedures later in 2008,

In fiscal year 2009, the budget requests $390.3 million and 119 FTE (150 positions) for
US-VISIT. Of the US-VISIT request, $55.5 million is intended to develop and
implement a comprehensive biometric exit solution. This investment in fiscal year 2009
builds on the Department’s effort to deploy biometric exit procedures at all international
airports and seaports by the end of 2008. US-VISIT will also conduct analyses to
evaluate potential alternatives and evaluate impacts (time in motion studies) to develop a
land strategy for biometric exit.

US-VISIT also requests $20 million, an increase of $4.2 million, for identity management
and screening services. On a daily basis, US-VISIT provides information to more than
30,000 authorized government users in order to identify, mitigate, and eliminate security
risks. These services ensure decision makers have timely, accurate, and actionable
information to protect our Nation from dangerous people. This request supports our
ability to continue to meet service-level commitments to stakeholders as workload
expands due to increasing Arrival Departure Information System transactions and 10-
print-driven expansion of fingerprint gallery sizes in IDENT, US-VISIT’s biometric
identification system. In addition to round-the-clock biometric verification services,

10
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Identity Management and Screening Services will augment the existing biometric
verification services by increasing its research and analytical services. This request
supports the expansion of analysis of possible watch-list hits from the FBI's Criminal
Master File generated by interoperability.

OFFICE OF RISK MANAGEMENT AND ANALYSIS

The National Strategy for Homeland Security and the Department’s strategic plan call for
a risk-based calculus to prioritize the Department’s resource investments. The
Department stood up the Office of Risk Management and Analysis (RMA) on April 1,
2007. The purpose of the Office is to look at risk from a Departmental perspective while
working with each DHS component risk office to assess and evaluate risk. RMA has had
several significant accomplishments:

o Established a Department Risk Steering Committee (RSC) to assist in the framing
of processes and procedures for the Department risk management architecture.
The RSC process will be the framework for enabling collaboration and
Department-wide integration and agreement on risk management efforts;

o Established the process for development of a Department-wide risk comparison
tool to help inform the Departmental resource allocation process, known as Risk
Assessment Process for Informed Decision-making (RAPID);

¢ Refined and improved the risk methodology for analyzing non-National Special
Security Events. The risk methodology informs the process for building the
Special Events Awareness Report, a comprehensive awareness tool utilized by the
Department, the FBI, and other inter-agency partners; and

* Collaborated with the Office of National Capital Region and the State and local
members of that region to assist in the development of a regional risk assessment
tool.

To address these challenges, the budget request for RMA for fiscal year 2009 is $9.5
million. The budget request will allow RMA to continue to lead the development of
RAPID, the strategic-level, department-wide pilot that can assess risk and inform the
strategic planning, programming, budgeting, and execution processes. RMA will also
continue the prototype development of a regional risk assessment capability. In
coordination with the Office of National Capital Region and the Washington Council of
Governments, RMA is framing a process for the development of a regional risk
assessment program that would identify and prioritize hazards to the regional community.
Finally, RMA will continue to support the development of sound risk-informed business
processes for grant programs, as well as the development of risk methodologies.

OFFICE OF INTERGOVERNMENTAL PROGRAMS

11
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The Office of Intergovernmental Programs (IGP) is the intergovernmental affairs office
for the Department of Homeland Security and acts as an advocate for State, local, tribal,
and territorial officials within the Department, operating as the primary liaison between
those officials and departmental leadership. The Office supports the Secretary’s goals by
facilitating an integrated, national approach to homeland security by coordinating and
advancing Federal interaction with State, local, tribal, and territorial governments. In
fiscal year 2008, IGP will continue to build upon successes accomplished in the past year,
which include:

e Preparing updates relating to the Southwest Border Fence project to State and
local officials while listening to their concerns and advocating for their needs
within the Department. IGP facilitated the Department’s efforts to absorb the
State of Texas’ “Levee Wall” proposal into the fence plans for the Southwest
border. As the Southwest Border Fence project continues towards completion,
IGP will continue to play a role as the point of interaction with State and local
officials;

¢ Working in concert with the Office of Infrastructure Protection’s PSAs to keep
State, local and tribal partners informed and engaged with respect to the
protection of critical infrastructure in the field;

¢ Promoting the necessity for states to comply with the REAL ID Act. Efforts have
been and will continue to progress towards securing compliance with the Act or a
request for extension from the states prior to May 2008. In addition, IGP will
work directly with State Homeland Security Advisors to promote the benefits
associated with Enhanced Drivers’ Licenses; and

¢ Engaging closely with the Policy Office to address state and local questions
surrounding amendments to existing H-2B Visa Regulations. IGP will ensure that
States are aware of the progression of the proposed regulations.

NPPD’s budget request for IGP is $2.0 million for 17 FTEs.

Closing

I would like to acknowledge the concerns that the Committee has raised in the past
regarding the official budgetary justification materials. To rectify the problem, we have
attempted to provide a greatly expanded level of detail in the Office of the Under
Secretary Management and Administration, Infrastructure Protection and Information
Security, and the US-VISIT congressional budget justifications to include detailed budget
breakouts for all of the activities requested within each Program, Project, and Activity. It
is the Directorate’s objective to provide transparency in all budgetary matters.

12
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Thank you for raising these concerns. Finally, I appreciate the opportunity to discuss
NPPD accomplishments and plans for fiscal year 2009 and look forward to answering
any questions you may have.

13
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ADMINISTRATION’S CYBERSECURITY INITIATIVE

Mr. PrICE. Thank you for that statement and we are glad to
have all of you here. Let us proceed with questions. I will turn first
to the area of cybersecurity. Last April and May, the country of Es-
tonia was overwhelmed by a massive attack, a so-called distributed
denial of service attack that essentially shut down that country’s
electronic networks. This past summer, the Pentagon announced
that it had to disable 1,500 e-mail accounts because its networks
had been compromised by hackers who some media reports con-
nected to the Chinese government. In November, we received a last
minute budget amendment requesting $115 million for DHS to help
protect the government’s computer networks from cyber attacks
and infiltration by foreign agents. The 2009 budget increases this
funding by an additional $83 million. I am glad to see that the de-
partment and the administration are taking this cyber threat seri-
ously, because action had languished on this issue after Richard
Clarke left the White House. But now we must be on the case. Not
only must we make government networks, both classified and un-
classified, more secure, but we have got to ensure the security of
networks used by government contractors, who hold critical infor-
mation.

DHS is the coordinator of this cybersecurity effort, but there are
some confusions, perhaps some questions that I hope you can ad-
dress. Let me just briefly indicate three.

Mr. Garcia, I understand your title is Assistant Secretary for
Cybersecurity and Communications. But I also understand that
DHS has recently announced the creation of a new position, the Di-
rector of the National Cybersecurity Center, who will be respon-
sible for “coordinating cybersecurity efforts and improving situa-
tional awareness and information sharing across the federal gov-
ernment.” I am not sure how your job description differs from that,
but it does raise the issue, who is in charge of this initiative?

Second question—and these are broad questions, so perhaps you
can parcel out the answers. Given the nearly unprecedented growth
of the cybersecurity budget, which has tripled in two years, what
priorities and accomplishments have you planned for yourself this
year and in 2009 to allocate these funds wisely?

And third, the question of privacy. The resources we are putting
into cybersecurity will be used to expand the federal government’s
ability to monitor traffic that travels in and out of its computer net-
works. Government networks will be reconfigured to funnel traffic
through a fewer number of connections to the Internet. So, as you
are well aware, privacy advocates have raised concerns that this
kind of monitoring system could be abused. It could be misused to
capture the contents of this network traffic, enabling DHS analysts
to review the contents of e-mail messages or personal files. So, let
me just ask you outright, will DHS personnel be reviewing the con-
tent of messages or other information collected by the network
monitoring system or under what possible circumstances would
they do so and what kind of protections and limitations can we
count on?

Mr. Under Secretary, maybe you can begin, but those are my
three questions about this initiative.
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Mr. JAMISON. Thank you, Mr. Chairman. I will take a shot at all
three of those and I will ask Greg to fill in where appropriate, to
give more detail. But first of all, I will try to walk the balance. As
you know, many parts of this initiative are classified. We would be
very happy to give you a full classified briefing or have a classified
session. But, I will try to walk you through the parts that are un-
classified and talk to the issue.

THE NATIONAL CYBERSECURITY CENTER

First of all, you mention the confusion or perceived confusion
over the Director of the National Cybersecurity Center and Greg
Garcia’s position. Let me take a little step back and tell you one
of the underpinnings of what we are trying to accomplish. One of
the underpinnings is the .gov network, and Greg has the responsi-
bility for defense of the .gov network, as well as the lead role in
the protection of critical infrastructure and how we deal with the
private sector, in his role at DHS.

One of the things that we are trying to do with the cybersecurity
initiative is position the network to be in a more defensible posi-
tion. So, right now, we have thousands of Internet access points.
We are trying to consolidate those Internet access points down and
we are trying to move from a system where we analyze for flow
analysis a very small percentage of the .gov traffic to where we ac-
tually look for intrusions in real time, intrusions with malicious
signatures. And the biggest piece of that effort is to give us com-
prehensive situational awareness of what is going on in the .gov
domain. I would be happy to talk you through more of the details
on that, but therein lies the issue of why this is an interagency ef-
fort.

There are many agencies across the federal government that
have cybersecurity responsibilities. It is a cross-cutting issue. So,
DOD has responsibility for defense of the DOD network. NSA has
responsibilities. FBI and other law enforcement agencies have re-
sponsibilities. The role of the Center is to coordinate all of that in-
formation to give us more comprehensive situational awareness
and to make sure that we are leveraging resources across the gov-
ernment more effectively. Greg’s role, as I mentioned earlier, is for
the defense of that network, the .gov network and for protection of
critical infrastructure in the cyber domain. So, that delineates a lit-
tle bit of it.

INCREASED FUNDING FOR CYBERSECURITY EFFORTS

You mentioned what are we going to do with the money and we
have tripled our budget moving from 2007, to 2008, to 2009. That
is very well the case. Right now, we, as I mentioned, have EIN-
STEIN capability that is doing flow analysis on a very, very small
percentage of .gov traffic. We are going to move to real-time intru-
sion over the next two years with the goal of 100 percent of that
.gov traffic which, in essence, is providing commercial intrusion de-
tection capability, the capability that most of the agencies currently
have. What we are doing is making sure that it is comprehensive
at every Internet access point, making sure it is consistent, and
making sure it is informed with the latest threat information that
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we have from the federal government, and that is the important
part.

Much of the money that we have got is to deploy those sensors,
to procure the facilities, to house the staff that is going to be re-
quired to do the analysis on the information, to build our response
capabilities, to build our analytical teams that will have to analyze
and respond to the intrusion activity, and to build the support net-
viflorks to help the other federal government agencies respond to the
threat.

PRIVACY CONSIDERATIONS

And, finally, and most importantly, privacy. Privacy is the top
priority as we embark on this mission. And I will say that cur-
rently, we have a privacy impact assessment for our current EIN-
STEIN capability. As we move to the next generation of intrusion
detection, we are going to do a full privacy assessment that in-
volves our privacy personnel, as well as our civil rights personnel,
from the outset of this program.

But, what we are talking about looking forward and to your
question about what will our additional capabilities be, we plan
over the next year to deploy commercialized intrusion detection ca-
pabilities that can detect malicious code and that is what we are
looking for, those signatures of malicious activity, and that is the
only thing—the ones and zeros—that that equipment will be look-
ing for. If we do have a detection of that type, the equipment will
send an alert to both the agency that is affected and US-CERT.
But privacy is the top concern. The privacy impact assessment and
planning the process is going to be something that we make sure
we do before implementing any of these programs.

Mr. PRICE. Mr. Garcia, do you have anything you would like to
add on any of these points?

Mr. GARCIA. Yes, just a couple of amplifications on the issue of
the Center. Under Secretary Jamison said it right, that the Office
of Cybersecurity and Communications has a broader national role,
to include cybersecurity but also communications, our communica-
tions infrastructure and our emergency communications and inter-
operable communications. And among those three major mission
areas is a common thread, and that thread is really a technological
convergence that is taking place.

When we talk about security, we are also talking about avail-
ability. And when we talk about availability, we are also talking
about security. So the mission is much larger than the National
Cybersecurity Center, which, as the Under Secretary said, is a co-
ordinating role, not an operational role. The operational role exists
within my organization, that is the U.S. Computer Emergency
Readiness Team, the US-CERT, nor does the Center have directive
authority. It is one that coordinates and brings all of the stake-
holders together in the federal government to ensure, as the Under
Secretary said, that we have that situational awareness.

And the final point that I would make is where we are today in
this cyber initiative is partly a result of the success we have in the
situational awareness development over the past several years
using the EINSTEIN technology that the Under Secretary referred
to, which is a way to monitor flow of data, network flow. What we
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have seen over the past two or three years in our ability to share
that information across the federal government and the private sec-
tor is indeed an evolution of the threats facing our cyber and com-
munications infrastructure, more sophistication and more targeted.
So, it was because of our ability to see and to expand our deploy-
ment of that EINSTEIN capability that we began to see how im-
pressive this threat has been and formidable and, hence, our desire
now to accelerate our situational awareness and protection efforts
and to automate it. And that is where we are today.

PRIVACY IMPACT ANALYSIS

Mr. PrICE. Thank you. Mr. Under Secretary, I understand you
say that the privacy impact analysis is a work ongoing and that
presumably these privacy protections and concerns are being built
into the system as you go. The actual release of this will come
about when?

Mr. JAMISON. I do not know the exact release date. It is in the
final stages of development. It has a process, as you know, that we
have to go through to get it out. It will release well before we de-
ploy the first of the next generation EINSTEIN sensors. We antici-
pate in the coming weeks, though.

Mr. PRICE. Coming weeks, sometime this spring?

Mr. JAMISON. Yes, sir.

Mr. PrICE. All right. Thank you. Mr. Rogers.

DHS ROLE RELATIVE TO THE NATIONAL CYBERSECURITY CENTER

Mr. ROGERS. Assistant Secretary Garcia, why do we need this
new office the President has announced? Are you not capable of
doing what that office would do?

Mr. JAMISON. Let me take the first stab and then I will let the
Assistant Secretary jump in. One of the biggest issues is making
sure that we leverage all the capabilities that we have in the fed-
eral government and make sure we leverage situational awareness.
So, it is very important that one of the first products that we want-
ed to deliver to our customers at the federal agencies is better situ-
ational awareness and it is going to be greater enhanced with us
having situational awareness across the whole .gov network. But,
we also need to know the attack vectors that are in the military
networks, the attack vectors that other partners might see over-
seas. So, that is really the big intention, is to consolidate that infor-
mation and to give it to the people that have responsibilities for the
defense of those individual networks, like in our case, the .gov net-
works and critical infrastructure, so we can help better defend with
our systems.

Mr. ROGERS. So, this new office the President is proposing is a
government-wide office?

Mr. JamisoN. Correct. It will have coordination responsibilities
across the domain of cybersecurity for all the federal agencies that
have a role.

Mr. ROGERS. And Secretary Garcia is just within DHS?

Mr. JAMISON. Correct.

Mr. ROGERS. So, the new office the President is talking about,
then, would be the one that would coordinate what you are doing
with what DOD is doing and everybody else, is that right?
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Mr. JAMISON. Correct, correct. And we are starting to tread into
some of the classified portions. We are getting close to the line. So,
I would be happy to give a full briefing in a classified session that
breaks out which of the areas that we think are going to be in-
cluded in that Center.

Mr. ROGERS. You know, this hearing probably ought to be a
closed hearing, so we could get into some of the weeds that we are
talking about here. But, that will be another day, I guess.

Your role, particularly that in cybersecurity, and this role of DHS
frankly tests the ability of legislators to properly oversee perhaps
the most complicated, most obscure piece of homeland security,
that is the cyberspace especially, but also the other pieces of phys-
ical infrastructure that the department has to oversee. So, we need
as much elucidation on these things as you can give us in the lan-
guage that we speak, which is somewhat of a different language
than yours. But, I wanted to talk to you briefly about, Mr. Sec-
retary, the staffing at your agency.

STAFFING OF NPPD

When you took over in November 2007, you realized you had a
little over a year to turn what was a fledgling organization into a
cohesive and functional departmental component. And one of your
top priorities has been to improve the staffing. But, at this date in
time, you are only 71 percent staffed in NPPD and only 55 percent
staffed in management and administration. Where are we and how
come?

Mr. JAMISON. We do have a lot of work to do, I will be the first
to admit that. I do think we have made a lot of progress, though.
As I mentioned earlier, we have broken down a process analysis on
the whole process. I think you look at the numbers, we have cur-
rently 330 vacancies. But out of those 330 vacancies, well over 200,
almost approaching 250, of those vacancies were new additions in
the fiscal year 2008 budget. So, as we were trying to build our in-
frastructure and set us up for existing operations, as you well point
out, we are growing rapidly, as well.

In addition to focusing on every aspect in the metrics evaluation
of exactly how long it takes to process every piece of the pipeline,
we have also tried to ramp up our efforts to recruit from other
types of programs. Out of those 330 vacancies, 200 of those vacan-
cies—or 207, I believe, I will get you the exact number for the
record, are in the late stages of selection. So, we have made sub-
stantial progress. We have a long way to go. It is something that
we focus on daily. My deputy or I spend 15 minutes to 30 minutes
on this issue every day to make sure we are following the process.
And I firmly believe, as you point out, that if we do not get the peo-
ple on board to execute the missions, not only will we not accom-
plish what we are trying to do from a mission standpoint, but we
are in jeopardy for a transition. So, we make it a top priority. That
is also why we have taken on the conversion issue and have 107
positions that are close to be converting from contractor positions
to federal government, to give us the stability to position ourselves
for the future.

[The information follows:]
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Question. What is the exact number of vacancies that are in the late stages of
selection?

Answer. On April 1, when the Under Secretary testified, NPPD had 330 vacan-
cies. Of these vacancies, announcements have closed on 214.

CYBER THREATS

Mr. ROGERS. What can you tell us about the cyber threats that
is unclassified?

Mr. GARCIA. Mr. Congressman, as I mentioned earlier, the cyber
threats are evolving in many different ways. We are seeing an in-
creasing level of sophistication whether from hackers or
hacktivists, those hackers with the political motivations, organized
crime, or nation states. We are seeing it in a variety of forms that
are targeting websites and individuals. I think one of the most
prevalent forms of attack we see are phishing attempts, which are
e-mails that go to your in-box, coaxing you to open it or open an
attachment or to go to a website, which may be infected, that
would then download malicious code onto your computer, which in
an enterprise could be spread throughout the enterprise network.
We are seeing these evolve constantly, which is why we are looking
to a dramatically increased amount of resources to be able to see
into the networks and see what kinds of malicious code are repeat-
ing themselves and patterns and how they are attacking, where
they are coming from and where they are going to.

Mr. RoGERS. Now, what about incoming attacks seeking informa-
tion from us?

Mr. GARCIA. That is part of the mix. There are a number of dif-
ferent intentions that cyber attacks can have. One is to steal infor-
mation, whether it is information from the government, whether it
is intellectual property from a major company. There is intention
to flood—we have mentioned the denial of service attack on Esto-
nia. There are intentions to flood websites with requests, which
cause a website to go down. That is a denial of service attack.
There are other types of attacks that would create bogus websites
of well-known name websites. There are ways to disrupt commu-
nications, disrupt information flow, many different forms of attack.

Mr. ROGERS. Where are these attacks coming from?

Mr. GARcIA. They are coming from all over the world. The Inter-
net knows no borders nor do cyber attacks.

Mr. ROGERS. Does it come from individuals or states?

Mr. GARCIA. It is coming from all different types of actors and
some of them are very hard to track down. There is a common
threat called a bot-net, which is essentially a network of hijacked
computers, worldwide computers that can be hijacked from any-
where around the world. So, tracing back to where the original
attacker is sitting is a very difficult thing to do.

Mr. ROGERS. But, you are determined that some of them are
coming from state facilities?

Mr. GARCIA. In this room, I can only go so far as to say where
we are—where we think some of these are coming from. But to say
that an attack is coming from a computer in a particular state or
a particular country is not necessarily saying that that attack—
that the attacker is actually in that state or country.

Mr. JAMISON. Mr. Congressman, we welcome the opportunity to
come up and give you a detailed briefing in a classified setting. It
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can get to a lot of the issues that you are raising. We have got a
lot of information to share with you there.

Mr. ROGERS. Good. Okay, thank you.

Mr. PRICE. Let me just say that the next briefing from the DHS
intelligence chief and executive session is—we have asked him to
focus on this matter and that will occur very shortly. Mr.
Rodriguez?

CYBER SECURITY EXERCISES

Mr. RODRIGUEZ. Thank you very much. Let me ask you, since the
formation of the department, how many exercises on cybersecurity
have we conducted?

Mr. GARCIA. We have conducted two. We just completed——

Mr. RODRIGUEZ. Two?

Mr. GARCIA. Two.

Mr. RODRIGUEZ. Since the formation of the department?

Mr. GARCIA. Yes, for specifically cyber. Now, we have had other
table top exercises and Top Officials Exercises.

Mr. RODRIGUEZ. Those two that you conducted, how many—basi-
cally with the agency, itself? Or nationwide? Or what——

Mr. GARCIA. Yes. Cyber Storm II just occurred last month. We
are very proud of that. That was an international exercise. It in-
volved, I believe, five countries, nine states, 40 companies, I think
12 federal agencies. So, it was a multifaceted, multi-player cyber
exercise that lasted for a week, testing our ability to share informa-
tion and to coordinate response against a number of scenarios, fic-
tional scenarios attacking different aspects of our infrastructure,
whether it is federal government sites or whether it is certain crit-
ical infrastructures like the chemical sector, transportation, finan-
cial services, et cetera.

Mr. RODRIGUEZ. Any of them dealt with states or local, in terms
of trying to get our—we always talk about the first responders
being the local people responding to a problem. And this could also
be very similar where the ones who are going to get hit is locally.
The attempt on the—the attack on 9/11 was also to hit the private
sector. How much are we reaching out, in terms of both those state
types of approaches and local?

Mr. GARrcIA. We are absolutely reaching out. In fact, the State
of Texas was one of the players out of the nine states, who partici-
pated. We have among our priorities building up the relationships
with the states and their capabilities at cyber protection. We work
with an organization called the Multi-State ISAC, which is an in-
formation sharing and analysis center. So, they played in this exer-
cise, as well.

Mr. RODRIGUEZ. As you move to form this cyber security center,
who is going to be in control of that?

Mr. GARcIA. We will continue to be in control of the cyber secu-
rity center.

Mr. RODRIGUEZ. So, you are going to allow the Department of De-
fense to come in, NSA, and all the others to participate?

Mr. GARCIA. That is correct.

Mr. RODRIGUEZ. And the Department of Homeland Security is
going to be in control of that?
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Mr. GARCIA. That is correct. And, in fact, we are beginning the
process of planning Cyber Storm III, which we would expect to be
sometime in 2010.

Mr. RODRIGUEZ. Okay.

Mr. GARCIA. So, we have—go ahead.

Mr. JAMISON. Those agencies did participate in Cyber Storm II,
as well, and DHS was the lead coordination agency in Cyber Storm
II. So, that does not change with the evolution of the

STATE AND LOCAL INCLUSION IN CYBERSECURITY EXERCISES

Mr. RODRIGUEZ. And I would just ask you to go and look back
on also strengthening our local states and communities. I had been
on the task force on the threat before 9/11, when I served eight
years on the Armed Services Committee. We did dark screen, one
of the first exercises from a local perspective and got the local com-
munities engaged and how critical that is and also in terms of get-
ting the private sector engaged, especially since the private sector
a lot of times do not want to talk about how many times they have
been hit, because of their concerns about resources and that kind
of thing. And somehow, we have got to make the leap.

The only thing I would follow up with what our minority leader
talked about, in terms of creating another center, where you create
another bureaucratic system where you are less likely to get access
to information for operating and responding. And so how you struc-
ture that, I would ask you to take some time looking at that, as
you form a center for coordinating those efforts. Because, I know
DOD has some and other centers have them and that has only got-
ten worse through time, in terms of—worse, I mean in terms of the
number of hits. Back when I was there in 1997, it was less than
a thousand hits a day and now, I mean, that supposedly has
jumped into the millions of hits, just on the Pentagon. And so—and
the Department of Defense. And so, that is one of the areas, I
think, that we—we have always felt that that was one of the high-
est areas that we would get hit first before anything else. So, how
we are in touch with local communities and states is essential. And
so, I wanted to stress the importance of kind of doing those exer-
cises, kind of look at that and help educate.

QUALIFIED STAFF FOR NPPD

Now, from the perspective in terms of the staffing that is needed,
and I do not know where we are right now. I know we found that
we did not have—realized we did not have the qualified staff. Are
we doing anything in there to make sure we have pretty good staff-
ing, as it deals with cybersecurity?

Mr. GARcCIA. Absolutely, sir. We have, in fact, highly qualified
staff across the National Cybersecurity Division and the U.S. Com-
puter Emergency Readiness Team, US-CERT. These are highly
dedicated people, who are working long hours and sacrificing fam-
ily life for this mission. So, I am quite proud of their accomplish-
ments, particularly with the Cyber Storm II process, which literally
was round the clock. It was 24/7, because it was international and
involved our partners overseas. So, they dedicated an extraordinary
amount of time, 18 months to prepare and plan for Cyber Storm
II, 18 months for just one week of activity. So, I think as the Under
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Secretary said, our highest priority now is to bring in top people
to fill the vacancies that we have, so that we have a very strong
team in place for transition into the next administration.

Mr. RODRIGUEZ. Thank you.

Mr. PrICE. Thank you. Mr. Fattah.

INTERNET CABLE CUTS AND SURVIVABILITY

Mr. FATTAH. Thank you, Mr. Chairman. I want to focus on the
physical infrastructure. There have been reports that some of the
Internet infrastructure on locations have been attacked and had
been made non-usable for some reason in a number of countries.
Is that accurate?

Mr. JAMISON. There have been some well-documented cases and
the source of some legitimate cable cuts from maritime traffic that
have caused severe interruptions in India and some other parts of
the world.

Mr. FATTAH. Se we are convinced that this is just normal mari-
time traffic?

Mr. JAMISON. Yes, at this point we are. But I would refer you to
the Department of Defense and others that are analyzing, con-
tinuing to analyze those situations.

Mr. FATTAH. And to what degree is this a concern at least in
terms of the work that is being done in your shop?

Mr. JamisoN. Well, I think it prioritizes one of the elements that
is in our budget request. And I will have Mr. Garcia go into more
detail. But a substantial part of his budget is next generation net-
works, which is basically coming up with a prioritization system so
that we can route priority traffic or be able to get traffic through.
So very much in the same way that we initially started I think in
1991 with the public switch telephone system and developed a
GETS card so you could get priority telephone service.

And we moved after 9/11 establishing a wireless priority service
since we had disruptions for wireless communications. Now with
that convergence of data packets traveling through internet pro-
tocol this allows us to route traffic. So when you have an interrup-
tion, disruption or other issues, that allows you to route that pri-
ority traffic around those interruptions.

I will let Greg go into more details on that.

Mr. GARCIA. Yes. Sir, what we are getting to here is trying to
keep up with technological evolution. As our communications infra-
structure evolves from the so-called plain old telephone system to
one that is becoming, within the next ten years, totally
broadband—totally over the internet—using, as the Under Sec-
retary said, packet switch technology, we are going to need to
evolve the way we prioritize that service. Our prioritization is there
to ensure that the President, that the nation, that the government
can communicate in times of national crisis which could include a
major disruption of our communications infrastructure.

Mr. FATTAH. That is my concern. I mean a lot of your earlier tes-
timony seemed to be focused on people attacking the system or
hacking into the system or some limited decree of denial of
usability. And my concern is that if a cut of a cable knocks the en-
tire system out, even if it is accidental, then, you know, what are
we doing to position ourselves better?
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Now, so you are working on this next generation. Where are we,
without going into classified information, but are we comfortably
along or are we a lot further away from where we need to be?

Mr. GARCIA. It is important to recognize that most of the commu-
nications infrastructure is owned and operated by the private sec-
tor, hence I mean we have a very close relationship with the car-
riers to ensure redundancy and resiliency, and in the event that we
suffer a major disruption that could bring down a certain amount
of communications capability, that we have a means of prioritizing
that traffic for first responders, for senior federal decision makers,
and for state executives as well. So that is in part what this next
generation network budget request is for—to enable us to ensure
that as our communications capability, whether it is the internet
or whether it is voice, whether it is data, that all of that, we will
have a way to prioritize and make sure that the people who need
to talk can talk.

CYBER SECURITY AND COMMUNICATIONS STAFF

Mr. FATTAH. You had said to my colleague’s question that you
had a very—he asked you about qualified staff and you in part said
that you had a very dedicated staff. How many people in your staff
have a terminal degree in computer and information science or
similar terminal?

Mr. GARcIiA. The National Communications System, which is
under my organization, includes a technology division which deals
with this next generation network and other communications
issues. And they are, all the people working on this, on these
issues, are engineers, so they are absolutely qualified for this. And
they have been, some of them have been doing it for many years.

Mr. FATTAH. But some are computer engineers, electrical engi-
neers, I mean chemical engineers?

Mr. GARCIA. I can certainly give you that breakdown.

Mr. FATTAH. Yes, I would be very interested in the answer on
that terminal degree computer and information science.

[The information follows:]

ADDITIONAL INFORMATION ON THE CYBER SCHOLARS PROGRAM

The Department of Homeland Security (DHS) National Cyber Security Division
(NCSD) co-sponsors the Federal Cyber Service: Scholarship for Service (SFS) pro-
gram with the National Science Foundation (NSF). The SFS program, established
by NSF in 2001 and co-sponsored by DHS/NCSD since 2004, provides scholarships
for a maximum of two years to outstanding cyber security undergraduate, graduate,
and doctoral students in exchange for an equal amount of time spent in Federal
Government service after graduation. Full-time employment in a cyber security job
with an agency occurs at the appropriate pay grade upon graduation; generally GS—
7 for undergraduates, GS-9 for Master’s Degrees, and GS-11 for Doctorates. Stu-
dents also complete a 10-week Federal internship while still in school, usually after
their first year in the program.

SFS program goals are: 1) to increase the national capacity for educating informa-
tion technology (IT) specialists in information assurance (IA) disciplines; and 2) to
produce new entrants to the Federal IA workforce. Approximately 350 students from
30 universities participated in the program this year, bringing the total to 880 stu-
dents. Currently, the placement rate is over 90 percent.

NSF administers the SFS program and distributes scholarship money through
grants to chosen National Centers of Academic Excellence in Information Assurance
Education (CAEIAESs) or equivalent schools. The universities then select the scholar-
ship students. As strategic partners, NSF and DHS/NCSD co-chair the Interagency
Coordinating Council, a committee that helps shape the policies and direction of the
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SFS program. The Office of Personnel Management (OPM) helps to facilitate and
track the placement of SFS students and maintains the program website
(www.sfs.opm.gov).

NSF and DHS/NCSD co-sponsor an annual job fair and symposium to provide
SFS students networking opportunities with agency hiring officials and IT security
program managers, as well as exposure to IT security topics of specific interest to
the Federal Government. Over 49 agency components participated in the 2008 job
fair. NCSD has worked to raise awareness of the SF'S program across the Federal
Government and specifically within DHS. As a result, SFS students have been
placed in internships and full-time jobs at Customs and Border Protection, the
United States Secret Service, Office of the Inspector General, Federal Emergency
Management Agency, and Federal Law Enforcement Training Center.

EDUCATIONAL BACKGROUND OF NCS PERSONNEL

Educational background of National Communications System personnel

NCS PErsonnel .......cocooeeveeermeneerneenreenennen. 71 FTEs.
Bachelor Degree or Higher ........ccccooevennee. 54 Total.
Technical Degrees ......ccoceeveevvevveveerecucnnns 40 (of the 54 Total)  NSC technical degrees include: Electrical

Engineer, Computer Scientist, System
Engineer, and Management of Infor-
mation Systems.
Open Positions Requiring Technical De- 10 of the 25 Vacan-
grees. cies.

Thank you, Mr. Chairman.
Mr. PrICE. Thank you. Mr. Aderholt.
Mr. ADERHOLT. Thank you, Mr. Chairman.

INTERGOVERNMENTAL RELATIONS AND COMMUNICATIONS

Thank you for being here today before the subcommittee. Mr.
Jamison, let me address this question to you regarding, I know
that your office is responsible for intergovernmental coordination,
and I guess the question would be in just, you know, general terms
when you talk about uniformity among all the 50 states when you
are talking about equipment, training, procedures for preventing
and responding to terrorist attacks, what do you, would you give
the level of uniformity from all the 50 states as where are we and
where do we need to be and where are we looking to go with this?

Mr. JAMISON. I think there are a couple of different elements if
you look at that capability. One of the areas that we need to im-
prove is our ability to communicate from the top down, from the
government to the states and locals. And that is why you see the
request to build up the National Command and Control Capability
that is in the budget. I believe it is a $63 million request as I re-
call.

Much of that is trying to get secure and non-secure voice, video
and data capability so they can communicate. Another level of pre-
paredness is a lot of the work that Bob Stephan does with the
states and locals from a preparedness standpoint. I would ask him
to comment a little bit on his evaluation of his work in that area
as well as Greg Garcia’s in the Office of Emergency Communica-
tions on interoperability—the ability for the first responders to
communicate together.

Mr. ADERHOLT. Sure. Thank you, Mr. Secretary.
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Mr. STEPHAN. I have a program called Protective Security Advi-
sors. We now have 78 folks across the country whose job it is to
maintain liaison with state, local, and federal officials in their geo-
graphic areas of operations as well as private sector folks, the own-
ers and operators of our nation’s critical infrastructures inside their
geographic footprint.

We have been spending a lot of time and money and informing
even greater sums of grant dollars to make sure that we have secu-
rity plans that not only link individual facilities to those state and
local law enforcement jurisdictions and emergency management ju-
risdictions, but also now working from a system perspective to inte-
grate not just individual aspects but systems of individual nodes,
key choke points. One example that I have to offer is we are work-
ing an A to Z comprehensive look at the California water system
from north to south, the main flow of the water that feeds the
major population centers of central and southern California. Doing
that as a team with literally dozens and dozens of state first re-
sponders, emergency managers, water folks, EPA officials, again at
the federal, state, and local level, tying all of these people together
in an interlocking series of plans, identifying their vulnerabilities,
and helping push various, disparate packages of authorities’ capa-
bilities and resources together to get the job done.

So that is the kind of thing that we have been doing. And I have
been seeing a greater desire on the part of our state and local coun-
terparts to kind of figure this out, not from a unidimensional per-
spective, but from a multidimensional perspective and not have
seven fire trucks in each jurisdiction when maybe you need the fire
trucks and maybe you need the S.W.A.T. team, maybe you need re-
covery from an EPA perspective; how do all those disparate sets of
capabilities, equipment, and training need to be put together to
service one plan? So that is kind of where we have been going with
all of this in my world over the past five years or so.

Mr. ADERHOLT. Okay. Mr. Garcia.

Mr. GARCIA. Yes, sir. Regarding the Office of Emergency Commu-
nications, this was set up one year ago today, as a matter of fact.
And I am proud to recognize its one year anniversary. The mission
of the OEC is to ensure that first responders have operable and
interoperable emergency communications. It came out of the
Katrina lessons learned report that recognized that across jurisdic-
tions, even within a region, within a state sometimes there is an
inability for first responders to communicate across those jurisdic-
tions at a particular incident or event.

OEC is responsible for developing a national strategy, national
guideline, using the grant process to incentivize states and regions
to develop statewide interoperability plans that will then align up-
ward to a National Emergency Communications Plan which we will
be sending to the Congress in the next few months which lays out
the national strategy for how we can bring more interoperability
across the nation. So in the near future we will be informing all
of the states who have developed their statewide plans as to how
:ciheyhcan begin to draw down the grant money to enable them to

o that.

It is quite an accomplishment when you think that one year ago

there were only about eight states who actually had developed
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statewide interoperability plans. And through the development of
OEC, through the standup of OEC and this development of this
whole process we will have 56 states and territories this summer
being qualified to receive grant money because of the work they
have done to develop statewide plans.

Mr. ADERHOLT. Okay, thank you.

Mr. PrICE. Thank you. Ms. Lowey.

INTEROPERABLE COMMUNICATIONS

Ms. Lowey. Thank you very much, Mr. Chairman. And thank
you, Mr. Garcia, for your segue into my question.

This is an issue that some of us have been working on for a very,
very long time. And as you know, H.R. 1 was signed into law last
year authorizing the $2 billion Interoperable Communication Grant
Program. And the Office of Interoperability and Compatibility was
created. And this subcommittee’s spending plan, and I thank the
Chairman, included my language to implement the national plan.
So what I would be interested in, and you said it is coming, could
you be more precise about when the Department of Homeland Se-
curity will complete the National Emergency Communication Plan?

Mr. GARcCIA. Yes, ma’am. The NECP we expect to have up to the
Congress, we are working to have it by July.

Ms. Lowey. Well, I found that intriguing because in the prepared
testimony Mr. Jamison mentions that the fiscal year 2009 funds
will be used for the Interoperable Emergency Communications
Grant Program. This is particularly interesting to me because the
department did not request funding for the grant program.

Mr. GaRrciA. We have 2008 appropriations of $50 million for the
Interoperable Communications Grant Program. We expect to have
that funding distributed to the states by the end of fiscal year
2008.

Ms. Lowey. However, in H.R. 1, which was signed into law, we
were talking about a $2 billion grant program. So you are working
with the states but you think $50 million is sufficient?

Mr. GARcCIA. That is for 2008. And we would be looking to addi-
tional funding in the out-years for that. And we also have the Pub-
lic Safety Interoperable Communications Program which is part of
what I mentioned earlier where we will have, due to the sale of the
spectrum, close to a billion dollars of funding to distribute to the
states once they have all been approved, once all of their statewide
plans and their investment justifications have been approved. So
that is a one-time shot of money that will be available to the states
before the end of this fiscal year.

Mr. JAmISON. Congresswoman, can I add as well part of Greg’s
role and the staff of the OEC is to make sure that they help drive
the standards and the capabilities that need to be driven at the
state level or the local level to get interoperability. So there are
other grant funds out of those two programs that are getting spent
on interoperable communications and he has got to make sure that
those funds as well are aligned to make sure that we are raising
the balllseline. So some of that work is hitting other grant programs
as well.

Mr. GARCIA. And, in fact, as you mentioned FEMA is responsible
for distributing that grant funding. OEC does not distribute the
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funding itself, we provide, as the Under Secretary said, the stand-
ards and guidance.

Ms. Lowey. Well, it is true, it is true, we agree that FEMA not
NPPD administers the state and local grant programs. And so I
imagine there is coordination between the two in emergency com-
munication needs to first responder grants, so it made me wonder
why the Administration did not continue to fund the Interoperable
Grant Program that Chairman Price was so wise to include in the
fiscal year 2008 bill.

So I am just wondering, both Mr. Jamison or Mr. Garcia, why
the evidence is there that first responders can now seamlessly com-
municate to justify eliminating the Interoperability Grant Program
in the Administration’s request? You said there was $50 million in
there. But certainly it is not sufficient. And you think the money
with the sale of the spectrum is going to be adequate? It took us
a long time for those of us who have been working on this issue,
and remember Louisiana, and remember the Paul Revere strate-
gies and people communicating with bottles, many of us care pas-
sionately about this program and we want to be sure that not only
are we going to have the program but there is going to be adequate
money to fund the grants to all the states.

Mr. GARCIA. Yes, ma’am. Well, I cannot speak to the funding re-
quest from FEMA for the grant monies but I can tell you that this
is an ongoing, long-term process, as you well know. And I think we
have made tremendous progress just, as I mentioned, going from
eight states with statewide plans to 56 states by the end of this
summer and the ability of those statewide plans to align with the
national strategy. So we are going to continue driving toward that
goal of interoperability and we will be measuring how the states,
year after year, are implementing their statewide plans as they
align to the national strategy. But as for the funding, I would defer
to FEMA on that one.

Ms. Lowey. Well, let me just say, Mr. Chairman, I personally
thank you as someone who has been working on this issue for a
long time for your leadership. And I just hope that after all the
work that is being done and all the work that the states are doing
to put together the plans that we are going to have adequate
money, and just hope that there is not an emergency when this is
needed before we have the money and the training and the pro-
gram up and running.

Thank you, Mr. Chairman.

INTEROPERABILITY GRANT PROGRAM

Mr. PRICE. Thank you. And I am interested to hear the talk of
this $50 million which, as you know, was an initiative of this com-
mittee to put that $50 million in the 2008 bill. No one pretended
that this was anywhere near adequate to approach the need but we
did put it there as an indication of future intent and as a hint,
which unfortunately was not taken by the Administration, that we
would be looking for more funding in the 2009 request. So this is
very much an item that we are going to need to address.

Ms. Lowey. In fact, for clarification I was not quite sure what
your response was but as long as the Chairman continued the dis-
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cussion you are saying it is not your responsibility, you do not take
responsibility for the Administration not putting it in the request?

Mr. GARrcia. FEMA distributes the funding. I would assume that
they would do the funding request.

Mr. JAMISON. We would be happy to come back up with FEMA
to do a grant funding proposal. But I also think it is very important
as he completes the baseline assessment and also coordinates the
work on the statewide assessments, one of the big focuses for him
is to identify those gaps across the nation and come up with a
much more comprehensive plan. At that point, we will be able to
work closely with FEMA to determine where the funding issues
might lie as well as how we might leverage some existing grant
programs. So we are due to come back to you as we get more infor-
mation into that planning process.

Mr. PrIcE. All right, thank you. Ms. Roybal-Allard.

WATER SYSTEM SECURITY

Ms. ROYBAL-ALLARD. Mr. Stephan, as you know, last week the
city of Alamosa, Colorado, experienced a salmonella poisoning out-
break due to a contaminated water supply. It is my understanding
that there are about 12 people that have been hospitalized to date.
And city authorities are not sure how that contamination hap-
pened, whether it was an intentional poisoning.

I am wondering, even though it is still early in the process, if we
have learned anything from this incident about the preparedness
of our cities and towns with regard to being able to prevent attacks
or address possible attacks on our water systems? Are there any
weaknesses, anything that has been highlighted as a result of this?

Mr. STEPHAN. You are correct that the results of that investiga-
tion are still ongoing. There is a law enforcement slice that I un-
derstand has ruled out a terrorism nexus at this point. But there
is also an important public health and safety slice and coordinating
effort between the Environmental Protection Agency and Health
and Human Services. There are federal components to it, there are
state and local components to it and, of course, there is a public
piece to it.

I think that the incident itself has highlighted the need to ap-
proach our infrastructures, their protection, their resiliency, from a
true partnership perspective and that there is not a single silver
bullet that in fact is the answer to all of our solutions or answer
to all of our problems. Many solutions have to come together inte-
grating a very diverse set of capabilities with authorities and re-
sources together at various levels to get to the problem.

I think this is a situation which initiates at a local level and it
goes all the way up through a process that gets you national level
analysis, first and foremost to determine the terrorism nexus, inte-
grates into the national public health and safety community from
a people perspective and an environmental perspective and then
back down that same system of systems to get to the answer at the
end of the day. So I think it highlights the need for the information
sharing components of infrastructure protection that we have set
up, the partnership that we have built around these critical infra-
structures.
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And when lessons learned do get established from this particular
incident, as they have for many similar incidents in the past, we
do have a pretty robust information sharing and lessons learned
piece that goes out to owners and operators of not just that system
but systems like it all over the United States.

Ms. ROYBAL-ALLARD. So at the end of this process there will be
a report and recommendations that will be shared with the local
folks as to what they need to do in order to be able to be prepared
for this kind of an attack on our water systems?

Mr. STEPHAN. Yes, ma’am. We have compiled many similar docu-
ments from past incidents of contamination of water supplies with-
in the water sector. We will take a look at this from the national
perspective and see if there are any pieces that we need to add to
the documentation we have on file. So we will do that. The Depart-
ment of Homeland Security will coordinate with other affected de-
partments and agencies, principally HHS and EPA to do that kind
of thing—a coordinated product.

There will also be local bulletins, information, warning products,
so on and so forth, that will also stem from this type of incident.
And again our job is to look at them, fuse them all together, see
if there are important new facts here that have not yet come to
light in a previous incident, package them and disseminate them.

Ms. ROYBAL-ALLARD. But do the current plans address how com-
munities will respond to help vulnerable populations? For example,
it is my understanding in the case of Colorado that they were going
to have to flush it with chlorine and it would take 14 days for the
water to be usable again. So people were going to have to rely on
purchasing bottled water. Is there a plan in place to address vul-
nerable people such as the elderly, those that cannot afford to go
run gut and buy bottled water, disabled folks? Does that already
exist?

Mr. STEPHAN. Ma’am, I will have to get back to you with a deep-
er explanation. My job is principally on physical security and pro-
tection of that kind of asset or systems comprised of key nodes such
as this one. But in terms of the public preparedness piece now we
go to the Environmental Protection Agency and Health and Human
Services at the national level as well as at the state and local level.
So I would have to get back to you with a more comprehensive an-
swer on this one.

Ms. ROYBAL-ALLARD. So everything is sort of compartmentalized
in other words? You folks only look at so much and then do not go
beyond that in terms of making recommendations?

Mr. STEPHAN. No, my—I want to say that everything I do has to
bring together lots of different actors from the public health and
preparedness world, from the physical protection world, from the
cyber world. What I do not want to do here is speak in depth about
a medical public health issue where probably EPA and Health and
Human Services would do the question more justice than I could.
But I want to not leave here with the impression that there is some
kind of gap between the ways we look at it. There is an intersec-
tion or a coordination process, collaborative process between the
various federal agencies that need to look at this from different
perspectives as well as their state and local counterparts. And then
between the federal, state and local agencies involved the coordi-
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?ateld message gets sent back out to the public at the community
evel.

Ms. ROYBAL-ALLARD. How long does that take?

Mr. STEPHAN. Ma’am, it depends what jurisdiction we are talking
about, what the issue was, how quickly the scientists can come to
some kind of agreement, resolution. So again depending on the
exact scenario we are talking about—it could take hours, up to
weeks, to months depending on the exact threat vector or hazard.

Ms. ROYBAL-ALLARD. Okay.

Mr. Prick. Thank you. Mr. Farr.

EMERGENCY COMMUNICATIONS

Mr. FARR. Thank you, Mr. Chairman.

After 9/11, members of Congress just kind of ran out of this
building evacuating. We went all over the Hill. We had no way of
communicating because our cell phones did not work here in Wash-
ington. And right after that we finally got together, word of mouth
and through the Capitol Police, that we should all meet on the
Capitol steps. And from then on the question was, how do we stay
in contact?

So they gave us our Blackberries. And the Blackberries have a
cell phone in them so we can text message. Are these going to work
when there is next time another incident? Is all the cybersecurity
we have implemented? Are we sure as members of Congress when
we pick up our cell phones that they will work and we can talk and
follow the instructions that they send out every time there is an
incident around the Capitol?

Mr. GARCIA. Yes, sir. One of the bedrock programs of the Na-
tional Communications Service is to ensure that our federal leaders
and first responders and state leaders do have the ability to com-
municate.

Mr. FARR. Well, that is not the question.

Mr. GARCIA. And so we prioritize

Mr. FARR. Not the leadership having special phones and all that
stuff, it is the tools that each member of Congress has, will we be
able to communicate?

Mr. GARCIA. Sorry, I did not hear the question.

Mr. FARR. Will we, will members of this committee have the abil-
ity to communicate? We are not the Speaker and we are not the
President of the Senate, we are not officers of the house.

Mr. GARcIA. You should all have your GETS card, the Govern-
ment Emergency Telecommunications Service card, and you should
also have wireless priority service that enables your calls to be
prioritized over the congestion of all other calls.

Mr. FARR. So using these Blackberries, because that is what we
carry, and we have that little card giving us all these emergency
numbers, this, the question is will this work? Does not matter if
you have the right number if the instrument you are calling on
does not work.

Mr. GARcIA. Assuming that you have, that we have gotten you
to subscribe to the Wireless Priority Service, yes, it will.

Mr. FARR. So?

Mr. GARCIA. It is a very special code that you type into your
Blackberry that will provide you priority wireless service.
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Mr. FARR. Every member of Congress has a different provider,
service provider. I happen to have AT&T. What and——

Mr. GARCIA. It will work.

Mr. FARR [continuing]. There are others, Verizon and others.

Mr. GARCIA. It is interoperable.

Mr. FARR. Are those all going to operate?

Mr. GARCIA. That is correct. That is the bedrock of the National
Communications System’s Telecommunications Priority Service, is
to enable priority services across networks, across platforms for
those who need to have that ability to communicate.

Mr. JAMISON. It is also the issue, the challenge that we face with
next generation networks, because we have a variety of carriers as
well in that network, and that is why we need a next generation
network.

Mr. FARR. Is YouTube and my Facebook going to work?

Mr. GARCIA. That is an issue that, in terms of how you prioritize
internet traffic, is one of those both technological and policy chal-
lenges that we need to engage over the next several years as it per-
tains to national security.

Mr. FARR. The reason I ask is I had a workshop with the Naval
Post Graduate School Center for Post Conflict—no, for Homeland
Security who are all these incredibly smart first responders like
yourselves, I mean from different backgrounds and meeting with
our local law enforcement. And they told us that the most helpful
information law enforcement could get was off Facebook, particu-
larly in the Virginia incident when the shooting went on campus
because the authorities had no idea what the facts were but the
students on the ground in the classrooms and on the campus had
about a thousand different inputs, pointing out that even false in-
formation will get readily collected with enough comments, enough
sort of overlap. And it was fascinating because the whole discussion
then became how do you communicate in an emergency situation
when the first responders’ communication may not have all the
facts? And do you not need the support of civilians on the ground
and just people who are using YouTube and Facebook to put infor-
mation out there.

US—VISIT AIR EXIT PROGRAM

So that is why I asked that. And what I really wanted to get at
though was US-VISIT exit program we go from generic to specifics,
I mean we give a visa, we know when people come into this coun-
try and the whole thing but we never know when they leave. And
I just want to know if we are up in service, I mean if a foreign stu-
dent staying in my house studying in a local high school or local
community college which has a student visa to get in when they
go back home do you know where they are? Do you know when
they leave now?

Mr. JAMISON. Let me take that one. And I will caveat it by say-
ing we did not bring Bob Mockny, the Director of US-VISIT, to this
hearing because of the earlier hearing. But we are currently work-
ing to get the air EXIT program established very quickly. We are
in the late stages and hope to have the rule published

Mr. FARR. Is it all visas or just tourist visas?
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Mr. JAMISON. It is all visas. All visa waiver programs and all
visas will be a part of that program.

Mr. FARR. Well, visa waivers you do not have a visa.

Mr. JamIsON. Correct. You are correct. Sorry for the
miscommunication there. Yes, it will be all people that enter this
country that have their fingerprints collected on entry, all those re-
quired will have to have their fingerprints collected on exit.

Mr. FARR. When will that be operational? And how do you do it?
I mean is it an airline, you get on an airline, what if you come in
by airline and take a car to Mexico to Tijuana and take a plane
out of the Tijuana airport? So you have come in with an airline and
you leave it by just essentially driving or walking across the bor-
der, is that all coordinated?

Mr. JAMISON. No. That is in the budget request. We have what
we call a comprehensive land border exit proposal to start running
pilots in fiscal year 2009 to deal with the land border issue, which
is a much more complex situation of how we get that process mov-
ing. We hope to have the air exit rule—final rule—by the end of
the year and implemented and up and running next year.

Mr. FARR. Is anything working or is it all pilot stage?

Mr. JAMISON. I think we have a lot of success stories in US—
VISIT. The 10-print capture that we just rolled out, so now every
visa that is issued internationally in every embassy we are getting
a 10-print fingerprint collection on as well as 10-print fingerprint
collection in several airports in addition to all airports being cov-
ered by the 2-print fingerprints coming into the country, which
gives us a much greater capability to match against databases of
terrorists in Iraq and Afghanistan, and being able to pull prints off
of those areas. So we have made dramatic progress. We have to get
moving on air EXIT, but we are about to get that rule released,
and we will continue down the path.

CHEMICAL SECURITY REGULATIONS

Mr. PricE. Thank you. We are told that votes are approaching
here in not too many minutes.

I am going to ask you a question that I would like you to do the
best you can with in a 3- or 4-minute time frame. But understand
that you can supplement the answer for the record because our
time is limited and some of these things you might need to do some
checking on anyway. It has to do with the chemical facility regula-
tions.

CHEMICAL FACILITY REGULATIONS

As you know, the 2007 Appropriations Act established new chem-
ical facility security regulatory authority at DHS, provided $10 mil-
lion to start the program. In 2008 the committee provided $50 mil-
lion for chemical security. And the 2009 budget continues this
growth, requesting $63 million for the program. So along with this
funding growth you now have specific authority to, you have of
course additional regulatory authority and now to that has been
added the regulation of ammonium nitrate, the common fertilizer
component that can be used to manufacture explosives.

So, with final publication of the types and quantities of chemicals
subject to regulation DHS now has the task of establishing and
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maintaining an active field staff to review chemical facilities and
to evaluate the strength of their security plan. Can you give us an
indication of where you are in this program, what the status is,
what is your schedule for actual site visits at the nation’s chemical
facilities? How much of the chemical industry in the nation will
you be able to review with the $63 million budget requested for
2009? And then finally, with regard to this new ammonium nitrate
authority will you be able to integrate that into your regulatory re-
gime? this year? And what would you aim to do in this area next
year?

Mr. JAMISON. I am going to yield my four minutes quickly to Bob
Stephan since he can go into quick detail.

Mr. STEPHAN. So developing and implementing the Chemical Fa-
cility Antiterrorism Standards is kind of like building an airplane
while it is in flight. You are bringing the crew on board while it
is in flight, and while it is in flight someone is shooting at you.
Sometimes it is al-Qaeda, sometimes it is everybody else. So that
is kind of a very dynamic risk environment that is not stagnant.

The first year, 2007, and a little bit into 2008, here we spent de-
veloping, integrating, coordinating the interim final regulation,
pushing it out the door, and pushing an outreach education aware-
ness across the sectors of concern—not just the chemical sectors,
not understood by everybody, but also parts of the energy sector,
parts of the agricultural and food sectors, Health and Human Serv-
ices, as well as educational facilities that have chemical labs. So
this is much broader than chemical security from a conventional
standpoint.

Where we are now in terms of the implementing piece? This is
the year of program build, bringing on the IT systems that will ul-
timately serve us in terms of case management and across a popu-
lation of somewhere between 6,000 to 8,000 facilities that will end
up as a high-risk facility inside the CFATS framework, and bring-
ing on board the inspectors, loose, on-the-ground officials that have
a big role to play in terms of the plan development, the plan valida-
tion, the plan approval, and then the plan inspections in subse-
quent months and years.

In terms of the implementing piece, we concluded the first phase
of implementation of the regulation itself—the consequence assess-
ment or the Top Screen Phase—in January. The 22nd of January
of this year we received about 30,000 Top Screens, which are very
comprehensive consequence assessments based upon an analysis of
about 322 chemicals of interest. So about 30,000 facilities have
gone through that process in phase one.

We have an unknown number of outliers that we will begin to
get to over the next couple months, working through the EPA,
USDA, Health and Human Services, and the state Homeland Secu-
rity Advisors to help us figure out where those outliers might be,
those who have not yet completed the Top Screen assessment based
upon their requirement to do so because they hold a certain type
of chemical at a certain quantity.

As of last week, actually last Friday, I received a briefing from
my staff that represents the initial cut at tiering those 30,000 or
so facilities into four risk tiers, one being the highest risk, four
being the lowest risk. I am going to present them to Mr. Jamison
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this week, the results of what I call informally racking and stack-
ing. Our initial assumptions are pretty good. We are going to have
somewhere between 6,000 or 8,000 facilities inside those initial
four tiers. Again, that number may grow depending on the outliers
that we find.

The next phase in the process, once the Secretary has given his
approval on the individual cut lines or demarcation points between
the tiers, is to undergo a 90-day security vulnerability assessment
process, which is totally automated with the 6,000 to 8,000 facili-
ties that ended up as regulated facilities. We will then follow that
with a 120-day security plan development process, which pretty
much takes us into the late fall, the early winter.

While all of this is going on, on a faster track with available data
several months ago, I have been following a herd of about 50 indi-
vidual chemical facilities that, based upon known EPA offsite haz-
ardous release data, we have pretty much determined that there
will be X number of these 50 facilities that are going to actually
end up as tier one under CFATS. And I just released a letter last
week directing those 22 facilities now to begin the site vulnerability
assessment process in advance of the rest of what I call the herd.
So we have kind of a two-pronged approach—those facilities that
are known based upon existing data also helping us pilot that
whole site vulnerability assessment plan in the security plan devel-
opment process, pushing this forward.

I hope to then make 2009, which is the third year of the CFATS
authority, a year of heavy boots-on-the-ground inspection across all
tiers, but again focusing on those facilities that represent the great-
est risk first in that process. So I think this program is very well
stood up now. It is under way. I have to bring the people on board.
I have to bring all the complex IT suite of technologies together.
Coming together nicely. And we appreciate the Committee’s contin-
ued support of this effort because this requires sustained resources
over a long period of time, sir, in order for it to work.

Mr. PRrICE. Let me just ask you to furnish for the record, give us
whatever precision you can about the $63 million that you talked
about in the budget and what that will enable you to accomplish,
how that matches up with the timetable and the tasks you just out-
lined. And then an explicit account, if you will, of how the ammo-
nium nitrate regulation fits into this.

[The information follows:]

Question. What will IP do with the requested $63M and how the ammonium ni-
trate regulation fits in to this?

Answer. The $63 million was requested for implementation of the Chemical Facil-
ity Anti-Terrorism Standards (CFATS), to resource activities, equipment, or per-
sonnel essential to the accomplishment of full implementation of CFATS. Please see
the attached slide entitled FY09 Expenditure Plan for ISCD-CFATS Implementa-
tion for a detailed breakout of how IP plans to allocate the funds.

Regarding the new requirement in Section 563 of the 2008 Consolidated Appro-
priations Act, DHS is eager to work with the Congress to identify sufficient re-
sources to develop the ammonium nitrate security regulations. As an initial step,
and as directed in the Appropriations Act, DHS is finalizing a report that discusses
the Ammonium Nitrate (AN) supply chain and security issues surrounding AN in
commerce, how CFATS cover certain types of AN facilities, the requirements of Sec-

tion 563, options for fulfilling those requirements, and the associated cost estimates
related to each option.
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Mr. PricE.We will return to this if we can. But now I want to
turn to Mr. Rogers and ask you to furnish that for the record.

Mr. STEPHAN. We would be happy to do that.

Mr. PrICE. All right.

PROTECTIVE SECURITY ADVISORS

Mr. ROGERS. One of the difficulties we have had at the depart-
ment over these years has been coordinating what we do with what
states do. And delegating, if you will, a lot of the chores to the state
local level. And with that in mind, some time ago we created what
is called the Protective Security Advisors, PSA, people who are
from each state that assist state and local governments in securing
critical infrastructure and key resource locations. We do not have
those people in all states now. But in your budget request you are
asking $26.6 million, which is a $1.7 million increase over 2008, for
ten additional PSAs. Will that give a person in every state?

Mr. JAmISON. Well, and that is an important consideration for us
to get full state coverage. It is also an important consideration for
us to make sure that we have the penetration rates where we have
a high amount of critical infrastructure. I will let Bob go into more
detail on how he could pull in those individuals.

Mr. STEPHAN. We have 78 now. This would bring us up to 88,
which allows us to have a representative in every state. I think it
is absolutely critical. In fact, I think this is probably one of my
most successful programs, because these guys are my eyes and
ears. I am not a preexisting DHS component, for example like Cus-
toms and Border Protection, Secret Service, FEMA. I do not have
a field footprint without this cadre. By havmg these folks, as a
minimum one in every state, I have somebody that is focused on
the infrastructure pieces of the puzzle inside that jurisdiction on a
steady-state basis helping to bring plans, training, exercise to-
gether with DHS components and others.

When an incident happens, these people know the owners and
operators of the infrastructures, the FEMA regional director, local
police chief, fire chief, the mayor, so on and so forth. They bring
that incredible Rolodex and set of relationships to the fight. They
are my people that populate the now new National Response
Plan—keynote the National Response Framework rather—out in
the field at the local level where the incident happens.

So those are critical guys in terms of steady-state planning facili-
tation, of relationship building, gathering a common operating pic-
ture that all feeds into incident management when we need to do
that. They have been integral to the post-Katrina last two hurri-
cane seasons, the California wildfires, and lots of things that hap-
pened across the country on a day-to-day basis that may not make
it to the national level.

Mr. ROGERS. I would think, too, one of the chief benefits here
would be some degree of uniformity across the country. I know
some time some years ago we asked for a list from each state of
what they consider or somebody considered critical infrastructure.
And it ranged in one state from I think a popcorn stand to a nu-
clear power plant in another state. And those local officials consid-
ered both items of infrastructure. I would hope now with people in
all states that we would have a uniformity so that we could have
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some definition of what is critical infrastructure that is the same
in Maine and Texas, it has not been in the past, so that the criteria
can be the same. Do you see that coming?

Mr. STEPHAN. Sir, I do not think I will get to the point ever
where the states are all uniform. But in terms of understanding
the federal lexicon, what is the criteria sector by sector to be con-
sidered critical for energy facilities, chemical plants, dams, commu-
nications systems, so on and so forth, having my folks there going
through the criteria sector by sector with the Homeland Security
Advisor and the state administrative official for the grant pro-
gram—that is invaluable in helping them translate what the Fed-
eral Government actually meant to say into the realities the envi-
ronments and risk environments, the operating environments at
the state level. Having somebody focused on this, the Homeland Se-
curity Advisors can turn to what are known quantities, not mys-
terious voices on the end of the phone in Washington, D.C., but
k}lllOWIl personal relationships, a lot of trust and confidence built
there.

Mr. RoGERS. Well, I thank you and congratulate you for that.
And that is something I think we could not spend money more
wisely than to do that. Thank you.

Mr. PrICE. Mr. Rodriguez.

CYBER SECURITY CONTRACTING

Mr. RODRIGUEZ. Let me once again indicate in terms of what the
Ranking Member has talked about in terms of the communication
with the state and local. And I want to congratulate you on the ex-
ercise, or the international exercise that has been conducted, but
to also keep in mind not only the macro but also the micro and not
to lose track of that in terms of this because if we get an attack
it might be of a local community where it occurs where we also
need to be able to pick up on that.

Let me, the concern that I have, and I do not know to what de-
gree we might be doing this but I know that it is happening when
we have those contracts, and you know I am really concerned with
contracts, you know, on the war in Iraq in terms of almost running
the war, contracts that are going out in terms of responding to a
national disaster, and as we move as an agency in terms of con-
tracts that go out and where we might lose the intent of what the
Congress or what the Administration wanted to do because of the
contracts, you know, and how we come to grips with that. And so
when we did that international exercise, you know, was that done
through contracts?

Mr. GARCIA. The Cyber Storm exercise was managed from within
DHS and by government employees. But we did certainly use con-
tract support for a lot of the logistics and some of the planning. But
the most important thing to recognize is that the exercise itself was
exercised by the stakeholders, by real representatives from the
chemical sector, transportation, from the states, from federal agen-
cies, from private companies.

Mr. RODRIGUEZ. Yes, that is important, especially at this stage
in terms of learning from those experiences and learning from
those exercises that we have that capability of being able to pick
up on that.



42

The other concern that I would have would be in terms of as the
intent of something that, you know, an earmark, the intent of what
it is supposed to be as a contractor picks it up to make sure the
integrity is still there. Okay?

Mr. GARCIA. Absolutely, sir.

QUALIFIED AND SKILLED WORKFORCE

Mr. RODRIGUEZ. Okay. That to me is also important and essen-
tial. And I am still not convinced that we are, you know, we have
because I know the number of people that we were bringing in in
computer literacy and in the Ph.D. level from abroad prior to 9/11
and the fact that we are not doing that as much that we really
need to beef up on producing those Ph.D.’s and those highly quali-
fied people in computer, you know, for cyber security purposes. And
I do not know if we are doing enough in that area or not.

Mr. GARCIA. Sir, I am actually proud of what we have been able
to do so far in that area. DHS, in partnership with the National
Security Agency, sponsors a program called Centers for Academic
Excellence in Information Assurance, which essentially means
there are currently 86 colleges and universities across the country
that have been certified as centers of academic excellence for both
the curriculum in cyber security, computer security, computer
sciences, software assurance. They have developed strong curricula,
A, and B, they—as colleges and universities, as enterprises—are
actually practicing what they are teaching. They are taking the
steps to secure their own networks. Because as we know, the aca-
demic environment is one that is rife with all kinds of very smart
students trying all varieties of things.

The other issue that we are working on is something called the
Scholarship for Service Program, one that again we are very proud
of. This program provides one to two years of DHS funding for stu-
dents in the computer security field in colleges and universities in
return for the same amount of service in the Federal Government.
So if they get one year of funding for their college education they
serve one year in a federal agency working in cyber security.
Through our US—CERT just this year we have hired 14 at our lat-
est Scholarship for Service Fair. Earlier this year we had a very
large job fair, and the US-CERT hired 14 students who will be
graduating in May and June coming on-board the US-CERT.

RESPONDING TO CYBER ATTACKS

Mr. RODRIGUEZ. As we find the attacks that are occurring right
now how do we communicate at the present time with the Depart-
ment of Defense or SEI or anyone else?

Mr. GARCIA. We have a number of mechanisms for that. At the
operational level there is an interagency group called the National
Cyber Response Coordination Group, which is co-chaired by DHS,
the Department of Justice and Department of Defense. This is an
interagency group that shares information about ongoing threats
and vulnerabilities. The NCRCG played and participated in the
Cyber Storm exercise as an interagency group.

We have numerous other partnerships across the Federal Gov-
ernment, formal and informal, for information sharing. We are par-
ticularly close with the Defense Department’s Joint Task Force for
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Global Network Operations. We have developed a concept of oper-
ations for how we exchange information, what we do with that in-
formation between the DOD side and between the national critical
infrastructure side. So we have a number of those in place.

If we look at the National Cybersecurity Center—and there has
been some discussion of that—if you think that every organization
is focused on their mission, DHS is focused on their mission, DOD
is focused on its mission, FBI, etc., and they do reach out, we all
do reach out and we coordinate, but what the National
Cybersecurity Center will do, we will systematize that coordina-
tion, as the Under Secretary said. It will make it more comprehen-
sive, more systematized because, prior to that, there has not been
a single entity that has as its sole job the coordination of all of
those federal entities involved in cyber security.

Mr. RODRIGUEZ. Thank you.

Mr. PrICE. Thank you. Mr. Aderholt.

INFRASTRUCTURE VULNERABILITIES

Mr. ADERHOLT. Speaking in general terms and just I will open
this up to any on the panel here, as far as vulnerability and risk
we experience here in this nation, what are some of the areas that
we, I think that you believe we need to pay close security to? And
I know you want to speak in general terms on this. But, you know,
concerning terrorist attacks and such which areas do you see as the
most vulnerable and the areas that we are at most risk at?

Mr. JAMISON. I am going to defer to Bob Stephan, who has the
responsibility to coordinate across that infrastructure and to do
some assessments. I appreciate the caveat for the statement. It is
going to be very hard for us to go into any level of detail here.

Mr. STEPHAN. Sir, to answer that question in a lot of detail actu-
ally you have now in the committee safe a national-level critical in-
frastructure key risk, key resource assessment report. It is an an-
nual report now that is a requirement under HSPD-7 as well as
recent statutory requirements.

Inside that document we have a homeland risk assessment that
catalogs the 18 critical infrastructure sectors that we now have ac-
cording to risk and highlights those that represent the highest of
the high-risk categories. We spent a lot of time talking about the
various types, also attack vectors that are more prevalent or more
deadly across those particular sectors. So there is a report that you
now have access to and will have an update on an annual basis
where we will bring in the intelligence community, the law enforce-
ment community, and the sectors at the federal level, the state and
local level, and the private sector level to figure this out, conduct
this analysis. Then from the analysis identify what is more impor-
tant than the thing next to it and what are the strategies that we
should be using to kind of cut down the vulnerabilities, boost pro-
tection, boost cyber security, boost resiliency within that protective
sector or to try to eliminate the particular attack vectors to the sec-
tors of concern.

So I would be glad to also come over and offer a personalized
briefing of that to any member of the committee to walk you
through that national level risk report.

Mr. ADERHOLT. When was the last time that report was updated?
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Mr. STEPHAN. Sir, it was turned in to you, the first week in No-
vember of 2007. It will be updated again this year. The Sector An-
nual Reports that feed the national report are due to me on 1 July.
I have about three months to turn them around. I push them
through the Secretary of Homeland Security to the President’s
Homeland Security Advisor and Special Assistant for
Counterterrorism 1 September of each year. And then they go to
the Hill here the first week of November. It is an annual cycle now
where those things are refreshed.

And, of course, anything that emerges in the interim, a new piece
that we had not yet considered, a new tactic that we can——

Mr. ADERHOLT. Will be supplemental to that?

Mr. STEPHAN. Yes, sir. We will have an addendum and push it
in there as well.

Mr. ADERHOLT. Okay. Thank you very much.

Mr. PrIiCE. Mr. Farr.

US—VISIT EXIT PROGRAM

Mr. FARR. Just two questions. I know time is limited.

Mr. Jamison, how much money have we spent to ratchet up for
the VISIT Exit program?

Mr. JAamisON. I will have to get you the exact numbers for the
record.

[The information follows:]

Question. What are the exact amounts spent on the VISIT Exit program?

Answer. To date, US-VISIT has spent a total of approximately $156.7 million on
the planning, design, execution, deployment, evaluation and disposal of the air and
sea biometric exit pilots as well as the land border RFID entry-exit proof of concept.

US-VISIT spent $64.2 million on the land border RFID entry-exit proof of concept
and $92.5 million on the air/sea biometric exit pilots.

Mr. FARR. Ballfield what do you think it is?
Mr. JAMISON. We, I know in 2009
Mr. FARR. No, just what is the total all these years?

Mr. JAMISON. I do not have that number. I will have to get that
number for you.

Mr. FARR. Do we have any work, do you have any exit program
working now at any airport or any exit place?

Mr. JAMISON. No. We had an EXIT pilot a few years ago that
wrapped up. There is no current exit program.

Mr. FARR. Thank you.

I want to ask Mr. Stevens—which, which? I cannot see your
name tag.

Mr. STEPHAN. Stephan, sir.

Mr. FARR. Oh, Stephan. Excuse me, I am sorry. Because you
have done a lot of work for the Naval Post Graduate School out in
Monterrey, have you not?

Mr. STEPHAN. Yes, sir. I have been invited out there as a guest
ltflcturer and a panel participant and a friend of the family out
there.

Mr. FARr. Well, I just wondered whether you would come, be-
cause this whole thing on cybersecurity also has the ability of how
do you when an area is devastated how do you set up a command
post? And I know there are some companies that out of the work
that the Naval Post Graduate School did with the tsunami in de-
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veloping mobile command systems that could be backpack oper-
ated, seven days. Commanders can be essentially in the woods and
be in command. And I know they have done some work in Harold
Rogers’ district with the University of Arkansas I believe. I just
wondered if you have seen any of that?

Because one of the questions I have is that they have not yet put
it into an operational situation with the kind of operators of local
first responders. And I think that was what they were looking for
is to try to put this ability of technology and people in an oper-
ational sense. And I wondered whether you have seen any of that
or done any of it or you are working on that?

Mr. STEPHAN. Sir, I have not seen anything to do with that par-
ticular initiative. They have pushed us other things, for example,
integrating regional resiliency into the National Infrastructure Pro-
tection Plan framework and some ideas on how we make sure that
we are better engaging state and local government partners in the
infrastructure protection mission area. We have numerous efforts
under way on those fronts. But I am not familiar with this specific
initiative.

Mr. FARR. There is a company named Comms First that brought
it to my attention of what they have been able to develop. Has any-
body done any, worked in that field? Do you know what I am talk-
ing about? Essentially they have created the ability to do mobile
with all the kinds of battery operations and satellite communica-
tion where you can take equipment depending on how much, up to
a whole truckload, and create a command center in anywhere, just
a remote area. You have no connection to any hub, any electrical
grid or anything. They generate their own power, they use battery
power.

Mr. GARcIA. Right. And there are a number of vendors, commer-
cial offerings that have that capability that we deploy along with
FEMA at the site of any incident where communications, the com-
munications infrastructure, is brought down because of flooding or
some form of destruction. Then we need to bring in mobile commu-
nications capabilities.

Mr. FARr. Well, I think they are beyond that. And that is what
they are looking for is some ability to do some field testing in an
operational sense. And I would like to work with you on that.

Mr. GARCIA. Yes, sir. I will come back and talk about that.

Mr. FARR. I know that Mr. Rogers has some interest in it too.

CHEMICAL FACILITY SECURITY

Mr. PrICE. Thank you, Mr. Farr.

Well, the promised votes have arrived. And so we will prepare to
adjourn.

I want to ask you, Mr. Under Secretary, just to put a little finer
point on the questions I asked you to bring back answers to on the
chemical security matter. We did understand you to say that some-
thing like 6,000 to 8,000 plants would be likely to fall under regula-
tions given the process that you have undertaken. Mr. Stephan,
you gave that number I believe. Our understanding is that the
budget request of $63 million for 2009 was premised on a some-
what smaller number, around 500 to 5,500. That is the sort of de-
tail we are looking for if you can follow up on that.
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Mr. STEPHAN. The original premise was 5,000.
Mr. PrICE. Yes. So what is the effect then of a somewhat larger
number of that likely coming through this screening process.

AMMONIUM NITRATE

And then we are well aware that this ammonium nitrate regula-
tion represents an additional challenge to you. I would like to know
how many of these facilities you would figure would be targeted in
any case without the special responsibilities. But we do want to
know how you are adjusting to that, how that figures within the
budget you have requested.

And also where they were talking here about compatible regu-
latory regimes, there are some specific requirements that are part
of that provision.

So that is the sort of thing we would appreciate in a more de-
tailed reply.

Mr. PRICE. So with that I am going to thank all of you for being
here today and for some very useful testimony. And we will look
forward to working with you as our bill is written. And the hearing
is adjourned.
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QUESTIONS FOR THE RECORD SUBMITTED BY
* CHAIRMAN DAVID PRICE

_National ‘Pré‘tf ction nd ngmms Direstorate
“Fiscal Year 2009 Budget Request :

anagement

Question: Please list all NFPD (or precursor agency) political employees who received bonuses in 2007,
Include the position, office, and bonus amount.

ANSWER: Department of Homeland Security Political employees are not eligible for bonuses; therefore, no
National Protection and Programs Directorate political employees received a bonus in Fiseal Year 2007,

Question: Please list all NPPD (or precursor agency) SES bonuses provided in 2007 by position, office, and
bonus amount.

ANSWER: Please see the following table.

» Director, Parinership and Qutreach Division (Formerly: | 9.7 15,060

Director, Infrastructure Partnerships Division)

NPPD/OIP Director, Protective Security Coordination Division 1% § 13,000
{Formerly, Divector, Risk M Division)

NPPDACS&T Deputy Manager, National Communications System 8.0% 512,840

NPPD/CS&C Chief of Staff, Cyber Security & Communications 8.0% $12,360

NPPD/CS&C Special Assistant, Cyber and Telecommunications 5.0% §7,750

NPPR/VISIT Director, US, VISIT 6.5% $ 10,000

NPPD/RMA Director, Office of Risk Management and Analysis 2.0% 513,950

Question: Please list by office and pay grade level the number of NPPD {or precursor agency) non-SES
employees who received a bonus or quality step increase {gsi) in 2007, the total bonus/gsi expenditures for the
particular office and pay grade. and the total number of employees in the office and pay grade.

ANSWER: Please see the wables on the following pages.
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# OF AWARD
GRADE  RECIPIENTS AWARD TYPE OFFICE AMOUNT

06 1 INDIV CASH ous $ §81.00
09 2 INDIV CASH ous $ 2,649.00
12 9 INDIV CASH ous § 26,076.00

12 1 QSi AWARD ous § -
13 1" INDIV CASH ous § 20,445.00
14 14 INDIV CASH ous § 28,188.00
15 19 INDIV CASH Qus & 54,314.00
TOTAL OUS $ 133,551.00
14 1 INDIV CASH RMA $ 5,000.00
15 3 INDIV CASH RMA § 15,000.00
TOTAL RMA $ 20,000.00
o7 1 INDIV CASH P § 676.00
07 1 TIME OFF AWD. IP $ 18.00
03 1 INDIV CASH P § 750.00
03 1 TIME OFF AWD. IP $ 40.00
a9 3 INDIV CASH P § 4,367.00
11 3 INDIV CASH P § 5,304.00

12 2 QS| AWARD P $ -
12 4 TIME OFF AWD. IP § 138.00
12 27 INDIV CASH P § 64,612.00

13 1 QS| AWARD P $ -
13 3 TIME OFF AWD. IP § 120.00
13 21 INDIV CASH P $ §3,744.00
14 4 TIME OFF AWD. P $ 74.00

14 5 QS| AWARD P § -
14 122 INDIV CASH P $ 397,261.00

15 4 GISIAWARD P § -
15 8 TIME OFF AwWD. IP § 200.00
15 B3 INDIY CASH P $ 239,779.00
TOTAL IP $ 757.081,00
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# OF AWARD
GRADE RECIPIENTS AWARD TYPE OFFICE AMOUNT

04 1 INDIV CASH CEac $ 541.42
a7 1 PERF AWARD CS&C § 250.00

07 1 QS AWARD CSa&c $ -
07 1 TIME OFF AwD. CS&C § 40.00
07 2 INDIV CASH CS&cC $ 1,249 .41
o8 1 INDIV CASH CS&c § 1,60000
08 1 TIME OFF AWD. CS&C § 12.00
a9 4 INDV CASH CSac H 4,680.00
kR 3 INDIV CASH Ccsa&c § 5,380.00
12 1 PERF AWARD CS&C § 500.00

12 1 QS AWARD CS&C $ -
12 3 TIME OFF AWD. CS&C $ 73.00
12 " INDOB CASH CS5&C $ 21,865.00
13 i TIME OFF AWD. CS&C $ 12.00
13 23 INDIV CASH Ccsac § 52,652 64
14 1 PERF AWARD CS&C $ 500.00
14 1 TIME OFF AWD. CS&C $ 11.00

14 2 QS| AWARD CS&c § -
14 28 INDIV CASH CS&C 5 96,645.11
15 1 TIME OFF AWD. CS3&C § 16.00

15 3 QS AWARD CS&C § -
15 5 PERF AWARD  CS&C § 23,862.71
15 22 INDIY CASH CEBaC $ 83,653.92
TOTAL CS&C § 303.444.21
12 4 INDIY CASH Us Visit § 7.200.00
13 2 INDIV CASH US Visit $ £,300.00
14 20 INDIV CASH US Visit $ 59,000.00
15 1 PERF AWARD  US Visit § 3,500.00

15 4 QS AW ARD US Visit $ -
15 45 INDIY CASH US Visit $ 160,700.00
TOTAL US.VISIT _ § 236.700.00
TOTAL NPPD $ 1.450.776.21

Question: Please provide a table showing how much of the 2009 budget will be used for bonuses for NPPD
political employees, NPPD SES employees, and NPPD non-SES employees.

ANSWER: Department of Homeland Security political employees are not eligible for bonuses. The table that
follows details the estimated budget for bonuses and awards to be paid to Career Senior Executive Service
(SES) and non-SES employees in the Fiscal Year 2009 Request. FY 2009 bonuses and awards are captured in
Exhibit H of the Congressional Justification, under Object Class 11.5 “Other Personnel Compensation.”

Career/General Schedule (GS) bonus levels for each Program Project Activity (PPA) in FY 2009 are estimated
based on an average of 2 percent of salaries for non-SES and non-political employees within each PPA. The
bonus rate of 2 percent used in the budget estimates assumes a performance rating of “Achieved Expectations”
for all non-political and non-SES National Protection and Programs Directorate (NPPD) employees. Career
SES bonus levels are estimated based on an average of 10 percent of base salaries for all non-political SES
personnel within NPPD.
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FY 2009 Awards and Bonuses by PPA
$ thousands

Career/GS Total Bonuses

Component Career SES

Management and Administration

Directorate Administration

intergovernmental Programs (IGP}

Risk Management and Analysis (RMA)
Infrastructure Protection information Security (IPIS)
infrastructure Protection {IP)

Nationa! Cyber Security Division (NCSD})
National Communications System (NCS)
Office of Emergency Communications (OEC)
US-VISIT

o »»
[
£ER
oo
] o @ »fvin o

Question: Please provide for the record a table that shows all funds expended by NPPD (or precursor agency)
political employees for travel in 2007. Include name of individual traveling, purpose of travel, location(s)
visited, and total cost.

ANSWER: Please see the following table.

Name Purpose of travel Location Visited Cost (3)
Brown, Julie Puerto Penasco Mexico;
Accompanying A/s Anne Petera Oklahoma City, OK $ 1,011,053
Total | § 1,011.05
Burns, Patrick SERRI at Oak Ridge Ok Ridge, TN $ 29.25
1P Offsite Shepherdstown, WV 3 291.20
1&A Fusion Center Program/Private Sector
Information Sharing Meetings Springfield & Chicago, IL 3 560,90
EEI Strategic Issues Roundtable with DASIP
Dinanno Miami, FL $ 706.30
Chemical Security Field Hearing Newark, NJ 3 222.00
CHEMICAL SECURITY FIELD HEARING Shepherdstown, WV $ 33045
Homeland Security forum at Stanford University | Palo Alto, CA $  1,169.08
Si Bombing Prevention TR Wire Event Philadelphia, PA $ 400.46
IED Awareness Event - bomb prevention Los Angeles, California s 691.00
R Total | §  4,400.61
Carroll, Jason ATTENDING THE FY07 HSGP AFTER
ACTION CONFERENCE, Minneapolis, MN $§ 1,267.60
Total | §  1,267.60
Garcia, Gregory Assistant Secretary Garcia will travel to London,
England with Deputy Secretary Jackson as part
of'the U.S. delegation at the US UK Joint
Contract Group London, UK $  2,573.88
Assistant Secretary Garcia will accompany the
Deputy Secretary for Preparedness in his
meetings with NORTHCOM and STRATCOM
for discussions regarding National Command Colorado Springs, CO;
and Coordination Capability (NCCC). Omaha, NE $  1,324.63
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Assistant Secretary Garcia will participate as a
Keynote Speaker both at the Executive Security
Action Form and t the Town Hal, RSA
conference 2007. This trip will alse provide an
opportunity for Mr. Garcia for a tour and
briefing at Revising corporate Headquarters
(Mountain View, CA} a site visit to Cisco
Systems (San Jose, CA) participation at the IT-
ISAC Annual Member Meeting; participation in
a roundtable discussion at the ITAA Information
Security Meeting; speaking at the Cyber Security
Industry Alliance (CSIA) meeting; and
participation in additional "outreach” meetings
with industry,

San Francisco, CA

$

2,909.07

On behalf of the National Security Agency's
Information Assurance Directorate and the
Defense Information Systems Agency, Assistant
Secretary has been invited to be a speaker and a
participant at the 11th Annual Information
Assurance Workshop (IAWS) in Orlando,
Florida.

Orlando, FL

514.13

Attend and present a keynote address about Long
Term Strategies for Protecting the Nation
Critical Cyber Security Infrastructure at the Tech
Policy Summit Silicon Valiey

San Jose, CA

871.98

Assistant Secretary will attend the Cyber Crime
in America: A Law Enforcement Perspective
briefing to include Secretary Chertoff, Director
USSS Mark Sullivan and Alabama State
Governor Bob Riley.

Hoover, AL

343.39

To attend and to present as a Keynote Speaker at
the FS-ISAC (Financial Services Information
Sharing and Analysis Center) Security
Conference and Member Meeting.

St. Petersburg, FL

51537

Wil be part of the Pinnacle 07 Exercise at Mt,
Weather,

Mit. Weather, VA

247.28

To participate as a guest speaker and fead an
interactive discussion at the Financial Fortress
Leadership Group {FFLG) Fifth Anniversary
Meeting.

New York, NY

75347

June 85,2007 travel to Boston, MA to attend The
Colloquium for Information Systems Security
Educafion as a keynote Speaker and will present
awards at the dinner/ceremony for National
Centers of Excellence in Information Assurance
Education and CNSS A Curriculum
Certification. June 6, 2007 traveling to Albany
NY to attend the 10th Anniversary NYS Cyber
Security Conference as a Keynote Speaker. June
7,2007 Attend the North Carolina Technology
Association, Five Pillars of Executive
Leadership in Non-Secure World conference and
will serve on a panel to discuss perspectives on
cyber security.

Boston, MA; Albany, NY;
Raleigh, NC

$

1,391.36

Assistant Secretary Garcia has convened an
offsite meeting for the CS&C Leadership/Senior
Staff.

Solomons, MD

$

203.02
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Speaker and participator to the VIP at the
Emergency Support Function, Communications
Training Conference, Keynote address at the
2007 GFIRST Conference, Keynote address to

NEW ORLEANS, LA

the trustworthy computing and engineering ORLANDO, FL
1l forum, Microsoft Campus. SEATTLE, WA $ 257738
To participate as a keynote speaker at the
Chicago First Regional Exercise. Chicago, 1L $ 612.15
Information mesting local travel $ 21.79
Information meeting local travel 3 72.24
Information meeting local travel $ 142.88
Information meeting local travel $ 164.17
Information meeting local travel $ 121.10
Information meeting local travel $ 206.86
Information meeting local travel $ 63.50
Information meeting local travel $ 71.26
Information meetin, local travel $ 240.46
Information meeting local travel $ 115.56
DHS LEADERS RETREAT EMMITSBURG, MD $ 173.50
VISIT THE AT&T GLOBAL NETWORK
OPERATIONS CENTER AND NATIONAL
SECURITY AND EMERGENCY
PREPAREDNESS. BEDMINISTER, NJ $ 34835
TO PRESENT A KEYNOTE SPEECH AT THE
GOLDMAN SACHS TECHNOLOGY RISK NEW JERSEY $ 30853
Total | § 16,887.33
McDonald, Melissa TO ATTEND THE ORGANIZATION OF
AMERICAN STATES (OAS) INTER-
AMERICAN COMMITTEE AGAINST
TERRORISM'S (CICTE) EXPERTS MEETING
TO DISCUSS CRITICAL INFRASTRUCTURE
PROTECTION ISSUES & SET THE AGENDA
FOR ANNUAL MEETING TAKING PLACE
IN PANAMA IN FEB. Panama City, Panama $ 200200
PARTICIPATE IN THE JOINT CONTACT
GROUP (JCG) SENIOR OFFICIALS
MEETING IN LONDON AND
PARTICIPATION IN THE G-8 LYON-ROMA
ANTI-CRIME AND TERRORISM GROUP London England; Moscow,
WORKING GROUP Russia $ 564132
iP OFFSITE Shepherdstown, WV $ 291.20
Meeting and Parking Loca] Travel $ 61.50
WORK IN THE G8 LYON-ROMA ANTH
CRIME AND TERRORISM GROUP EXPERT
LEVEL WORKING GROUP Berlin, Germany $§ 241128
TO ATTEND THE ORGANIZATION OF
AMERICAN STATES (OAS) INTER-
AMERICAN COMMITTEE AGAINST
TERRORISM'S (CICTE) EXPERTS MEETING
TO DISCUSS CRITICAL INFRASTRUCTURE
PROTECTION ISSUES Panama City, Panama 3 162820
Meeting and Parking Local Travel $ 54.00
Meeting and Parking Local Travel $ 44.00
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TO PARTICIPATE IN THE G-8 LYON-ROMA
ANTI-CRIME AND TERRORISM GROUP
(LR/ACT) EXPERT LEVEL WORKING

GROUP. Berlin, Germany $ 262483

Meeting and Parking Washington, DC 5 669.79

Meeting and Parking Local Travel $ 104,00

OIP OFFSITE Shepherdstown, WV $ 323.92

OIP OFFSITE hepherdstown, WV $ 330,45

Meeting and Parking Local Travel $ 88.82

Meeting and Parking Local Trave} 8 73.00

PARTICIPATION IN THE TRI-LATERAL

EMERGENCY MANAGEMENT

COORDINATING COUNCIL, Ottawa, Canada $ L1741

Meeting and Parking Local Travel 8 136.50

Total | §  17,659.02

O'Brien, Devin MEETING WITH THE FEMA JFO AND BZPP

BRIEFING. New Oricans, LA $  1,170.79

IP OFFSITE Shepherdstown, WV $ 291.20

SUPPORTING DINANNO AT A PUBLIC IED

AWARENESS EVENT Nashville, TN $ 624.30

ASSISTING THE A/S AS HE IS SPEAKING

AT THE COUNCIL OF FOREIGN

RELATIONS New York, NY $ 584.00

ASSISTING A/S STEPHAN AS HE SPEAKS

AT NPRA SECURITY CONFERENCE Houston, TX $ 121151

ASSISTING A/S STEPHAN AS HE

DELIVERS A GRADUATION SPEECH FOR

THE CHEMICAL INSPECTORS Louisville, KY $ 989.30

OIP OFFSITE Shepherdstown, WV 3 248.00

OIP LEADERSHIP OFFSITE hepherdstown, WV 3 380.10

Total | §  5.499.20

Stephan, Robert MEET WITH THE DIRECTOR AND STAFF

OF THE CALIFORNIA OFFICE OF

HOMELAND SECURITY TO DISCUSS THE

FY2006 BUFFER ZONE PROTECTION

PROGRAM. Sacramento, CA $ 797.78

SPEAKING TO THE ISAC CONGRESS ON

NIPP. St. Petersburg, FL 3 649.61

MEETING WITH THE DIRECTOR OF

SECURITY FOR SEARS TOWER AND

SPEAKING AT THE STRATEGIC

PARTNERS MEETING. St. Petersburg, FL 3 294,85

Meeting Emmitsburg, MD $ 195.64

JFO KICKOFF ON THURSDAY EVENING,

MEETING WITH GIL JAMISON ON FRIDAY

MORNING BZPP BRIEFING TO

HOMELAND SECURITY ADVISOR

FOLLOWED BY A VISIT TO AIR

PRODUCTS BZPP SITE. (ORIGINAL TRIP

TO TX WAS CANCELLED DUE TO TX-HSA

NOT ABLE TO ATTEND). New Orleans, LA $ 954.54

INDIAN POINT EXERCISE, MEET W/ NY-

HSA TO BRIEF BZPP AND MEET WITH

CONGRESSWOMAN SUE KELLY. Westct . NY $ 1,02360
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SPEAKING AT COMMERCIAL FACILITIES
SECTOR COORDINATING COUNCIL CIPAC

MEETING New York, NY $ 222.61

1P OFFSITE Shepherdstown, WV 3 291.20

SPEAKING AT THE COUNCIL OF FOREIGN

RELATIONS New York, NY $ 593.25

TO ATTEND THE ORGANIZATION OF

AMERICAN STATES (OAS) INTER-

AMERICAN COMMITTEE AGAINST

TERRORISM'S (CICTE) EXPERTS MEET{NG

TO DISCUSS CRITICAL INFRASTRUCTURE

PROTECTION ISSUES Panama City, Panama $ 198520

ASSISTING THE A/S AS HE IS SPEAKING

AT THE COUNCIL OF FOREIGN

RELATIONS New York, NY $ 647.00

SPEAKER AT NPRA SECURITY

CONFERENCE Houston, TX $  1,499.80

SPEAKER AT NEBRASKA CI CONFERENCE | Grand Island, NE 3 779.79

SPEECH FOR THE CHEMICAL

INSPECTORS GRADUATION Louisville, KY $ 824.80

KEYNOTE SPEAKER AT ANNUAL RISK

SYMPOSIUM AND VISITING LOS ALAMOS | Santa Fe, NM 3 657.10

SPEAKING AT DEFENSE INDUSTRIAL

BASE CRITICAL INFRASTRUCTURE

PROTECTION CONFERENCE Miami, FL $ 656.30

TOUR & MEET W/ OWNER/OPERATORS

AT KUEHNE CHEMICAL COMPANY AND

INFINEUM USA LP INNEWARK, NEW

JERSEY Newark, NJ $ 361.00

VISIT THE LA POLICE DEPARTMENT

ARCHANGEL PROGRAM California $  1,136.50

Meeting and Parking Local Travel $ 72.75

TO SPEAK AT THE NATIONAL NUCLEAR

CONFERENCE AND TO PARTICIPATE IN A

COMMUNICATIONS SECTOR SCC

MEETING AND HURRICANE SEASON San Antonio, TX and New

PRIVATE SECTOR EXERCISE. Orleans, LA $ 1,484.50

KEYNOTE LUNCHEON SPEAKER FOR THE

HOMELAND SECURITY ADVISORY Harrisburg, PA $ 162.98

COLONIAL PIPELINE VISIT, Atlanta, GA $ 131281

IED PREPAREDNESS MEDIA EVENT Raleigh, NC $ 337.81

Trip Vancouver, Canada $ 820.22

Meeting and Parking Local Travel $ 5431

Meeting and Parking Local Travel 3 9.38

ADDRESSING THE FORUM ON

HOMELAND SECURITY AT STANFORD

UNIVERSITY ON AUGUST 23-24, 2007. Palo Alio, CA $ 1,169.05

KEYNOTE SPEAKER AT THE UTAH STATE

CIP CONFERENCE Salt Lake City, Utah $ 889.80

Trip Chicago, IL $ 714.80

KEYNOTE SPEAKER AT THE CHLORINE

INSTITUTE 07 FALL MEETING, Nashville, TN 3 637.30

Total | § 21,236.28

Hardie, Sharon Conference Attendance MD $ 114.00

Office of Grants & Training Chicago

Stakeholders Meeti CHICAGO, 1L 3 709.60
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International Emergency Managers Conference ORLANDO, FL. $ 1,115.60
Crash and Bang Training Course RICHMOND, VA $ 754.64
Buffalo UASI meeting BUFFALQ, NY $ 882,69
To speak at the Kiski School for Career Day. PITTSBURGH, PA $ 320.69
Total | § 3,897.22
Jamison, Robert D Meeting and parking lacal $ 16.52
Meeting and parking local $ 49.15
Meeting and parking local $ 2037
Meeting and parking Tocal $ 12.14
Meeting and parking focal $ 39.64
Total | $ 137.82
Nichols, Frederic WORLD ECONOMIC FORUM LONDON, ENGLAND $ 237762
1P OFFSITE SHEPHERDSTOWN, WV $ 317.55
Meeting and parking tocal $ 68.55
Meeting and parking local $ 32.10
Level [l pre-command antiterrorismy/force
protection (AT/FP) training FORT WALTON BEACH,FL | § 1,528.44
To attend the SPP Trilateral Meeting in Ottawa,
Canada. Ottawa, Canada. S 2,356.09
Risk Symposium 2007 SANTA FE, NM $ 784.45
An exchange on Critical Infrastructure, SAT
priorities and reforms taking place in Canadian
Preparedness activities. OTTAWA, CAN $ 142345
International Risk Redi Meeting MANHATTAN, NY 3 554.69
Waorld Economic Forum DAVOS, SUI $  1,892.99
Total | § 11,335.93
Foresman, George SPEAKER AT THE NATIONAL HOMELAND
DEFENSE FOUNDATION - 4TH ANNUAL
HOMELAND DEFENSE SYMPOSIUM COLORADQ SPRINGS, CO 3 713.22
FOR PORT MEETING AND PRESS
CONFERENCE LOS ANGELES, CA 3 713.34
Audit of Travel - OTHER
Special case travel $ 880.33
Total | §  2,306.89
Killian, Adam NATIONAL HOMELAND DEFENSE
FOUNDATION - 4TH ANNUAL HOMELAND
DEFENSE SYMPOSIUM COLORADO SPRINGS, CO 3 764.50
Audit of Travel - OTHER
travel 3 512.20
National Conference of State Legislatures SAN ANTONIQ, TX 3 55.50
2007 Leaders In Technology Conference LAS VEGAS, NV $ 831.26
Traveling with U/S Foresman for the World
Economic Forum DAVOS, SUI $  2,12429
Southern Municipal Conference attending with
us JACKSON, MS $ 943.13
Total | $§ 523088
Petera, Anne TO SPEAK TO THE BORDER PATROL
AGENTS WHO WILL BE TRAINED ON EL PASO TEXAS TUCSON,
SBLNET ARIZONA $ 985.87
TO SPEAK AT THE HOMELAND SECURITY
ADVISOR'S COUNCIL MEETING NEW YORK, NEW YORK $ 611.09
Meeting and Parking Local $ . 7.32
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TO MEET WITH THE GOVERNOR AND
THE NORTH CAROLINA EMERGENCY

RALEIGH, NORTH

MANAGERS CAROLINA $ 342,56
TO ATTEND THE US CONFERENCE OF
MAYORS ANNUAL MEETING IN LA AND
THE NATIONAL SHERIFFS ASSOCIATION LOS ANGELES, CA SALT
CONFERENCE IS SALT LAKE CITY LAKE CITY, UT $ 199127
TO SPEAK AT THE NATIONAL
HOMELAND SECURITY CONSORTIUM
MEETING. SEATTLE, WA $  1,150.38
TO SEEK AT THE AIEL HOMELAND
SECURITY SUBCOMMITTEE YUMA, AZ $ 403.77
TRAVELING THERE WITH SL FLYING
BACK US AIRWAYS NEW ORLEANS, LA $ 350.90
NCSL BOSTON, MA $ 255.65
ATTENDING THE FY07 HSGP AFTER MINNEAPOLIS, MN AND
ACTION CONFERENCE. BOSTON, MA $  1,756.43
Meet with the 25 major sheriffs MACKINAC ISLAND, MI $ 751.35
information meeting local 3 89.65
attending Border Gov. Conference in Mexico OKLAHOMA CITY, OK and
then flying to Oklahoma City to speak at NEMA | PUERTO PENASCO,
Conference MEXICO $  1,76938
RENOQ, NV and CHICAGO,
meeting with NV HSA and the Governor 1L $  1,14883
speaking at SGA BILOXI, MS $  2,206.64
Total | 3 13,821.09
Tysarczyk, Eric MEETING WITH PA AND PHILADELPHIA
HOMELAND SECURITY OFFICIALS PHILADELPHIA, PA $ 300.00
NATIONAL HOMELAND SECURITY
CONSORTIUM MEETING, SEATTLE, WA $  1,153.87
American Legislative Exchange Council meeting
in Philadelphia PHILADELPHIA, PA 3 149.00
Total | § 160287
TO ATTEND AND GIVE REMARKS AT THE
HSAC STATE AND LOCAL COMMITTEE
MEETING BOSTON, MA $ 591.99
ATTEND THE INTERNATIONAL
ASSOCIATION OF CHIEFS OF POLICE
CONFERENCE BOSTON, MA 3 780.91
ATTEND THE INTERNATIONAL
ASSQCIATION OF CHIEFS OF POLICE
CONFERENCE BOSTON, MA $ 205177
TO ATTEND THE HSAC MEETING NEW YORK, NEW YORK $ 602.67
TO ATTEND THE US CONFERENCE OF
MAYORS ANNUAL MEETING LOS ANGELES, CA 3 2,287.06
TO ATTEND THE NCSL CONFERENCE
AND TO PROVIDE ADVANCE SUPPORT
FOR S8-1'S§ TRAVEL TO VARIOUS EVENTS
ON 8/8 BOSTON, MA 3 1,10121
Cash, Edward Total | §  7.415.61
McAlpin, Luke TO ATTEND THE MISSISSIPPI/ALABAMA
HURRICANE CONFERENCE BILOXI, MISSISSIPP] $ 954.12
Southern Governor's Association BILOX1, MS $ 157373
Total | § 252785
Total | § 99,63
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Question: Please list the number, by office and pay grade level, of all NPPD (or precursor agency) employees

hired non-competitively in fiscal years 2002, 2003, 2004, 2005, 2006, and 2007.

ANSWER: Information for the 20022003 timeframe is not available. Data for the 2004-2007 period is

presented in the following table.

NPPD FY04 Non-Competitive Actions

NPPD Oy GS Pay Plan Grade Count
Office of Under Secretary for IAIP GS 14 1
Office of Under Secretary for IAIP GS 15 i
Office of the Chief of Staff GS 13 1
Office of the Chief of Staff GS 14 1
Headgquarters Business Office GS 13 1
Headquarters Business Office GS 15 1
Office of the Assist Sec for Information Analysis GS 14 1
Office of the Assist Sec for Information Analysis GS 15 1
Office of the Assist Sec for Information Analysis GS 11 1
Office of the Assist Sec for Information Analysis GS 11 1
Office of the Assist Sec for Information Analysis GS 13 1
Office of the Assist Sec for Information Analysis GS 14 1
Office of the Assist Sec for Information Analysis GS 14 i
Office of the Assist Sec for Information Analysis GS 15 1
Office of the Assist Sec for Information Analysis/ IA-Liaison GS 9 i
Homeland Security Operations Center GS 9 i
Homeland Security Operations Center GS 9 1
Homeland Security Operations Center GS 14 1
Homeland Security Operations Center GS 15 1
Office of Assist Sec of Infrastructure Protection GS 15 1
Office of Assist Sec of Infrastructure Protection/ Protective Security Division GS 14 1
Office of Assist Sec of Infrastructure Protection/Infrastructure Coordination Division GS 13 1
Office of Assist Sec of Infrastructure Protection/Infrastructure Coordination Division GS 14 1
Office of Assist Sec of Infrastructure Protection/Infrastructure Coordination Division GS 14 i
Office of Assist Sec of Infrastructure Protection/Infrastructure Coordination Division GS 15 1
National Communications Systems GS 9 i

NPPD FY05 Non-Competitive Actions

NPPD Organization GS Pay Plan Grade Count
Office of Chief of Staff GS 15 i
Headquarters Business Office GS 13 1
Headquarters Business Office GS 13 2
Headquarters Business Office Gs 15 2
Office of the Assist Sec for Information Analysis GS 14 1
Office of the Assist Sec for information Analysis/IA-Liaison GS 14 1
Homeland Security Operations Center GS 12 1
Office of the Assist Sec for Infrastructure Protection GS 2 1
Office of the Assist Sec for Infrastructure Protection GS 13 2




58

Office of the Assist Sec for Infrastructure Protection/Protective Security Division GS 14 1
Office of the Assist Sec for Infrastructure Protection/Protective Security Field Operations GS 14 1
Office of the Assist Sec for Infrastructure Protection/ Infrastructure Coordination Division GS 12 1
Office of the Assist Sec for Infrastructure Protection/ Infrastructure Coordination Division GS 12 1
Office of the Assist Sec for Infrastructure Protection/ Infrastructure Coordination Division GS 14 1
Office of the Assist Sec for Infrastructure Protection/ Infrastructure Coordination Division GS 14 1
Office of the Assist Sec for Infrastructure Protection/ Infrastructure Coordination Division GS 15 i
Office of the Assist Sec for Infrastructure Protection/ Infrastructure Coordination Division GS s 1
National Communications Systems GS 13 1
National Cyber Security Division GS 15 1
NPPD FY06 Non-Competitive Actions
NPPD Organization GS Pay Plan Grade Count
State & Local Gov't Coord GS 9 I
State & Local Gov't Coord GS 13 1
Chief Medical Officer GS 9 1
Grants & Training/ Center for Domestic Prep GS 1t 1
Radiology Emergency Prep/ Reg 10 Technical Sve Team GS 7 1
Radiology Emergency Prep/ Reg 10 Technical Sve Team GS 12 1
Radiology Emergency Prep/ Reg 10 Technical Svc Team GS 13 1
Radiology Emergency Prep/ Reg 10 Technical Sve Team GS 15 1
Radiology Emergency Prep/ Reg 10 Technical Svc Team GS 9 1
{P/Protective Security Div/Vulnerability Identification Gs 15 1
IP/Protective Security Div/Protective Measures GS 14 1
IP/Protective Security Div/Protective Measures GS 14 1
1P/Protective Security Div/ Field Ops GS 4 1
IP/Protective Security Div/ Field Ops GS 14 2
Radiology Emergency Preparedness GS 6 1
Radiology Emergency Preparedness GS 7 5
Radiology Emergency Preparedness GS 7 i
Radiology Emergency Preparedness GS 12 1
Radiology Emergency Preparedness ES 0 1
Radiology Emergency Preparedness GS 9 1
Radiology Emergency Preparedness GS 9 i
Radiology Emergency Preparedness GS 11 1
Radiology Emergency Preparedness GS 2 1
Radiology Emergency Preparedness GS 12 1
Radiology Emergency Preparedness GS 14 1
1P/ Protective Security Division GS 7 1
IP/ Protective Security Division GS 7 4
P/ Protective Security Division GS 8 1
TP/ Protective Security Division GS 13 1
P/ Protective Security Division GS 13 1
1P/ Protective Security Division GS 13 s
IP/ Protective Security Division GS 13 2
1P/ Protective Security Division GS 13 8
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P/ Protective Security Division GS 15 I
1P/ Protective Security Division/Ofc of Policy & National Planning GS 11 3
IP/ Protective Security Division/Ofc of Policy & National Planning GS 13 1
1P/ Protective Security Division/Ofc of Policy & National Planning GS 14 1
1P/ Infrastructure Coordination Div GS 9 1
1P/ Infrastructure Coordination Div GS 13 1
1P/ Infrastructure Coordination Div GS 14 1
Fire Administration/ National Fire Academy ES 0 1
Fire Administration/ National Fire Academy GS 8 1
Fire Administration/ National Fire Academy GS 9 2
Fire Administration/ National Fire Academy GS 12 1
Fire Administration/ National Fire Academy GS 12 1
Fire Administration/ National Fire Academy GS 12 i
Fire Administration/ National Fire Academy GS 12 1
Fire Administration/ Nationai Fire Academy GS 13 1
Fire Administration/ National Fire Academy GS 14 i
Fire Administration/ National Fire Academy GS 15 i
Fire Administeation/ National Fire Data Center GS 8 1
Fire Administration/ National Fire Data Center GS 12 1
Fire Administration/ National Fire Data Center GS 13 1
Fire Administration/ National Fire Data Center GS 13 5
Fire Administration/ National Fire Data Center GS 13 i
Fire Administration/ National Fire Data Center GS 13 1
Fire Administration/ National Fire Data Center GS 15 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 5 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 7 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 8 1
Fire Administration/ NETC Mgmt Ops & Supply Svc Br GS 8 i
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 9 1
Fire Administration/ NETC Mpmt Ops & Supply Sve Br GS 11 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS i1 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 11 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 11 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br Gs 12 i
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 12 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 13 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 14 1
Fire Administration/ NETC Mgmt Ops & Supply Sve Br GS 14 t
Fire Administration/ NETC Mgmt Ops & Supply Svc Br GS i5 1
National Communications System/ NCC/Operations Team GS 5 1
National Communications System/ Customer Sve Div GS 11 I
NPPD FY07 Non-Competitive Actions
NPPD Or GS Pay Plan Grade Count
Exec Sec Branch GS i3 1
Human Capital Branch GS 12 1-
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Grants & Training Chief of Staff GS 15 1
Grants & Training/Ofc for Policy, Initiatives & Analysis GS 14 1
Grants & Training/Ofc for Policy, Initiatives & Analysis GS 14 1
Grants& Training/ Ofc of Community Prep GS 11 1
Grants & Training/Center for Domestic Prep GS 7 1
Grants & Training/Center for Domestic Prep GS 7 1
Grants & Training/Oft for Policy, Initiatives & Analysis GS 13 1
Grants & Training/Ofc for Policy, Initiatives & Analysis GS 14 1
Radiology Emergency Preparedness/ Nuclear & Chemical Hazards Branch GS 7 1
IP/Protective Security Division GS 14 i
IP/Protective Security Division/ Physical Targets Br GS 14 I
{P/Protective Security Division/Risk Analysis Br GS 7 1
IP/Protective Security Division/Field Operations-Non HQ GS 13 1
IP/Protective Security Division/Field Operations-Non HQ GS 14 1
IP/Protective Security Division/Fietd Operations-Non HQ GS 14 1
1P/Protective Security Division/Field Operations-Non HQ GS 14 1
{P/Protective Security Division/Field Operations-Non HQ GS 14 1
Fire Administration/National Fire Program Branch GS 13 i
Fire Administration/ National Fire Program Br/Response Section GS 13 1
Fire Administration/ National Fire Data Center GS 8 1
Fire Administration/ NETC/Mgmt Ops & Supply Sve Br GS 6 1
National Communication System/ Industry Ops Team GS i2 1
Office of Emergency Communications GS 14 1
Office of Emergency Communications GS i3 1
Contracts .

Please provide for the record a list of sole source contracts executed by NPPD (or precursor agency) in 2007.
Organize by contractor, purpose, dollar award, full performance value, contract start date, contract end date, and
reason for sole-source.

ANSWER: Please see the following table.

Contrdetor/Vend P Dollar | oo Start D d D: ‘Reason for
Con ‘or endoy Purpaose Award er ‘t;;;::nce tart Date | End Date ‘Sale Sonrce
BERING STRAITS EZ;‘: 2?:;2 Authorized b
INFORMATION Comxfunimons $1,099,995 §1.099.995 | 107112007 | 9302008 | co R Y
TECHNOLOGY, LLC " ;
Consulting Services
Support to NPPD CIO Authorized b;
COGENT SOLUTIONS | Security Operations $398,120 $1,339,958 | 9/28/2007 | 7/27/2008 | Sunorized by
Center Statute-8(a)
Increment 2a PKD
ACCENTURE LLP validation services 1,498,470 $1,498,470 | 3/29/2007 | 1271422007 | FOlow-on
and maintenance contract
support
Simplified
Acquisition
KNOLL, INC Systems Furniture 857,153 $57,153 | 5/3/2007 /2/2007 Procedures
Norn-
Competitive
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Simplified
ORACLE Resource Acquisition
MYTHICS, INC. Practical Director $177,420 $177,420 | 12/1/2006 3/30/2007 | Procedures
Software Non-
Competitive
ORACLE
MAINTENANCE " " -
MYTHICS, INC. LICENSES AND $1,035,509 $1,035,509 | 6/1/2007 5/31/2008 | Standardization
SUPPORT
Simplified
TM/OTM Billing Acquisition
NEXTIRAONE Enhanced 250 RU's $7,298 $7.,298 | 11/30/2006 | 1/2/2007 Procedures
FEDERAL, LLC A
expansion Software Non-
Competitive
Automated Critical
SYSTEMS RESEARCH Asset Management N P Only One
AND APPLICATIONS System Devel " $1,499,053 $1,499,053 | 5/9/2007 11/6/2007 Source — Other
CORPORATION ystem Levelopment
and Support
FEMA 155 course to P
be presented at /S\xmplAztA'xe'd
BiannualProtective cquisition
URS GROUP INC . Ny $19,982 $19.982 | 11/6/2007 11/9/2007 Procedures
Security Advisor Non-
Meeting during 6-9 Competitive
Noy 2007, P
CORPORATE : .
SYSTEMS RESOURCES | Gapture Suite One- $30,622 $30,622 10/22/2007 | Authorized by
INC Time License Statute
Simplified
. Acquisition
GEORGE MASON NIPP Metrics 5
UNIVERSITY Progeam Support $136,769 $136,769 | 1/1/2007 12/31/2007 ;r::f:aures
Competitive
- . Finalization of , Only One
ARETE ASSOCIATES Protest. $62,039 $62,039 /A N/A Source - Other
. Only One
ASIS INTERNATIONAL | ASIS Membership $17,850 $80,850 | 4/23/2007 4/22/2012
Source — Other
Subject Matter Expert
for Office of Civil Only One
s
AWARE, INC. Rights and Civil $8,000 $8,000 | 11/2/2006 4/30/2007 Source — Other
Liberties
Communications,
Booz Allen Hamiltan Budget Development, $405,510 $405.510 | 27202007 | 8r19r2007 | Oy One
and Financial Source — Other
Execution Support
Program Management Only O
Booz Allen Hamilton Support Services for $455,871 $455,871 | 2/20/2007 | 8/19/2007 Yy one
Source - Other
the OCMO
CHAMBER OF Room Rental for
COMMERCE OF THE National Security Only One
UNITED STATES OF Telecommunications $8,000 $8,000 | 4/30/2008 512008 Source — Other
AMERICA Advisory C i
COMCAST OF Cable Service $6,300 $6309 | 6/162007 | 6/15/2008 | SN One

VIRGINIA, INC.

Source — Other
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CONTRACTING AND i‘:}ﬁ;‘i‘fﬁn
FACILITIES OIP Leadership N y
MANAGEMENT, Offsite Mesting $2,365 $2,365 | 11/29/2006 | 12/1/2006 :If:?dures
DIVISION OF Competitive
. Security Escort
LOCKHEED MARTIN Service);-Bridge $232,154 $232,154 | 6/1/2007 7/31/2007 | Urgency
SERVICES, INC
Effort
Security Escort
LOCKHEED MARTIN | o iel e $190,483 $190483 | 8/1/2007 | 9/3012007 | Urgency
SERVICES, INC
Effort
DHS Core Only One
MYTHICS, INC. Technology Bundle $223,935 $223,935 | 8/1/2007 7/31/2008 s —o
N ource — Other
Licenses and Updates
Less than or
PROSPECT Meeting room for equal to Micro
INVESTORS LLC Industry Day $2,000 $2,000 | 11/30/2006 | 11/30/2006 Purchase
Threshold
Travel and Location
Based Online Medical Only One
SHORELAND, INC Threat and Capability $10,000 $20,000 | 6/22/2007 6/21/2008 Source — Other
Information Support
Purchase and
TECINOLOGIES, e, | Instalation of $3,157 $3,157 | 91202007 | 1272872007 | JMY 0P
Electronic Equipment
Subscription of Only One
SRI CONSULTING INC | Chemical Economics $26,950 $26,950 | 4/9/2007 4/8/2008 s
aurce — Other
Handbook:
Membership to
TTI TECHNOLOGIES, Information Only One
LLC Technology Forums $54,000 $54,000 | 7/14/2007 7/13/2008 Source - Other
and Subscription
Support for National
Command and
Coordinating
Capability LAN-A
Infrastructure for
gg}l{sp\gsk ATION Secure Mobile $161,845 $161,845 | 9/26/2007 | 3/31/2008 g):l‘xilc(e)r‘-eother
Environment Portable
Electronic Devices
(SME PEDs)
connectivity and data
Services
Simplified
105 Certified Acquisition
ASI]S INTERNATIONAL | Protection Reference $92,876 $92.876 | 8/27/2007 9/27/2007 | Procedures
Manuals Non-
Competitive
Simplified
- . Acquisition
’T\fleOC[ATbD PRESS, | HICD AP Services for $41,580 $83,160 | 8/29/2007 | 2/28/2008 Procedures
ACAMS Non-
Competitive
BOWHEAD ?r'giic(al 'lnfrastructure
INFORMATION TECH | fd ey Resource $47,434 847434 | 1122007 | 30150007 | DY Stawte -
onference and Event 8(a)

svC

Support.
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Less than or
KEYSCAN INC Keyboard Scanner $242 $242 | 12/28/2006 | 2/28/2006 ;‘l‘l'::l“:;;“‘”"
Threshold
X < . Simplified
PS i’é’ﬁj‘oﬁo Compliant Acquisition
COMMUNICATIONS, y . $28.474 $28.474 | 9/20/2007 10/20/2007 | Procedures
NG ’ Interoperability Non-
Gateway Equipment Competitive
Annual maintenance Only One
MYTHICS, INC. costs associated with $167.602 $335,204 | 8/14/2007 5/31/2009 Y
" Sourge -- Other
52 Oracle licenses
Assessment of
PRICEWATERHOUSEC | Internal Controls over Only One
OOPERS LLP Financial $267,997 $267,997 | 2/13/2007 8/31/2007 Source — Other
Accountability
Simplified
N N Acquisition
TWD & ASSOCIATES, | VidsorTV Cabling - $10,481 $10,481 | 12/4/2006 | 6/472007 | Procedures
INC. Glebe Rd., 9th Floor Non-
Competitive
Simplified
Video Switching Acquisition
1D & ASSOCIATES. | giper isolators and $41,981 $41981 | 312672007 | 9/1572007 | Procedures
: installation Non-
Competitive

Question: Please provide for the record a list of all contracts over $1 million in total value executed by NPPD
(or precursor agency) in 2007. Organize by contractor, purpose, dollar award, full performance value, contract
start date, contract end date, and contract type (e.g., firmed fixed price, etc.).

ANSWER: Because of logistical issues, we are in the process of gathering the inforfation to answer this
question. We will provide this information as soon as the data has been compiled, which we expect will be by
June 30, 2008.

Question: Please provide for the record a list of all NPPD (or precursor agency) contracts, grants and other
transactions where work is performed outside of the United States. Organize by contractor, purpose, doilar
award, full performance value, contract start date, and contract end date.

ANSWER: No grant activity was performed outside of the United States.

The National Protection and Programs Directorate is collccting the information on contracts and other
transactions to determine if work was performed outside the United States and will provide this information ina
subsequent transmittal by June 30, 2008.

Question: Provide for the record a chart that shows, by recipient, any payments made to educational
institutions as of April 1, 2008, from funds appropriated to NPPD or its precursor or subsidiary agencies in
2006, 2007 and 2008. Identify funds by year of appropriation. Include date on which payments were made and
brief description of purpose for payment.

ANSWER: Only one grant (a cooperative agreement) has been issued to an educational institution on behalf of
the National Protection and Programs Directorate (NPPD). The recipient is the Trustees of Dartmouth College.
The Department of Homeland Security/NPPD is formulating the scope of activities to be performed by the
University of Texas and the University of Maryland. The University of Texas at San Antonio Center for
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Infrastructure Assurance and Security will assist DHS in meeting its cyber security responsibilities by creating a
structured approach to preparing State and local officials to respond to cyber attacks. In regards to CAPWIN,
no funds were provided to the University of Maryland as of April 1, 2008. We are working with the University
of Maryland and the DHS Grants Office to ensure that this grant is processed as expeditiously as possible.

NPPD Facilities and Leases

Question: Please update the chart on page 241 of volume 4 of the 2008 Subcommittee hearing record, which
shows NPPD leases and facility occupancy. Please include space occupied by all NPPD agencies, such as the
Infrastructure Protection Division, Cyber Security Division, Office of Emergency Communications, etc.
Include any space newly leased since the 2008 report on separate lines. Include any occupied space that is not
subject to lease contracts or lease payments on separate lines.

ANSWER: The information in the table on the following page is from current rent data from the Department
of Homeland Security Chief Administrative Services Officer, as of 4/17/08.

o i : Usable Estimated
- Building Floor Sq. Ft. FY08 Rent Notes
Nebraska Avenue
Complex (NAC) 17 2nd Floor 13,930 585,528
NAC 17 3rd Floor 12,480 497,702
NAC 18 2nd Floor 3,433 136,908
NAC20 partial I,2and 3 19,404 773,832
NAC 1 Ground Floor 1,358 54,157
NAC 81 Floors 1,2, and 3 10,979 72,974 | Partial Year; vacated 11/30/07.
Partial Year: anticipated lease start date
Glebe Road Addition 4th and 5th Floors 14,000 558,320 | 6/1/08.
1110 N Glebe Road 87,876 3,235,087 | Rent data taken from Occupancy Agresment
4601 N Fairfax Drive 67,453 2,897,079 | (OA).
Fort Myer Drive 107,164 4,083,643 | 3 OAs Combined; Rent data taken from OA.
Total 338,077 12,865,230

Rents for these spaces are managed through the Working Capital Fund in FY08.

Question: In the 2008 chart provided for leased spaces, there is no record of the space used by the National
Infrastructure Simulation and Analysis Center (NISAC), which is located in New Mexico. Why?

ANSWER: The National Infrastructure Simulation and Analysis Center (NISAC) building at Sandia National
Laboratories is a Department of Homeland Security-owned property and would therefore not appear on a list of
leased spaces. As Building ID # 246517, the facility was included in NPPD’s FY 2008 submission to the
Federal Real Property Council.

Risk Management and Analysis

Question: In the 2008 Appropriations Act, this Committee consolidated NPPD’s risk analysis funding into a
single appropriation, establishing a central Risk Management and Analysis (RMA) function within the office of
the Undersecretary. We also initiated a study by the National Academy of Sciences to review the Department’s
approach to measuring risk, including a particular focus on analyses that incorporate both man-made and natural
disasters into all-hazards risk models. Has NPPD/RMA been successful in establishing Department-wide
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guidance to ensure that risk is quantified consistently across the components? How many other risk analysis
offices has this group worked with at DHS?

ANSWER: RMA has made considerable strides over the past year in moving the Department forward toward a
common risk framework. One of the major accompiishments of RMA was the establishment of a risk
governance structure, the Risk Steering Committee (RSC). The RSC provides strategic direction for integrating
the Components’ various risk management and analysis approaches into a Department-wide, coordinated
approach. Through the RSC mechanism, RMA is able to coordinate the sharing and integration of component
risk related efforts.

RMA supported, in partnership with DHS Policy and Program Assessment and Evaluation (PA&E)
organizations, a pilot effort for a DHS-wide process (the Risk Assessment Process for Informed Decision-
Making, or RAPID) to incorporate risk considerations in the DHS Planning, Programming, Budgeting, and
Execution process. From this work, PA&E was able to incorporate risk guidance into the FY 10-14 Resource
Allocation Process.

The RSC has included representatives from:

Customs and Border Protection (CBP)

Federal Emergency Management Agency (FEMA)
Federal Law Enforcement Training Center (FLETC)
Office of General Counsel (OGC)

Office of Health Affairs (OHA)

Immigration and Customs Enforcement (JICE)
Office of Intelligence and Analysis (OI&A)
Management Directorate

Office of the Chief Financial Officer, Program Assessment and Evaluation (PA&E)
National Protection and Programs Directorate
Office of Infrastructure Protection (IP)

Office of Operations Coordination

Office of Policy

Office of Public Affairs

Directorate of Science and Technology (S&T)
Domestic Nuclear Detection Office (DNDO)
Transportation Security Administration (TSA)

U.S. Citizenship and Immigration Services {USCIS)
U.S. Coast Guard (USCG)

U.S. Secret Service (USSS)

Question: In the December/07 issue of “Risk Analysis,” a DHS-sponsored study ranked the vulnerability of
the nation’s major cities. Did RMA review this study before its publication? What will RMA use the study
results for? Will any of the study methodologies be integrated into other DHS analyses?

ANSWER: RMA did not review the study before its publication. RMA did not direct or sponsor this study.
The Directorate of Science and Technology, which funded the program that produced the study, is reviewing
the study methodology and results. RMA will consider the study, and the previous studies to which it refers and
on which it builds, as one approach to characterizing vulnerability (one aspect of risk).
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Question: Please explain the methodology or processes used by RMA to utilize the information collected and
analyzed through IP’s various assessment tools (ACAMS, IDW, PCI, RAMCAP, NISAC etc.). Is there a
formal catalog or other organized library of these data? Does RMA have any overarching role in organizing
this information?

ANSWER: RMA is currently developing a structure to catalog and maintain a comprehensive inventory of the
capabilities that are organic to the Department for assessing, managing and communicating risk. The
information collected and analyzed by these risk capabilities is cataloged and managed by the components such
as TSA, the U.S. Coast Guard, and the Office of Infrastructure Protection. RMA will work with each
component as it builds its risk portfolio to move DHS toward an integrated risk management architecture.

Most of the methodologies and related risk planning tools identified to date have been brought to the attention
of RMA by the Department’s components through the Risk Steering Committee (RSC). Through the RSC,
RMA is able to coordinate the sharing and integration of component risk-related efforts. RMA will catalog and
inventory these efforts, and many others, to facilitate the awareness throughout the Department of the various
risk methodologies.

Infrastructure Information

Question: Provide for the record a single comparison chart that reflects the 2007 actual, 2008 budgeted, and
2009 budgeted resources for the data systems and programs reported in the justification as “Infrastructure
Sector Analysis,” “and “CIKR Information Sharing.”

" “Infrastructure Information Collection and Visualization,

ANSWER: Please see the following table.

Infrastructare Sector Analy 39,256,000 33,111,000 30,749,000
Infrastructure Information Collection and Visualizati 17.688.000 19,914,000 29,168,060
CIKR Information Sharing 27,807,000 24,769,000 15,394,000%

* Note: In FY08 the PCII program resided in CIKR Information Sharing. In FY89, PCH moves to Infrastructure Information
Collegtion and Visualization, (PCH ~$7M)
**Ag of 2008, M&A funding s included in the three PPAs. Prior to that, it was not,

National Infrastructure Protection Plan Management

Cuestion: The National Infrastructure Protection Plan, or NIPP, sets out the framework for helping s
privately-owned assets that make up the majority of our country’s critical infrastructure. NPPD plays a central
role in coordinating relationships between government agencies and the private sector owners of the 17
infrastructure sectors identified in the plan. Unfortunately, the 2009 budget cuts NIPP management and sector
planning budgets by 20%. Won’t this significant reduction mean that DHS coordinates less with the private
sector in 2009 to make sure that our nation’s Infrastructure is secure? What activities within the NIPP program
will be discontinued to pay for these cuts?

ANSWER: While there was a reduction to NIPP Program Management, resources for coordination with the
private sector are not limited to the NIPP Management Program. The NiPP Management Program provides
guidance and coordination to enhance and sustain effective Implementation of the NIPP and the Sector-Specific
Plans. In addition, the NIPP Management Program provides both direct and indirect support to the 17 CIKR
sectors through laisons to each of the sectors, subject matter experts in various areas, support for specific
conferences or tralning efforts, and comprehensive programs {such as education and outreach activities) that
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benefit all the sectors. 1n addition, the NIPP Management Program also includes metrics racking. The basic
programs ard activities of the NIPP Management Program will continue, focused on the high-risk sectors as
defined in the CIKR National Annual Report.

However, coordination with the private sector is also funded out of other parts of the Office of Infrastructure
Protection budget. The CI/KR Sector Partnerships program provides support to the major public and private
sector councils for infrastructure protection, such as the National Infrastructure Advisory Council, the
Government Coordinating Councils and Sector Coordinating Councils for all the sectors; the Partoership for
Critical Infrastructure Security: the NIPP Federal Senior Leadership Council; and the State, Local, Tribal and
Territorial Government Council, Additionally, each Sector Specific Agency provides funding to fulfill their
coordination roles under HSPD-7. The Office of Infrastructure Protection requested $17.9 million to support
the five sectors under its purview.

Question: Provide for the record a table that reflects, by NIPP sector, the alloeations for each of the sector
partnerships funded in 2007, 2008, and proposed for 2009, Distinguish funding for sector coordinating couneils
and government coordinating councils,

ANSWER: The funding under the CIKR Sector Partnerships provides support for the following:

e Sector and government council and their working group administrative and partnership study or
roadmap support, when requested (approximately two-thirds of the sectors use this support)

®  Critical Infrastructure Partnership Advisory Council {CIPAC) policy implementation and operations
support as required by Department policy (all sectors utilize this support)

e State, Local, Tribal, and Tervitorial Government Coordinating Council (SLTTGCC) and its working
group administrative support {including travel reimbursements)

s Sector Specialist Support for each council, which includes intra-governmental cross-gector
communication and coordination activities, developing and maintaining sector-specific situational
awareness and information to support other DHS / IP functions; and providing sector expertise for
incident management situations

e Regional Coalitions administrative and fogistics support for national level coordination and
communication to incorporate and leverage existing local capabilities into the NIPP Partnership
Framework and as their activities are relevant and support the IP mission

#  Partnership framework to support joint inftiatives with other Federal agencies (such as the
FBU/InfraGard) with established private sector partnership networks to leverage existing capabilities to
reach CIKR owners and operators and state and local governments on IP programs to complement DHS
capabilities.

The administrative and operational support required by the councils varies by sector at any point in time
because requests are voluntary and will also vary with the level of meetings and working group activity in each
sector. As such, we do not have one chart that shows the estimated budgets for each of the SCCs and GCCs for
the areas in which IP supports them. Some of the larger sectors, such as the Transportation Sector, have sub-
couneils which also have requested support for their modal SCC, GCC and joint CIPAC support. Subsequently,
we have developed a common support infrastructure which accommodates this variation efficiently. This
common infrastructure of resources have an established concept of operations and standard operating
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procedures that allow extension or compression of support based on demand at any point in time for any given
sector. For example, cach sector’s 8CC and GCC shares common support resources to assure coordination and
effective communication. Such resources also support the joint activities in which each sector engages, and also
are leveraged to support any multi-sector activities, such as cross-sector working groups under the CIPAC. All
sectors have access 10 and share the analytic resources to perform partnership roadmap studies. Consequently,
we do not maintain separate support budgets for each sector.

The establishment of all the councils was completed by the end of Fiscal Year 07, with the establishment of ait
the Transportation modal and Health Services councils, which accounts for the increased funding from FY{7 to
FY 08 for SCC/GCC/CIPAC Support. In FYOB, the Sector Partnership structure has moved into full operations
and maintenance. The current estimated budget for FYO08 and FY09 for this support has the capacity to
accommodate the operations support for the new Critical Manufacturing Sector coordination activities.

L 700,000 83,700,000

SCC/GCC/CIPAT A Studies Support $4,289.000 35

SLTTGCC Admin and Studies Support (*) /Regional Not applicable. 51,897,226 $1,701.000
Coalitions Coordination

Sector Specialists $2,060,000 $1,600,000 $1,600,000
Joint fed partnership framework Not applicable. 560,600 $560,000
Total $6,289,000 $9.697,226 $9,501,000

(%) Includes travel reimbursements for State and local government participants within the entire Sector Partnership Model,

In FY2008, the funding for the SLTTGCC supports its full operations and a ramp up for the incorporation of
regional coalitions into the NIPP Partnership model, to expand the reach to State and regional jurisdictions to
implement the NIPP. The regional coalitions initiative developruent work will be completed in FY09 and be in
operations and maintenance, starting that year,

For Sector Specialists the reduction comes from government FTE replacing contractors FY2007 to FY2008.

Question: Provide for the record a table that reflects, by NIPP sector and agency, the funding levels in 2007,
2008, and 2009 for each Sector Specific Agency management program costs for the non-DHS sector areas (e.g.,
Agriculture and Food, Defense Industrial Base, Energy, Public Health and Healtheare, National Monuments and
Icons, Banking and Finance, and Drinking Water Systems).

ANSWER: DHS defers on the Sector Specific Agency {85A) management costs 1o the respective 8SAs. The
Department does not track specific S5A management program costs for non-DHS Sector-Specific Agency
(SSA) critical infrastructure protection (CIP) budgets. The budget data available to DHS from the 2007 Sector
Critical Infrastructure-Key Rescurces (CIKR) Protection Annual Reports varies in the level of detail provided.
Some of these figures would require approximations 1o separate actual protection programs {rom the $8A
management costs, which may generate misleading results.

Question: Provide for the record a table that reflects, hy NIPP sector and agency, the funding levels in 2007,
2008, and 2009, for each Sector Specific Agency management program costs Tor the non-1P DHS sector areas
(e.g., Information Technology Communications, Postal and Shipping, Transportation Systems, and Government
Facilities).

ANSWER: The following table provides estimated FY2007 funding levels for non-1P DHS Sector-Specific
Agency (SSA) critical infrastructure protection (CIP) budgets. The budget data were extracted from the 2007
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Sector Critical Infrastructure-Key Resources (CIKR) Protection Annual Reports. Sector Specific Agencies have
not vet completed their 2008 Sector CIKR Protection Annual Reperts which provide funding information for
FY 2008 and FY2009. Because the level of detail provided by each sector In their Sector Annual Reports
varied, approximations had to be made in some cases to separate SSA budget information from the overall CIP-
related budget information for programs implemented by the SSAs.

Communicatio

Government Fagilities o
information Technology 6,811
Postal & Shippi 0.5395
Transportation Systems 1.077

* These figures include amounts reported by the S5As during last year’s CIKR annual reporting process,

Chemical Security

Question; The budget for chemical facility security plan reviews and site visits was based on 5,000 facilities
being identified in the Top Sereen process as subject to DHS regulation, However, approximately 7.000
facilities have been identified by Top Screen as falling under the DHS regulatory regime for chemical facilities.
How much will it cost to manage the review and inspection of these additional 2,000 facilities?

ANSWER: The 7,000 facilities mentioned in the question are those facilities that are expected to be
preliminarily determined to be high risk on the basis of the Top-Screen results only. While each of those
facilities is required to conduct a Security Vulnerability Assessment (8VA), they are not necessarily going to
need to complete a Site Security Plan (S8P) or be inspected after DHS reviews the SVA. Only facilities
designated high risk after DHS review of the SVA will have to submit S8Ps and be jnspected. At this time,
DHS believes that approximately 5,000 facilities will be designated high risk after the SVA reviews are
completed.

Question: The 2008 Appropriations Act inchuded new autherities for DHS to regulate the sale and transfer of
the chemical ammonium nitrate. How much of the proposed $63 million budget for chemical facility security
will be allocated to implementing ammonivm nitrate security regulations, and what will be achieved with these
resources? How much will it cost to develop the regulstory processes for control of Ammonium Nitrate, and
what system investments wiil be needed to manage the program? How much does DDHS anticipate it will
ultimately cost to operate a fully-implemented ammonium nitrate regulatory function on an annual basis?
Piease provide a detailed cost estimate showing the anticipated annual personuel, travel, systems, and other
programmatic expenditures.

ANSWER: The $63 million was requested for implementation of the Chemical Facility Anti-Terrorism
Standards (CFATS), to resource activities, equipment, or personne! essential to the accomplishment of full
implementation of CFATS. Regarding the new requirement in Section 563 of the 2008 Consolidated
Appropriations Act, although more than $12 million was authorized to be appropriated for a new ammonium
nitrate regulatory program, no funding was actually appropriated to meet the requirement. DHS is eager to
work with the Congress to identify sufficient resources to develop the ammonium nitrate security regulations.
As an initial step, and as directed in the Appropriations Act, DHS is finalizing a report that discusses the
Ammonium Nitrate (AN} supply chain and security issues surrounding AN in commerce, how CFATS cover
certain types of AN facilities, the requirements of Section 363, options for fulfilling those requirements, and the
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assoclated cost estimates related to each option. We look forward to a dialogue once Congress has received and
reviewed our report,

Cyber Security

Question: Provide for the record, in classified format if necessary, a diagram of the current state of federal
network and internet connections, and a corresponding disgram of what the FY 2009 appropriations will pay to
improve. Please include an inventory and display of the current and future state of Einstein deployment
locations.

ANSWER: Each Federal agency/department maintains its specific network diagrams, which should include
their external connections. We do not have a diagram of the entire Federal Government’s networks or Internet
connection points at this time. The basis for the Trusted Internet Connections (TIC) initiative is to get a better
understanding of ali department and agency external connections across the Federal enterprise and to reduce
these connections, Diagramming the Federal Government’s networks will become easier as we move forward
with the initiative.

The consolidation and reduction of external counections to TIC Access Providers (TICAP) will be implemented
by the agenciss, not by the Cyber Initiative appropriations given to the Department of Homeland Security;
therefore there is no Fiscal Year 2009 diagram associated with this initiative until the organizations

and TICAP are identified and Federal agencies begin their implementation of TICs.

The US-CERT Einstein will program provide situational awareness across the Federal Government. Einstein
supports Federal departments and agencies’ efforts to protect their computer networks and plays a key role in
enhancing the security of the Federal Government™s portion of cyberspace. Currently, Einstein is deployed at
28 Federal departments and agencies. The future state of Einstein deployments at Federal departments and
agencies is dependent on implementation of the TIC initiative.

The following table provides an inventory of the Federal departments and agencies that have Einstein sensors
deployed as of April 24, 2008,

R

-
Department of Agriculture

Department of Commerce

Department of Education

Indian Health Services

Centers for Disease Controt

National Institute of Health

National Cyber Security Division

Customs and Border Protection

M. Weather

Kansas City IDC

Atlanta IDC

) [0S Ry (VS S IS IY P IPFS R IEOY VY

United States Coast Guard

Transportation Security Adminisiration

Stennis

Federal Emergency Management Agency

5 VR Y Y

Department of Interior

Department of Justice
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Department of State

Department of Treasury

internal Revenue Service

United States Agency for International Development
Department of Transportation
Executive Office of the President

Environmenial Protection Agency

National Archives and Records Administration

Federal Trade Commission

Securities and Exchange Commission

[STIE ST I I I T ] VRS I e VN Y

Tennessee Valley Authority

Question: Provide for the record, in classified format if necessary, a project plan for cyber security that shows:

e specific goals and milestones that will be achieved with the Cyber Security budget in 2008 and 2009,
including dates by which these milestones will be achieved, and the funds allocated from the 2008
appropriation and 2009 budget to achieve those milestones

e overall program Hmeline and milestones, including associated funding for achieving those milestones,
for the DHS share of the Administration’s cyber security initiative

ANSWER: Because of its classified nature, this material will be provided separately.

Question: The 2008 Appropriations Act funded the Administration’s request for the Cyber Security
Collaboration and Information Sharing Program at Dartmouth University, which was described in the 2008
Congressional Justification as “spanfing] a three-year period beginning in FY2006 and ronning through FY
2008” and “ bringling] to fruition a step within the NCSD plan.™ Provide for the record:

e A chart that shows all funds paid to or planned for payrent to Dartmouth University for this center in
2006, 2007, and 2008, including the public law by which each appropriation was made available.

ANSWER: The following chart shows the actual and planned funding for the cooperative apreement with
Dartmouth University and the related public laws that made each appropriation available.

5 yher $930,0 DHS
Partmouth Security Appropriations
Collaboration 2607 Act, 2006
and FY 2007 | Aprit 1, 2007 $15,030.000 | §15,030,000 | $519,142 DHS
Information March 31, 2008 $288.515 Appropriations
Sharing $950,000 Act, 2007
$606,555
$2,900,000
FY 2008 | April 1, 2008 - $8,340.000 DHS
March 31, 2009 - - Appropriations
Act, 2008
Total Trustees of Dartmouth (FY06-FYI8) $24,360,006 | S15.960,000 | 86,194,213
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e A description of what was achieved by this program in 2006, 2007, and 2008.

ANSWER: NCSD-sponsored grants to Dartmouth College, which support the Institute for Information
Infrastructure Protection (I3P) and the Institute for Security Technology Studies (ISTS), strengthen homeland
security through research, education, and outreach programs that focus on technology critical for improving
cyber security and emergency preparedness and response. The Grant program identifies and addresses critical
research problems in information infrastructure protection, works to build a community of researchers focused
on infrastructure security, serves as a trusted partner for industry and government, fosters collaborative
programs that build links between stove-piped constituencies, and provides a neutral forum for the exchange of
ideas and information.

There were no deliverables during Fiscal Year 2006, as the grant was not awarded until September 30, 2006, the
last day of the Fiscal Year.

Following is a summary of the program’s achievements for Fiscal Years 2007 and 2008 (1™ Quarter).
FY 2007:

1. I3P Fellowship Program
Detail: Selected and funded three Fellows for the 2007-2008 Academic Year.

2. I3P Human Behavior, Insider Threat, and Awareness Initiative
Lead: RAND Corporation; Participants: The MITRE Corp., Purdue University, Columbia University,
Comell University, ISTS Dartmouth, and Indiana University
Detail: Cornell developed technologies to detect malicious insider activity, MITRE developed
protocols for conducting a Capture the Flag exercise aimed at eliciting various insider behaviors.
Columbia completed building host-based sensors to monitor traffic for unusual behavior on both

" Windows and Linux systems.

3. I3P Cyber Security Workshops
Detail: Conducted workshops on Insider Attack and Cyber Security, the Economics of Security Cyber
Infrastructure, and Control Systems Security.

4. Survivability and Recovery (Process Control Systems) Initiative
Lead: MIT Lincoln Laboratory (MIT-LL)

Participants: The MITRE Corporation, Pacific Northwest National Laboratory (PNNL), Sandia
National Laboratories, SRI International, University of Tulsa, University of Illinois, US Military
Academy (USMA)

Detail: MIT-LL, MITRE, PNNL, Tulsa, and UIUC refined or modified the following technologies:
RiskMAP, DEADBOLT, SHARP, and APT. These are tools intended to assist with process-control
system-risk assessment and security. Tulsa designed a testing environment that can be used to test a
network with thousands of field devices. Tulsa also developed metrics to evaluate the impact of
Security Services Suite monitoring tools on large networks using the MODBUS protocol. Sandia
refined a test bed for testing control system networks including simulated refinery, DMZ, and business
networks.

5. I3P Business Rationale for Cyber Security Initiative
Lead: University of Virginia (UVa)
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Participants: RAND Corporation, Tuck School of Business, Dartmouth, Indiana University, University
of California (Berkeley)

Detail: UVa programmed an alpha version of its web-~based Hierarchical Holographic Modeling game
to help those who make investment decisions to discover “phantom™ aspects of their decision making
that are usually missed (non-rational factors, for example). UVa developed an initial model of economic
forces in cyber security. UC Berkeley completed a pilot study on how data breach laws affect chief
security officers’ cyber security decisions.

6. I3P Assessable Privacy and Identity Protection Initiative

Lead: MITRE Corporation

Participants: Purdue University, Cornell University, Georgia Tech, University of Illinois, SRI
International

Detail: The research team developed a credentialing framework for identity-management that will serve
as a foundation for subsequent technology development and demonstrations. Purdue is developing a set
of protocols called VeryIDX designed to verify identity attributes. An initial design applying VeryIDX
to cellular telephones has been completed along with an initial use scenario for healthcare.

7. ISTS Internet Security and Privacy for Real People Initiative
Lead: Dartmouth ISTS

Detail: The Information Risk in Data-Oriented Enterprises project developed a model to simulate
organizational activities ¢hiring, promotion, etc.) to assess risks to information in the organizational
processes and the effectiveness of incentives to reduce information security vulnerabilities. ISTS
developed a scalable security sensor system, MetroSense, to test management techniques and the
security of large sensor networks.

8. ISTS Education and Curriculum Development Initiative

Lead: Dartmouth ISTS

Detail: The Secure Information Systems Mentoring and Training effort was established to leverage
Dartmouth’s expertise in developing qualified security professionals from the undergraduate
community.

FY 2008 (First Quarter):

1. 13P Fellowship Program
Detail: Announced Academic Year 2009-2008 Fellowship opportunities.

2. I3P Human Behavior, Insider Threat. and Awareness Initiative
Detaii: Continued work described above in item 2 under FY 2007 achievements.

3. 13P Cyber Security Workshops
Detail: Conducted workshops on Investing in Cyber Security, PCS Security, and Critical Infrastructure

Protection.

4. I3P Control Systems Initiative
Detail: Continued work described above. The team conducted the PCS security conference with oil,

chemical and other sector participants in Houston, TX.

5. I3P Business Rationale for Cyber Security Initiative
Detail: Continued work described above in item 5 under FY 2007 achievements.

6. I3P Assessable Identity and Privacy Protection Initiative

Detail: Continued work described above in item 6 under FY 2007 achievements.
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7. ISTS Security and Privacy for Real Pegple Initiative
Detail: Continued work described above in item 7 under FY 2007 achievements.

8. ISTS Education and Curriculum Development Injtiative
Detail; Continued work described above in item 8 under FY 2007 achievements.

*  An explanation of why the Administration requested an additional $2.25 million for this program in
2009, and what will be achieved with this funding.

ANSWER: A request for $2.25 million for the Collaboration and Information Sharing Program with
Dartmouth College was submitted to continue the collaborative relationship that has developed between the
Department of Homeland Security’s National Cyber Security Division (NCSD) and Dartmouth’s Institute for
Information Infrastructure Protection (13P) and the Institute for Security Technology Studies (ISTS).

NCSD’s continued management of these initiatives will ensure that the expertise available through I13P is
employed to address cyber security issues that are important to the mission of NCSD.

Future research topics would be mutually identified by NCSD and Dartmouth College after consultation with
I3P scientists. The structure for pursuing future research should be under the current grant’s terms and
conditions {(Cooperative Agreement). Future work may incorporate the following:

1) Continued support for educational activities, outreach, and associated fellowships;

2) Continued research in areas with results applicable to the mission of NCSD; and

3) Flexibility in funding allocation so that government-identified critical short-term applied research (3-6
months) can be accomplished by the 13P Consortium.

The requested $2.25 million for Fiscal Year 2009 is the anticipated amount necessary to support the following
ongoing initiatives through FY 2009 (Aprii 1, 2009 through March 31, 2010).

1) 13P Feliowship Program - $50,000;

2) I3P Cyber Security Workshops - $100,000;

3) I3P Control Systems Initiative - $1,750,000;

4) ISTS Security and Privacy for Real People Initiative - $300,000; and
5) ISTS Education and Curriculum Development Initiative - $50,000.

National Security/Emergency Preparedness Telecommunications

Question: Provide for the record a list of all Congressional members, Congressional staff, Executive Office of
the President personnel, and DHS personnel who are enrolled in the GETS, WPS, and SRAS programs.
Provide the list by name, position, and address, and indicate in which program(s) each individual is enrolled.
Include the date on which the individual was enrolled in each particular program.

ANSWER: Given that this information when aggregated would reach a level of sensitivity that could
compromise United States National Security programs, we would like to offer to come brief you on the
Wireless Priority Service program. During this brief we would bring the data requested for your review.
National Communications System personnel can provide a briefing on this issue on May 22 or 23; however, we
will not be able to leave any of the requested material behind.
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National Command and Control Capability

Question: Within the budget for National Security and Emergency Preparedness Communications, the
Nationai Command and Contro! Capability (NCCC) increases from the $3 million appropriated in fiscal year
2008 to $61 million proposed for fiscal year 2009. In NPPD justification materials, this program was described
as an emergency communications system for the use of the senior White House leadership, including the
President, Vice President, and their Chiefs of Staff. In written testimony, NCCC is described as a system that
will also be deployed to DHS facilities and select State governments, allowing for classified communications
between those parties.

»  What is the purpose of this program, and who will be the ultimate users of the system?

ANSWER: The Nation needs an effective crisis management system that links Federal, State, and local leaders
during the full spectrum of crises that could result from potential threats. To meet this need, the Department of
Homeland Security (DHS) is developing the National Command and Coordination Capability (NCCC). By
enabling and supporting day-to-day coordination and communication among leaders across the Nation, NCCC
will enhance crisis mitigation and response, as well as improve prevention and recovery.

The NCCC solution will integrate and enhance existing equipment and architectures to provide responstve,
reliable, survivable, and robust command, control, and coordination for key leaders across the Nation. NCCC
will ensure continuous information exchange and situational awareness with key leaders at normal fixed sites,
relocation sites, or while mobile so the national response to crises are coordinated and integrated. A key
differentiator of the NCCC versus existing technologies will be the ability to coordinate among decision makers
at multiple and appropriate security levels.

» Doesn’t the White House already have an emergency classified communications system managed by the
White House Communications Agency? Why can’t that system be modified to include Homeland
Security and State users?

ANSWER: Yes; however, the Crisis Management System (CMS) video teleconferencing capability (VTC)
used by the President, White House Communications Agency (WHCA), and many Federal Agencies is TS/SCI
only, and does not provide a Secret or unclassified capability. Additionally, the system does not link all Federal
Principals or key non-Federal government personnel.

The National Command and Control Capability (NCCC) will provide Secret and unclassified level VTC
communications to State users, ensuring that the architecture can be leveraged by WHCA to tie into their
existing CMS system. Additionally, the capabilities existing and being procured by Federal Departments and
Agencies will be combined with the NCCC to provide seamless communications between Federal and non-
Federal users.

¢ Provide a list of the Federal, State, local, and other users who will be connected to this system.

ANSWER: At the completion of all phases of the NCCC Initial Operational Capability, the following
Federal, State, and local users will be connected to the NCCC:

1. The President of the United States
2. The Vice President of the United States
3. The primary offices for the heads of the following departments and agencies (35):

[ Department of Agriculture E Department of Justice ; Federal Communications Commission
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Department of Commerce

Department of Labor

General Services Administration

Department of Defense

Department of State

National Aeronautic and Space
Administration

Department of Education

Department of Transportation

National Transportation Safety Board

Department of Energy

Department of the Treasury

Nuclear Regulatory Commission

Department of Health and Human Services

Department of Veterans Affairs

Office of Personnel Management

Department of Homeland Security

Office of the Director of National
Intelligence

Small Business Administration

Department of Housing and Urban
Development

Environmental Protection Agency

Social Security Administration

Departrent of the Interior

Federal Bureau of Investigation

U.S. Agency for International
Devel

U.S. Postal Service

U.S. Army Corps of Engineers

Federal Reserve System

Federal Emergency Management Agency

United States Secret Service

National Communications System

National Archives and Records

Central Intelligence Agency

Administration

4. Governors of States and territories (56)

5. State emergency operations centers (56)

6. Selected State Fusion Centers (6)

7. Federal agency continuity of operations locations (31)
8. Operations centers (25)

e Why is it DHSs budgetary responsibility to establish a new command and control communications
system at the White House?

ANSWER: DHS has been assigned to serve as the NCCC Executive Agent for coordinating the development,
operations, and maintenance of the program. The tasking is consistent with DHS responsibilities for
coordinating Federal communications relating to emergency crises management and emergency planning

The NCCC is not a new command and control communications system at the White House. The NCCC I0C
will build on and enhance capabilities provided by the Crisis Management System, the Homeland Secure Data
Network, and other similar systems to provide an integrated information sharing and collaborative structure for
communicating at all levels of government (both horizontally and vertically) and with non-Federal locations.
I0C is low risk program because it leverages existing programs and program manageiment resources to provide
these capabilities. Further, IOC will provide States with enhanced access to Federal websites containing critical
information.

Office of Emergency Communications

Question: On April 1, 2008, the Subcommittee received Part I of the Interoperable Communications Baseline
Assessment report from the Office of Einergency Communications (OEC). There were several key findings
highlighted in the introductory summary:

e Substantial work remains to ensure communications interoperability between Federal law enforcement
agencies
e Tederal participation is needed to make progress achieving State and local interoperability

¢ The OEC still needs to collect a significant amount of data about the needs and requirements for
interoperability at the State and local level.
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The proposed 2009 budget for that agency funds only inflationary and pay increases and does not expand the
Office. While OEC plans to hire some additional permanent personnel in 2009, these new positions will be
offset by a reduction in the OEC contractor workforce. What is the plan for addressing the issues identified in
the OEC report? When will this work get done? How will this work get done if OEC does not have the
resources to do it?

ANSWER: From a strategic and substantive perspective, OEC’s agenda will largely be set by the National
Emergency Communications Plan (NECP), which OEC expects to be delivered to Congress in July 2008. The
NECP will establish goals, objectives, initiatives, and actions to address emergency communications challenges
and vulnerabilities identified through the National Communications Capabilities Report (NCCR) and the
Statewide Communication Interoperability Plans (SCIPs).

From an administrative perspective, OEC will execute its congressionally mandated responsibilities, goals,
objectives, initiatives and actions through its four major subprograms:

Office of the Director: Provides leadership, direction, and oversight of OEC activities conducted to accomplish
this mission, and serves as the organization’s primary advocate before Congress, the Nation’s State, local, and
tribal governments, other Departments and Agencies, key stakeholders, and the public.

Policy, Planning, and Analysis (PPA): Identifies and characterizes challenges confronting the advancement of
interoperable emergency communications capabilities, and targets Federal grants, assistance and capability
development efforts to address these challenges. Specific responsibilities include:

¢ Coordinating with relevant Federal agencies and Departments, State, local, and tribal governments,
emergency response providers, and the private sector to establish national emergency communications
policies;

¢ Coordinating and integrating information collected by the Federal and Multi-Jurisdictional
Communications Services programs to provide an integrated national assessment of existing and
emerging interoperable emergency communications challenges and vulnerabilities;

e Coordinating and developing a National Emergency Communications Plan that establishes objectives
and methods to address emergency communications challenges and vulnerabilities (e.g. the NCCR);

¢ Periodically assessing and reporting on progress towards achieving national objectives concerning
emergency communications and the effectiveness of methods to address these challenges and
vulnerabilities;

s Coordinating the development of emergency communications requirements and grant guidelines to
ensure Federal grant funding is optimally targeted against national emergency communications goals
and objectives; and

* Developing Departmental Interoperable Emergency Communications Grant Program guidance and
evaluating progress achieved through these programs to ensure that Federal assistance is optimally
targeted at addressing identified existing and emerging interoperable emergency communications
challenges.

Multi-Jurisdictional Communications Services (MCS): Establishes and administers services delivered to
advance State, local, tribal, and multi-jurisdictional interoperable emergency communications capabilities.
Specific responsibilities include:
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¢ Conducting outreach and consensus building activities with State, local, and tribal government officials
and national practitioner organizations to exchange best-practice information and build consensus for
common challenges, solutions, and objectives;

* Developing tools, information, and systems to foster the distribution and exchange of policy, technical,
best-practice, and lessons-learned information among key interoperable emergency communications
users;

e Coordinating, at a Regional level, the delivery and integration of Federal planning, training, and
technical assistance to State, local, and tribal governments;

e Delivering planning, training, and technical assistance to enhance State, local, and tribal government
interoperable emergency communications capabilities; and

¢ Conducting exercises and evaluations to determine the extent to which Federal services and assistance
have advanced State, local and tribal government interoperable emergency communications capabilities.

Federal Communications Services (FCS): Establishes and administers services delivered to advance Federal
interoperable emergency communications capabilities. Specific responsibilities include:

e Providing administrative and policy support to the Emergency Communications Preparedness Center,
the inter-Departmental organization established by Congtess to serve as the focal point and
clearinghouse for interagency efforts to advance interoperable emergency communications;

¢ Administering the Department’s responsibilities and authorities relating to the Integrated Wireless
Network;

¢ Facilitating interagency technical collaboration and cooperation through the Federal Partnership for
Interoperable Communications to advance the development and adoption of standards and common
capability specifications, and to identify opportunities to advance Federal interoperable emergency
communications capabilities through joint, interagency projects; and

e Conducting pilot or demonstration projects to evaluate the effectiveness and efficiency obtained through
such opportunities, and to promote their adoption.

OEC will address findings identified in the NCCR and in the Statewide Communication Interoperability Plans
(SCIPs) through a number of initiatives and actions to be outlined in the forthcoming National Emergency
Communications Plan. Timelines will be established in the NECP for each of these actions, including those
outlined above. Once the National Emergency Communications Plan is complete, these initiatives will augment
and in some cases drive OEC’s current efforts to advance Federal, State, local, and tribal interoperable
emergency communications capabilities.

OEC plans to accomplish this work within its current and requested resources. The President’s budget request
includes $38,300,000 and 42 FTE (47 FTP) for the Office of Emergency Communications in FY 2009. This is
an increase of $2,600,000 and ten positions over FY 2008 and includes adjustments to base of $132,000 for pay
inflation and $2,468,000 for annualization of new personnel requested in FY 2008. Addressing the findings
listed above is and will remain a challenge for all levels of government. OEC and DHS will continue to re-
evaluate needs, requirements, and resources in future years to ensure that OEC succeeds in its mission.
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Question: Please provide an update on the status of DHS involvement in the IWN program. What IWN
purchases will be made in 2008 and 2009? How many DHS communications systems are currently compliant
with the IWN interoperability solution, and what is the schedule for upgrading the systems that are non-
compliant?

ANSWER: We are currently evaluating what IWN purchases are to be made. In terms of compliance, there is
no definition or requirement for Integrated Wireless Network (IWN) compliance; however, the Department of
Homeland Security (DHS) is evaluating annually which existing DHS systems fully support narrowband,
digital, Project 25 technology, the foundation of the IWN concept, and other Land Mobile Radio programs.
[WN is just one contract vehicle that can provide a wireless extension of DHS OneNet, based on Internet
Protocol technology. To provide a baseline understanding, a DHS mission-critical wireless equipment
inventory will be completed by September 2008. Once the baseline is established, a gap analysis will be
completed to determine which DHS systems have been or are in the process of being upgraded. This analysis
will provide the basis for a schedule for the upgrade of DHS systems. The schedule is planned to be completed
by February 2009.

e-LORAN

Question: The 2009 budget proposes that $34.5 million be transferred from the Coast Guard to NPPD, to
establish a replacement for the current LORAN-C network of radio navigation transmitters, which was
developed in the 1960°s. The replacement would be called e-LORAN, and would include not just new, more
reliable broadcast equipment, but also an enhanced positioning signal that would allow for more precise
navigation and other signal uses. Capitalization of e-Loran will cost much more than the $34.5 million
proposed for transfer from Coast Guard, however. What is the full cost of transitioning the LORAN-C system
to the e-LORAN platform? How long will the e-LORAN transition take? Who will operate the LORAN-C
system unti} the e-LORAN system is operational?

ANSWER: The 2009 budget proposes that $34.5 million be transferred from the United States Coast Guard
(USCQG) to the National Protection and Programs Directorate (NPPD) to establish a replacement for the current
LORAN-C network of radio navigation transmitters, which was developed in the 1960s. The $34.5 million to
be transferred from USCG to NPPD is not to upgrade LORAN-C to e-Loran but to maintain the basic operation
of the system. Modemization costs are not included in the Fiscal Year 2009 request.

The National Communications System (NCS) and USCG are developing the cost of the transition to e-LORAN
and are working closely with the Department of Homeland Security's Chief Financial Officer. The estimate is
influenced by the segregation of responsibilities between NCS and USCG, capitalization of the system, and the
transition timeframe

NCS is also working with USCG to develop the best strategy and opportunities for reductions in operating
costs,

The upgrade of LORAN-C to e-Loran consists of upgrading the facilities, transmitters, and the radiated signal.
In the Continental United States, the LORAN-C signal is being transmitted from the stations and transmitters
that will transmit the e-LORAN signal, The full transition from LORAN-C to e-LORAN will take a minimum
of five years.

The United States Coast Guard currently maintains and operates the Loran system and will continue to do so
until the operation and maintenance is fully transferred to the Department of Homeland. Security/National
Protection and Programs Directorate. .
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QUESTIONS FOR THE RECORD SUBMITTED BY

CONGRESSWOMAN NITA LOWEY

National Protection and Programs Directorate
Fiscal-Year 2009 Budget Request

Office of Cybersecurity and Communications

Question: I have been told that Mr. Gareia’s office is working on a “roadmap” for state cyber security efforts
and that lstening sessions have been conducted in a few states. While I appland this outreach, it seems to
overlap with the Multi-State Information Sharing and Analysis Center (MS-ISAC). MS-ISAC has participation
from all 50 states and provides a common mechanism {or raising the level of cyber security readiness and
response in each state and with local governments. | am concerned that NPPD is reinventing the wheel on state
cyber efforts when it would be more efficient and effective to strengthen MS-ISAC. What plans does NFPD
have to continue its relationship with MS-ISAC and what role does DIHS see MS-ISAC playing to lead state
cyber security efforts?

ANSWER: The Department of Homeland Security values the collaborative relationship with all Information
Sharing and Analysis Centers (ISACs), and notably the Multi-State ISAC (MS-1SACQ), and their contzibutions to
the Department’s larger national cyber security efforts. One of the Department’s many efforts to promote
mcreased real-time trusted information sharing between critical infrastructure owners and operators and
government departments and agencies is through partnerships with ISACs which include, among others, the
MS-ISAC.

The operational role of ISACs is also recognized within the National Infrastructure Protection Plan Sector
Partnership Framework, and most of the designated critical infrastructure sectors currently maintain an ISAC,
The Department works with ISACs to disseminate threat and vulnerability information to specific conumnunities
in a timely fashion and relies on information provided by the ISAC community to provide increased situational
awareness about the risk environment,

The Department of Homeland Security National Cyber Security Division (NCSD) serves as the national focal
point for eyber security on behalf of the Department and collaborates with numerous components from within
the Department, such as the Federal Emergency Management Agency, Office of Intelligence and Analysis, and
Office of Infrastructure Protection, to work with State governments to coordinate the resources and technical
assistance necessary to most effectively prepare for potential incidents, including cyber incidents.

To underscore the Department’s efforts in this area, Secretary Chertoff has identified cyber security as one of
the top priorities for the Department in 2008, The enacted Fiscal Year 2008 budget and the President’s
proposed Fiscal Year 2009 budget reflect the necessary investment for this priority. Per the mandates and
responsibilitics expressed in Homeland Security Presidential Directive 7 and the Homeland Security Act of
2002, as well as the recognition of the interdependent nature of cyberspace, NCSD must work with State and
Tocal stakeholders across the homeland security community to enhance the national cyber security posture. The
Department has established and maintains strong cooperative relationships with all information sharing and
analysis centers (ISACs), State governments, and numerous associations that focus on State homeland seeurity
concerns, such as the National Governor's Association, National Emergency Management Association, the
Multi-State ISAC (MS-ISAC), and the National Association of State Chief Information Officers (NASCIO), to
improve information sharing, incident response. and risk management. The Department remains committed to
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leading etforts to improve the eyber security posture of State and local governtments by working through these
groups and others,

Since its creation in 2003, NCSD has matured as an organization and built capabilities to better support cyber
security efforts with all stakeholders, including those at the State level. In addition to the funding NCSD
provides to support MS-ISAC collaborative efforts, such as the MS-ISAC State and Local Operations Center for
Cyber Security and bi-monthly webcasts with cyber security experts for the general public, the Department has
conunitted significant resources, through varfons programs and activities, to help State and local security
partners address their cyber security preparedness and response needs and effectively manage cyber security
issues. Among others, this includes:

e providing technical assistance to State and local governments for State cyber exercise activities, such as
support for planning and execution of specific State and regional exercises, as well as collaboration with
nine States to enable their engagement in the National Cyber Exercise: Cyber Storm 11

e working with state representatives from NASCIO through the National Infrastructure Protection Plan
Sector Partnership Framework to assess IT Sector tisk, advance protective programs, share intelligence
information, and ensure State perspectives are included in IT Sector Specific Plan implementation and
other activities; and

® coordinating with Federal, State, and local law enforcement agencies to inform them of new
vulnerabilities based on the United States Computer Emergency Readiness Team’s reporting.

DHS is committed to continuing activities to enhance engagerent with state and local governments, including
coliaboration with the MS-ISAC.
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QUESTIONS FOR THE RECORD SUBMITTED BY
CONGRESSWOMAN LUCILLE ROYBAL-ALLARD

National Protection and Programs Dirvectorate
Fiscal Year 2009 Budget Request

Cyber Security and Privacy

Question: The President’s FY09 budget request includes money for 2 new version of the cyber security
program “Einstein”. The program will analyze the content of some communications, including e-mail
attachments, for harmful code. What privacy and civil rights safeguards has DHS incorporated into the new
version of Einstein?

ANSWER: In 2004, the Department of Homeland Security (IDHS) published a Privacy Impact Assessment
(PIA) that examined the privacy implications of the United States Computer Emergency Readiness Team’s
(US-CERTs) current Binstein program, in accordance with Section 208 of the E-Government Act and the
guidance for P1As issued by the Office of Management and Budget.

Building on this work, US-CERT is developing the next PIA for the version of Einstein that — as noted — will
analyze Federal Internet traffic for malicious code and other harmful cyber events. This PIA, the technical
architecture of the enhanced Einstein effort, and the procedures governing US-CERT’s use of the Einstein data
have been developed in close coordination with DHS legal counsel, the DHS Privacy Office, and the DHS Civil
Rights and Civil Liberties Office. The enhanced Einstein program will include audit and oversight capabilities
designed to ensure that US-CERT’s activities are conducted with a strict attention and awareness to privacy and
civil rights and civil liberties.

Cyber Security and Effective Metrics

Question: According to a recent OMB report, federal agencies certified and aceredited 92 percent of their
comiputer systems in 2007 as able to defend against cyber attacks. Figures from the U.S. Computer Emergency
Readiness Team indicated that federal agencies reported nearly 13,000 attacks in 2007, While accreditation and
reporting measurements are welcome, no metric exists to determine the number of attacks detected and then
prevented. The Department is developing this metric. When will this metric be available for Congressional
review?

ANSWER: At this time, the United States Computer Emergency Readiness Team (US-CERT) is working with
the Department to establish the appropriate set of me o measure the effectiveness of cyber protection and
deterrence activities and to establish baselines for these activities,

Using metrics as we build our capability and expand the system is a critical component of our success as we
increase our responsibility across the Federal system. We recognize that we need to have accurate and
appropriate metrics in place to drive improvement while we also strive to understand the overall and systemic
trends of the network.
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QUESTIONS FOR THE RECORD SUBMITTED BY
'RANKING MEMBER HAROLD ROGERS

National Protection and Programs Directorate
Fiscal Year 2009 Budget Request

Staffing

Question: Please provide a detailed explanation of NPPD’s staffing targets for the end of FY 08 and FY 09 and
how the directorate plans to meet them.

ANSWER: The National Protection and Programs Directorate (NPPD) is proactively addressing the
Directorate’s workforce needs by expanding its recruitment program and focusing on reducing the length of
time it takes to bring new employees onboard. NPPD recognized these shortfalls and established a Hiring Task
Foree, led by a Senior Fxecutive Service member, to manage the workforce issues. We would welcome the
opportunity to come brief you on our strategy.

Critical Subierranean Infrastructure

Question: What efforts (research, study, testing, evaluation, reports) has NPPD undertaken regarding the
protection of the subterranean infrastructure?

ANSWER: The National Protection and Programs Directorate (NPPD), through the Office of Infrastructure
Protection (IP), has undertaken multiple efforts to address the security and protection of our Nation’s critical
infrastructure and key resources (CIKR) using a risk-based approach. Specifically, under the framework of the
NIPF, IP works to enhance security at assets in every sector, including those with underground/subterranean
infrastructure through a number of protective programs and vulnerability assessments. Examples of sectors with
significant subterranean infrastructure include Energy, Transportation, Telecommunications, and Water sectors.
IP Programs and assessments include the Buffer Zone Protection Program (BZPP), Site Assessment Visits
{SAV), PSA Assessments, and Comprehensive Reviews (CR). 1P also conducts training courses, such as the
Surveillance Detection (SD) and Soft Target Awareness Courses (STAC), to enhance awareness and
capabilities of law enforcement and other first responders. Based on the information collected through
vulnerability assessments, IP also shares information with all relevant stakeholders by distributing
Characieristics and Common Vulnerabilities (CV), Potential Indicators of Terrorist Activity (P1). and Protective
Measures {PM) Repoits.

The BZPP is a targeted infrastructure protection grant program jointly administered by IP and FEMA’s Office
of Grant Programs. The BZPP enbances facility security by Wentifying vulnerabilities in the area owtside of a
facility that can be used by an adversary to conduct surveillance or launch an attack {or the “buffer zone™); and
then providing grant funds to local law enforeement (LLE) jurisdictions to mitigate identified vulnerabilities.
To date, IP has completed 588 BZPs on assets in the Energy, Transportation, Telecommunications, and Water
Sectors, including underground/subterranean assets.

SAVs are “inside the fence” vulnerability assessments that are jolmtly conducted by Protective Security
Coordination Division (PSCD) in coordination and cooperation with Federal, State, local, Sector Specific
Agencies (SSAs) and CIKR owners and operators that identify critical facility components, specific )
vulnerabilities, recommended security enhancements, and to develop joint mitigation strategies. To the extent
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possible, IP attempts to conduct SAVs in conjunction with Buffer Zone Plans (BZPs) to facilitate more
thorough and integrated assessments, and to gain efficiencies by bringing all of the relevant stakeholders
together in a single assessment, To date, some 284 SAVs have been conducted for Energy, Transportation,
Telecommunications and Water sectors, which include underground/subterrancan assets, SAVs also provide
the foundation for developing CV, P, and PM reports which are disseminated to State and local authorities and
private sector partners to help detect, deter, and defend against potential terrorist attacks.

IP Protective Security Advisors (PSAs) are conducting PSA Assessments for all Tier 1 and Tier 2 CIKR,
including underground/subterranean assets. To date, 80 PSA Assessments have been completed on assets in the
Energy, Transportation, Telecommunications, and Water Sectors, During these assessments, PSAs identity
protective measures currently in place at the Tier 1 and Tier 2 facilities and track the implementation of any
new protective measures in the future. PSAs also inform Tier 1 and Tier 2 facility owners and operators of the
national importance of their facilities as high priority CIKR and discuss potential mitigation measures and other
enhancements. PSAs are establishing and enhancing strong relationships between Tier 1 and Tier 2 facility
owners and operators, DHS, and Federal, State, and Iocal law enforcement personnel in order to provide
increased situational awareness regarding potential threats, maintain an in-depth knowledge of the current
security posture at each facility, and provide a constant Federal resource to facility owners and operators.

IP is conducting and supporting CRs in the Water and Energy Sectors. CRs are a regional, cooperative,
government-led analysis of high- consequence CIKR to explore the exposure to potential terrorist attack or
natural hazards, the consequences of an attack or natural disaster, and the integrated prevention and response
capabilities. CRs enhance regional and site security through the development of short-term protective measures
and the development of longer-term risk based investments and research and development decisions,

j=5

In 2007, the CR methodology and process was expanded to assess the first system-wide CR, the California State
Water System. The CA Water System CR spans 33 counties and encompasses two major water systems and
five water aqueducts. The identification of critical nodes within this vast system is vital to ensuring that
resources are allocated to high- risk facilities and jurisdictions. The CA Water System CR has identified 161
assets and 40 priovitized as highest dsk/most critical. This prioritization was accomplished by applying an
analytical approach to ascertain human health impacts and potential economic impacts, the impact of denial of
service to that area, and the costs of rebuilding or replacement. Over FY2007 and FY2008, a total of $4.2
million has been allocated in BZPP grant funding to mitigate the vulnerabilities identified in the CA Water
System CR. IP will also support the U.S. Coast Guard in their lead role for conducting CRs for liquefied natural
gas (LNG) facilities in the Energy Sector,

IP also offers SD and STAC courses o enhance the awareness and capabilities of State, local and private sector
security partners. SD courses provide guidelines for mitigating risks to CVKR through developing, applying,
and employing protective measures, and the creation of a surveillance detection plan. STAC provides private
sector facility managers, supervisors, and security and safety personnel with a venue to receive and share
haseline terrorism awareness, prevention, and protection Information and is intended 1o erhance individual and
organizational security awareness. To date, IP has conducted 284 STACs across 71 cities and 97 SD Trainings
within a wide variety of locations around the country.
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Question: Has a vulnerability / threat assessment of the subterranean infrastructure or a cost-benefit analysis of
feasibility of securing eritical underground infrastructure? I so, what were the results?

ANSWER: IP has not specifically addressed critical underground infrastructure in a cross-sector report, but
bhas performed asset specific assessments in the following sectors that include significant
subterranean/underground infrastructure: Energy (natural gas transmission pipelines and underground storage
facilities segments), Transportation {mass transit, crude ofl transmission pipelines, and tunnels segments),
Telecommunications (submarine cable landing segment) and Water sectors (water pipelines and covered
reservoirs segments).

Question: What policies, grant guidance, rules or regulations governing subterranean infrastructure protection
has the Department developed?

ANSWER: Currently, the Department of Homeland Security’s (DHS) Office of Infrastructure Protection (IP)
efforts are conducted on a voluntary basis for subterranean infrastructure; which is primarily located within the
Energy, Telecommunications, Transportation, and Water Sectors. DHS/IP does not have the authority to
implement rules or regulations that govern infrastructure protection for subterranean/underground CIKR.
However, DHS/IP, in partnership with FEMA’s Office of Grant Programs, has developed and implemented
grant guidance for the Buffer Zone Protection Program (BZPP) to enhance the security of subterranean
infrastructure. As a result of BZPP vulnerability assessment recommendations, the following equipment has
been authorized for purchase to fill common security gaps. Additionally, as a part of the FY08 BZPP guidance,
FEMA added locking manhole ¢overs to the Authorized Equipment List for BZPP expenditure, making
manhole covers a mandatory mitigation measure for Telecommunications sites.



86

QUESTIONS FOR THE RECORD SUBMITTED BY
CONGRESSMAN JOHN CARTER

National Protection and Programs Directorate
Fiscal Year 2009 Budget Request

Question: (Addressing Robert Jamison, Undersecretary for NPPD) “The Nationat Command and Coordination
Capability (NCCC) is a program which is supposed to develop a robust, enduring, secure, survivable net-centric
communications network, The President’s FY 2009 budget proposes $57 Million for the NCCC. If the
Department were allocated additional funding this fiscal year, would you be able to accelerate and expand the
deployment of this network?

ANSWER: Yes. Additional funds in the current fiscal year would accelerate deployment of the National
Command and Coordination Capability (NCCC) to mobile and fixed State and DHS locations. The [irst step
would be site surveys for installation of NCCC capability at these sites to prepare for deployment.

Cellular Technology

Question: (Addressing Gregory Garcia, Asst. Secretary for Cyber Security and Communications) “We see
evidence that the Government workforce is becoming more mobile: cell phones, PDAs, and laptops.  Plus, faw
enforcement and public safety are working with the Department and FCC to launch a nationwide broadband
cellular network with the new spectrum it will receive in 2009, Cellular networks have distinct advantages and
corresponding vulnerabilities to wired networks, What plans does the Department have to work with the
cellular technology builders and providers to ensure that the cyber initiative properly takes into account the

wireless aspects of modern government networks?”

ANSWER: The Department of Homeland Security, through the National Communications System (NCS), is
currently engaged in the development of Next Generation Network (NGN) Industry Requirements {or National
Security and Emergency Preparedness priority features in the Core and Access portions of the evolving NGN.
NCS relies on the best practices of industry regarding security, as security has always been a prime concern for
our programs. The majority of the domestic cellular industry’s vendors and service providers are actively
participating in this process. The Department intends to continue to work closely with industry to ensure that
security concerns of modern government networks are addressed.

The National Cyber Security Division and the NCS are working to identify the cyber security requirements and
necessary resources. The Department will continue to Took at this fssue with respect to the Cyber Initiative and
will follow up with the Committee in the appropriate setting.
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MR. PRICE’S OPENING STATEMENT

Mr. PrICE. The subcommittee will come to order. Good morning,
everyone. This morning, we are going to resume a discussion,
which we began back on February 14th, when activity on the
House floor required a postponement of our second hearing panel.
We have that second hearing panel here today and augmented to
cover a wider range of topics, as we will see.

Today, we want to welcome Ralph Basham, the Commissioner of
U.S. Customs and Border Protection, to testify on efforts to gain
control of our borders, including airport ports of entry. Seated with
him, a U.S. Border Chief, David Aguilar—oh, he is not here. All
right, I am sorry. I need to read the—the Deputy Chief, Ron
Colburn is here. Mr. Colburn, welcome. We appreciate your pres-
ence. We, also, have the Assistant Commissioner for Air and Ma-
rine, Michael Kostelnik. We have Robert Jacksta, Deputy Assistant
Commissioner for field operations, Greg Giddens, the Executive Di-
rector of the Secure Border Initiative, Robert Mocny, Director of
the US—Visitor and Immigrant Status Indicator Technology, who
will testify about efforts to improve US—VISIT biometric and exit
functions, and Richard Stana, Director for Homeland Security and
Justice Issues with the Government Accountability Office, who will
describe challenges in carrying out DHS’s border security mission.
So, welcome to all of you. We appreciate you being here.

I am sure we agree that we need to move quickly to gain oper-
ational control of all of our borders, north and south, air and sea,
but we must not allow haste to force us into repeating the mistakes
of the past. Whether we are talking about the technology chal-
lenges facing the Project 28 effort in Arizona or decisions about
where to place border fencing, it is important not to just do it, but
to do it right. That is why this committee put language in the fiscal
2008 appropriations bill to require that border security, fencing, in-
frastructure, and technology funding be allocated to the highest
priority needs and be used as efficiently as possible.

(87)
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For fencing, the law requires DHS to back its decisions with de-
tailed evaluations of border security solutions for each segment of
15 miles or less and to compare fencing with alternative ways of
achieving operational control. The law also requires that DHS con-
sult with federal agencies, local officials, law enforcement, and
landowners to gain a complete picture of the true costs and benefits
from proposed border infrastructure projects. Based on testimony
we heard a few weeks ago from border sheriffs and mayors and
landowners, it appears that work remains to be done to satisfy the
consultation requirements that Congress set for the agency. I have
seen the list of outreach events that CBP has provided to our staff.
I will have questions though or do have questions about whether
the kind of consultation that that list represents permits the full
sharing of information that we must have and is conducive to
reaching consensual outcomes where such outcomes are possible.

This committee has acted to plug gaps in border inspection and
enforcement efforts. At the border last year, we heard about CBP’s
problems in recruiting and retaining CBP officers and we decided
to do something about it. So, we included the language in our
House bill to convert CBP officers to law enforcement officer status
and we enhanced that provision in the Omnibus Appropriations
Act. As CBP’s own spokesman said, and I quote, “the 2008 Omni-
bus Act appropriately recognized CBP officers for what they do,
protecting America’s people and enforcing its laws.” Yet, the Presi-
dent’s budget proposes to reverse this gain by repealing and
defunding the conversions. We are going to want to talk about that
this morning.

The 2008 Appropriations Act also increased airport staffing for
model ports of entry and condition western hemisphere travel ini-
tiative funding on performance of pilot efforts to ensure the most
effective implementation of a new document policy. And since we
need to know who enters and remains and departs from our coun-
try, the 2008 Appropriations Act funded US-VISIT biometric ca-
pacity upgrades and a kick start for a practical exit solution contin-
gent on getting a sensible plan. Commissioner Basham and Direc-
tor Mocny, I look forward to learning how you are implementing
the requirements contained in the fiscal 2008 Appropriations Act.

Now let me quickly make some observations about the 2009 re-
quest. CBP’s discretionary request is less than one percent over
2008 funding. Within that is %7 75 million to fund border security
fencing, infrastructure, and technology, $450 million below fiscal
2008. This would bring total funding to $3.5 billion.

The Border Patrol would grow under this request to exceed
20,000 agents, more than double the fiscal 2001 onboard number.
However, the number of Border Patrol agents on the northern bor-
der actually fell in 2006 and has not kept up with requirements to
the law. Funding for air and marine programs would fall seven per-
cent, to $528 million under the proposed budget, although air and
marine fleet is being modernized and its mission has grown, as the
need to protect our northern border has been recognized.

Secretary Chertoff, in a New York Daily News interview last
month, said he frets over Europe and Canada more than Mexico.
He is quoted as saying that more than a dozen people linked to Al
Qaeda, Hezbollah, and other extremist groups have tried to enter
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the U.S. through ports of entry on the northern border, while there
have been almost no such attempts at U.S.-Mexico checkpoints. So,
we need to question why the department’s northern border efforts
and the budget before us do not reflect fully the Secretary’s under-
standing.

In addition, we should not forget that most cargo, persons, and
contraband and enter and leave this country through its ports of
entry, not in between them. In addition to the proposed repeal of
the CBP’s law enforcement officer conversion, funding to support
overall CBP efforts at ports of entry is flat in the 2009 request.

The US-VISIT request includes $55.5 million, 300 percent over
fiscal 2008, to complete a biometric exit solution at air and seaports
of entry. Seven years after the events of 9/11 and after appro-
priaﬁing 2.2 billion dollars, we expect to see exit solutions that will
work.

To summarize, Mr. Commissioner, Director Mocny, we want to
know how you will achieve all of the objectives that Congress has
set before you, how will you secure our land borders, consult effec-
tively with those who live on our border, and, in particular, how
will you do that with an essentially flat budget. So, we look for-
ward to our discussion this morning and a lively discussion of the
efforts to secure our borders.

Let me turn now to our distinguished ranking member. We are
also glad to have the ranking member for the full committee here.
We would be happy to welcome his comments, as well. Mr. Rogers.

MR. ROGERS’ OPENING STATEMENT

Mr. ROGERS. Thank you, Mr. Chairman. Commissioner Basham,
Deputy Chief, others from CBP, Director Mocny, we are going to
secure our borders and end illegal immigration. Those are goals
that are not negotiable, goals that I know you are striving to
achieve. And that is the first thing I want to make abundantly
clear today, we are going to close the border. We have given you
money. We have given you direction. We have heard complaints.
We have listened to all sides. It is time to move.

Over the last week, a lot has been said about SBI NET and
Project 28, words like failure, delay, cost overruns. Those have
been the norm in describing these latest challenges. This hearing
is obviously timely and gives each one of you an opportunity to
present your case to the American public and to Congress.

While we have always understood P-28 to be a prototype from
which the larger SBI NET solution would be devised, I find much
of what I have been hearing and reading lately to be troubling, to
say the very least. So, today I am interested in getting the full un-
varnished story. We are going to insist that we be frank and full
in this discussion, lay it on the table. Too much is at stake. Too
much progress has been made to allow technical glitches to derail
our goals of controlling the border and developing a viable immi-
gration system. Getting clears answers now will help restore con-
fidence that our government is up to this vital mission.

Since November of 2005 and the launch of the Secure Border Ini-
tiative, this subcommittee has been your partner and your ally in
what has been an unprecedented influx of resources toward the se-
curity of our borders. And thanks to billions of dollars in appropria-
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tions, considerable legislative oversight, and other noteworthy ef-
forts, substantial progress has indeed been made. And I think we
need to dwell upon that. Last year, CBP bought 141 southwest bor-
der miles under effective control, bringing the total number of
southwest border miles under effective control to 498. That in-
cludes the deployment of over 154 miles of primary fence and over
109 miles of vehicle fence, well on the way to the goal of completing
some 670 miles of fencing along the southwest border by the end
of this calendar year.

Along the northern border, CBP has enhanced physical infra-
structure by establishing four air wings and is planning for a fifth.
Significant workforce enhancements have been made, including de-
ploying nearly 2,500 additional CBP officers and agriculture spe-
cialists to our ports of entry and bringing the Border Patrol up to
almost 15,000 agents. By the end of 2008, another 3,300 Border Pa-
trol agents will be deployed, well on the way of doubling the size
of the pre-9/11 Border Patrol by the end of this administration.

Apprehensions are way down, a solid indicator that our efforts
thus far are working as intended. In 2007, Border Patrol reduced
illegal alien apprehensions by 20 percent below 2006 levels, with
especially notable apprehension reductions in the Yuma, Arizona
sector by 68 percent, Del Rio, Texas by 46 percent. And finally, the
significance of maintaining catch and return cannot be overstated.
This accomplishment, alone, speaks volumes about how far we
have come. But, the strategy of enhanced personnel and physical
infrastructure have always been predicated upon also imple-
menting the modern technology that effectively links it all together,
thereby making the system far greater than the sum of its parts.

You may recall that in our first hearing on SBI just over two
years ago, I asked whether SBI was for real or if it was just an-
other acronym for failure, after we had endeared several serious
missteps with ill-fated technology investments by the Border Patrol
in the past. So, what I want to know today is simple. Now that you
accepted P-28, what are you prepared to do now? What are we
buying with SBI NET? When will we secure the border? How much
is it going to cost? Difficult, but not complex questions to answer,
answers this subcommittee expects and demands today, as we have
in the past, but now we are getting ready to get with it.

Gentlemen, we have appropriated over $2.7 billion toward border
security fencing, infrastructure, technology, since 2006, and you are
requesting another $775 million for this effort in fiscal 2009. We
need to know how this moves this ball toward securing the border
and when we can expect it. Now, I realize the enormity of this chal-
lenge, but to Commissioner Basham and those of you from CBP, I
say the time is now. There are no more excuses. You got the
money, you got the personnel, you got the equipment, you got the
gear, and you got the support of this subcommittee. So, it is no
more excuses. We all know the stakes. You know our expectations.
It is time to succeed where others have failed and provide the bor-
der security that this great nation both needs and deserves.

Thank you, Mr. Chairman.

Mr. Prick. Thank you, Mr. Rogers. Mr. Lewis.
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MR. LEWIS’ OPENING STATEMENT

Mr. LEwis. Thank you, very much, Chairman Price. I appreciate
both you and my colleague Hal Rogers allowing me to come and
spend a little bit of time here. Frankly, there is plenty to do around
here in the full committee. We have 22 hearings of subcommittees
yesterday and today. But, in the meantime, of late, most of us on
this panel have spent some energy communicating with our own
constituencies, various mechanisms, whereby you can hear from
the folks. I must tell you that there is not an issue across the coun-
try that impacts my constituency more than this issue.

Commissioner Basham, I am not one of those members of Con-
gress, who automatically believes that we are going to solve all of
these kinds of problems by simply building a wall all the way
around the country. Having said that, my constituency does not
agree with that. They would essentially build a very high wall that
would allow nobody to penetrate. Between now and then, however,
I think you should know that they are not really aware of the
amount of money that Congress has spent and provided for the
work of your leadership relative to controlling the border. Some 34
billion dollars over the last four years is a lot of money when you
consider who makes the responsibilities around here. The reality
that my constituents think we should be taking other steps has
caused me to be a supporter of funding a border fence.

But having said that, I believe there is much more to it than sim-
ply a wall. The most frustrating comment I would have to express
today is that the virtual fence, that is the application of very fine
and high in number personnel, along with other technology, it
would appear still has many a hole and we have a lot of work to
do together to make certain that we respond to the public’s demand
and, at the same time, recognize that all of America has a future
in the world by working together.

Let me round out my comments saying, as we control the border
and secure, especially the southern border, that is the short-term
consideration, in my view. The longer term is to recognize that
starting in Argentina, going up through Chile and Ecuador, in
Mexico, Canada, United States, as a unit, we have a major task to
compete in the world, as the years go forward. Europe is going to
come together. China and India are coming along in a much broad-
er sense. Unless we can respond to the people’s demand that we
stop illegal immigration now and, at the same time, look at that
longer-term reality, that we are going to miss really a very impor-
tant American opportunity.

I wanted to come and share with you that mixed view of this
member of the appropriations committee and, Mr. Chairman, I ap-
preciate your letting me express that.

Mr. PriCE. Thank you, very much, Mr. Lewis. We are very glad
to have you here. Mr. Basham, we would like to ask you now to
begin. We will have oral statements this morning for Mr. Basham,
Mr. Mocny, and Mr. Stana. We will ask each of you to summarize
your remarks in five or six minutes with an oral statement and
then we will put the full text of the statement in the record. But,
this will let us proceed to a discussion. So, Mr. Basham, we will
begin with you. We welcome you to the committee.
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STATEMENT OF MR. W. RALPH BAsHAM, COMMISSIONER, U.S.
CUSTOMS AND BORDER PROTECTION

Mr. BAsHAM. Thank you, Mr. Chairman, and thank you ranking
member Rogers. I do appreciate the opportunity to discuss with you
today the present 2009 budget request for U.S. Customs and Bor-
der Protection and talk about the tremendous work the men and
women of CBP are performing to secure our country’s borders and
at the same time, keep them open to legitimate trade and travel.
I want to begin by thanking you for the strong support that this
committee has given to our agency, support which has contributed
greatly to our success over this past year.

I know that support is recognized in the field. The front line CBP
officers I speak to are grateful for the attention you have paid in
the last year to issue like retirement coverage and port of entry fa-
cilities. The President’s 2009 budget request will allow CBP to con-
tinue to deploy the mix of additional personnel, infrastructure, and
technology that is needed, as we continue to make progress in se-
curing our borders.

CBP continues to increase our manpower at the borders. We cur-
rently have over 18,000 CBP officers stationed at our air, land, and
seaports, to process over 1.1 million people and over 70,000 cargo
containers each day. We have over 15,500 Border Patrol agents be-
tween our ports of entry to watch over the thousands of miles of
U.S. borders. Our air and marine officers, agricultural specialists,
and other professionals also perform invaluable parts of our mis-
sion. The President’s budget will bring our Border Patrol agents
strength up to more than 20,000 by the end of next year, which,
as Congressman Rogers mentioned, will double the Border Patrol
force since 2001. The budget also requests 212 additional CBP offi-
cers at our official ports of entry.

As our ranks grow, one of my top priorities is to maintain the
highest integrity among our workforce. And I thank the committee
for voting to fund the hiring of the internal officer agents last year
and this year I would appreciate your continued support for the
President’s budget request of 25 additional agents. And while the
greatest number of new Border Patrol hires will be stationed on
the southern border, we have not turned our back on the northern
border. By September, we expect to have 1,500 Border Patrol
agents and more than 2,000 by the end of 2010 on the northern
border. For comparison, this represents a 500 percent increase over
the pre-9/11 level of 340 agents.

We are also expanding our air and marine operations there. By
this summer, we will have the fifth of our five air wings oper-
ational in the States of Washington, New York, Montana, North
Dakota, and Michigan. We, also, plan to deploy our predator, UAS
Operations, and an additional SBI NET technology demonstration
on the northern border this year.

We need to modernize and, in some cases, expand our facilities
to accommodate our new agents, officers, pilots, and new tech-
nologies. Upgraded infrastructure is critical not only to security,
but to facilitate the flow of legitimate trade and travel through our
ports. Where operationally needed, we also must continue deploy-
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ing tactical infrastructure in the form of fences, barriers, roads,
and lighting, that act as force multipliers.

Our agents and officers are the nation’s most important asset in
securing the borders, but they cannot do it alone. CBP has been de-
ploying and continue to deploy technology tools for our front-line
personnel. Alot has been written about P-28 and our plans to de-
ploy further technology recently, much of it inaccurate. It is impor-
tant to clarify today that P-28 and the integrated SBI system is
only a piece of our efforts to deploy technology tools. As you know,
those tools include mobile surveillance systems, unmanned aerial
systems, automated targeting systems, high-powered x-rays, radi-
ation detection equipment, and much more. P-28 was Boeing’s ini-
tial fixed-price prototype demonstration and was designed to be
something we could test, evaluate, and learn from. We identified
technical deficiencies and Boeing fixed the majority of those defi-
ciencies at its own cost. P-28 has accomplished our objectives and
on February 21, 2008, we took final acceptance. Today, P-28 is a
system that provides operational technology in an area that did not
have those resources and has increased our effectiveness in the
area, as a result.

Unfortunately, this initial proof of concept and the overall SBI
NET system approach came to be confused with one another. We
have the confidence that a version of this type of integrated solu-
tion can be used in other selected border locations and we are mov-
ing forward to deliver that capacity.

The efforts of CBP and your continued support are making an
impact. Apprehensions by Border Patrol in the southwest border
continue to trend downward at the 20 percent range. Our success
is putting pressure on smugglers of illegal aliens and drugs. They,
in turn, are becoming frustrated and, unfortunately, more violent.
Since 2001, the number of assaults on Border Patrol agents has tri-
pled. Traffickers are changing their routes and methods of smug-
gling. Off the coast of Guatemala our CBP air P-3s discovered a
submersible ship loaded with five tons of cocaine, the latest exam-
ple. The bad guys will adapt and we must also adapt.

Mr. Chairman, what I mention is a small part of a much greater
effort. Every day, the men and women of CBP carry out a difficult
and often dangerous mission. And as you have said, Mr. Chairman,
I do apologize that I have to leave at 11:45 to attend a session with
the President and the Secretary on the anniversary of DHS’s cre-
ation. But, again, I do want to thank you for all of the support you
have provided and now I will be happy to answer any questions
you may have. Thank you, Mr. Chairman.

[The information follows:]
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Chairman Price, Ranking Member Rogers, Members of the Subcommittee, it is a
privilege and an honor to appear before you today to discuss the work of U.S. Customs
and Border Protection (CBP), specifically the tremendous dedication of our men and
women in the field both at and between our ports of entry.

I want to begin by expressing my gratitude to the Committee for the strong
support you provided for important initiatives implemented by CBP last year. Your
support has enabled CBP to make significant progress in securing our borders and
protecting our nation against the terrorist threat. As the Commissioner of CBP, I look
forward to working with you to build on these successes.

My testimony today focuses on land border enforcement, how the men and
women on the front lines accomplish the goal of achieving control of our borders
between the official ports of entry. I will also discuss our efforts to facilitate legitimate
travel at our ports of entry. By way of background, CBP employs highly trained and
professional personnel, resources, and law enforcement authorities to discharge our
mission of enforcing the laws of the United States at our borders . This important work is
primarily done at official ports of entry where legal goods and people are admitted into
the U.S. and at the land borders between those ports of entry. CBP is the largest
uniformed law enforcement agency in the country. We station 18,000 officers at access
points around the nation - air, land, and sea ports. And we deploy over 15,000 Border
Patrol agents between ports of entry to prevent illegal entry. These forces are
supplemented with Air and Marine officers, agricultural specialists and other
professionals.

As we work toward gaining control of our borders, we must also continue to
perform our traditional missions, which include stemming the flow of illegal drugs and
contraband, protecting our agricultural and economic interests from harmful pests and
diseases, protecting American businesses from theft of their intellectual property,
violations of textile agreements, import safety violations, the economy from monopolistic
practices, regulating and facilitating international trade, collecting import duties, and
enforcing United States trade laws. In FY 2007, CBP processed more than 414 million
pedestrians and passengers, 124 million conveyances, 30 million trade entries, examined
5.6 million sea, rail, and truck containers, intercepted 877 thousand illegal aliens between
our ports of entry, and seized more than 3 million pounds of narcotics.

My testimony will also discuss the CBP Fiscal Year 2009 budget request, which
totals $9.49 billion in appropriated resources. This represents an increase of $1.6 billion,
a 20 percent increase over Fiscal Year 2008. This increase is critical to help CBP to
fulfill its priority mission. We must perform our important security and trade
enforcement work without stifling the flow of legitimate trade and travel that is so
important to our nation’s economy. These are our “twin goals™: border security and
facilitation of legitimate trade and travel.
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Fiscal Year 2009 Budget Request

Mr. Chairman, while my testimony will focus on land border enforcement and
facilitation of travel, I would also like to highlight the program increases in the CBP
Fiscal Year 2009 budget request:

$442 million for 2,200 new Border Patrol agents to gain and maintain control of
the Nation’s border. This funding will also provide for 441 operational/mission
support personnel to allow agents to perform enforcement functions and allow for
the relocation of experienced supervisors and agents to needed locations. The
funding also provides for the necessary training to support replacement vehicles,
additional instructors, support staff, and equipment.

$775 million for Secure Border Initiative (SBI) programs that will allow us to
develop and deploy planned tower sites, communications and C3I for the Arizona
and Fl Paso sectors, construct communications relay sites, purchase long lead
items such as cameras, radars, and towers, and to construct access roads needed to
prepare sites, deploy towers and tower technology and communications systems.
This funding will also continue the integrated transportation program needed for
detainee transportation.

$4 million for an additional 24 CBP Air Interdiction Agents for Unmanned
Aircraft Systems that will be operational by fiscal year 2009 and an additional
$20 million to continue the execution of the Air and Marine National Strategic
Plan.

$107 million for the implementation of the Western Hemisphere Travel Initiative
(WHTI). This funding will complete the roll-out of Radio Frequency
1dentification (RFID) infrastructure and technology in support of WHTT to cover
95 percent of land border traffic at the top 39 Ports of Entry.

$25 million to hire 212 CBP Officers and 22 support positions to provide an
increased capability to identify and address potential threats or harmful weapons
at land border Ports of Entry on our borders with Mexico and Canada.

$35.5 million for 238 new CBP Officers to support the deployment and operation
of Radiation Portal Monitors at our seaports allowing CBP to conduct radiological
scanning of arriving seaborne cargo and providing funding for the operation and
maintenance of RPMs.

$10 million to replace obsolete Non-Intrusive Imaging Systems (NII) used to
inspect small-targeted cargo without the need for an intrusive manual search; an
essential aspect of CBP’s layered enforcement strategy.

$62.8 million to fund operations and maintenance required to sustain the US-
VISIT systems. US-VISIT is critical in securing entry into the U.S. at the ports of
entry and provide exit and entry information.

$25 million for modemizing TECS, the primary subject record “watch list”
database for DHS used for the biographic vetting of people entering the U.S. at
ports of entry.

$10 million for Terrorism Prevention Systems Enhancements (TPSE) that will
provide 24/7 systems availability, network redundancy and monitoring in the
passenger environment. This funding will also sustain infrastructure investments
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made to improve communications, power distribution, networking, and computer
capability to support worldwide screening operations.

e $5 million to implement targeting methodology improvements in our Automated
Targeting System for passengers that will enhance services in the field,
accommodate increased volume of passengers and vehicles and incorporate
intelligence information and techniques to allow officers to focus their efforts on
passengers that warrant further attention.

o $160 million for new and expanded permanent facilities to accommodate current
and increased Border Patrol Agent presence on both the Northern and Southwest
Borders and to renovate CBP-owned land port of entry inspection facilities.
$24 million for the CBP Intelligence Program.
$5.3 million for 24 investigators and 5 support staff to provide a strong internal
affairs capability to ensure proper conduct and integrity oversight.

e $1 million for additional staffing for CBP’s Regulatory Program.

Many of these program increases directly impact border security and I would like to
begin by updating the Subcommittee on our continuing progress in securing our borders
between the ports of entry.

Border Security Between the Ports of Entry

A national strategy to establish and maintain effective control of our Nation’s borders
has been brought to fruition. This strategy consists of five objectives: 1) Establish
substantial probability of apprehending terrorists attempting to illegally enter between
ports of entry; 2) Deter illegal entries through improved enforcement; 3) Detect,
apprehend, and deter smugglers of humans, drugs and other contraband; 4) Leverage
“Smart Border” technology to multiply the effect of enforcement personnel, and 5)
Reduce crime in border communities and consequently improve quality of life and
economic vitality of targeted areas. The national strategy requires increasing our national
security by augmenting enforcement resources along the northern and southern border.
The proper balance in the deployment of personnel, equipment, intelligence, support,
technology, and infrastructure is critical. Reducing our vulnerability to the entry of
terrorists, illegal aliens and drugs by increasing personnel and resources, is the key to the
successful implementation of this strategy.

CBP has requested an additional 2,200 new Border Patrol agent positions in Fiscal
Year 2009. These additional agents are part of the incremental resource increases
required to support the national sirategy to gain effective control of the border. CBP will
have over 20,000 Border Patrol agents by the end of September 2009 — more than double
the workforce in 2001. I believe that our plan to add these additional Border Patrol
agents in FY 2009 will be a significant step toward establishing a highly effective border
security workforce.

CBP’s approach to border security strikes a balance among the factors that contribute
to our success. Those factors include personnel and force multiplier tools such as
fencing, the use of intelligence, other tactical infrastructure, technology, and air assets.
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Personnel alone, without those force multipliers, are less effective and efficient than they
are with those tools.

The mission success of these additional Border Patrol agents is predicated on CBP
also receiving additional technological and tactical infrastructure resources to
complement the increase in agents. The technology (sensors, cameras, communication
equipment, etc.) and tactical infrastructure (fencing, roads, and vehicle barriers) funded in
the budget request act as force multipliers.

With the continued growth of the Border Patrol, the CBP Construction Program
addresses requirements on the northern and southern borders for new and enhanced
facilities to fulfill immediate operational needs, to accommodate increasing capacity
demands associated with new agent, officer, pilot, and asset deployments, to modify or
correct deficiencies within exiting structures, and to replace temporary structures with
permanent solutions. Stations and sector facilities are critical to Border Patrol operations,
in that they provide logistical support to the field agents, supplying strategically-located
bases to improve mobility and promote maximum patrol time. Air and Marine facilities
are critical to the protection of aviation and marine fleets, which allow for swift and
integrated detection and interdiction efforts. The Construction Program directly supports
the National Border Patrol Strategy as well as the Air and Marine Strategic Plan and it
supports modernization of the facility requirements for officers at CBP-owned land
border ports of entry.

DHS has made significant progress in securing our borders between the ports of
entry. Today, 100 percent of Other Than Mexican (OTM) aliens apprehended along the
southwest and northern borders that were subject to detention pending removal and were
otherwise ineligible for release from custody under U.S. immigration law were detained.
This is a stark contrast to 2005, when only 34 percent were detained. The success of this
effort has been primarily based on DHS enhancements in additional bed space and the
streamlined process for removal of aliens, or “Expedited Removal”.

CBP has recently reorganized our intelligence and operations coordination functions
to support our mission set and ensure our operators have timely access to relevant
intelligence reporting that can be utilized to drive effective operations. One of my top
priorities is to ensure that CBP is an intelligence driven organization. The intelligence
initiatives outlined in the budget request, coupled with other ongoing and planned
intelligence initiatives, will enable CBP to achieve this priority objective. The stand up
of a 24 x 7 CBP National Intelligence Watch will ensure that the increasing volume of
reporting will be analyzed, compiled, and disseminated to CBP enforcement offices in a
timely manner, allowing perishable intelligence to be analyzed while it is most
actionable. This will improve our ability to secure our borders by allowing officers and
agents in the field to work with the most current intelligence information available,
regardless of the time at which the intelligence is received.

Another critical component of the budget request is the funding needed to continue
the growth of an anti-corruption program that ensures the identification and mitigation or
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elimination of vulnerabilities in the workforce. By Fiscal Year 2009, CBP will have a
workforce of over 54,000, with frontline personnel conducting a mission that is
vulnerable to corruption. Promoting the integrity of the CBP workforce is one of my
highest priorities and with the alignment of an investigative function within CBP,
efficiencies will continue to be realized by conducting investigations in closer
cooperation with the operational management. Creating and continuing a strong anti-
corruption program provides CBP management the visibility to address corruption and
serious misconduct matters as they occur, strengthens the employee base and integrity
assurance, and ensures that allegations are investigated thoroughly, objectively and
timely by CBP investigators.

The budget request provides continued funding for the Secure Border Initiative (SBI)
and reflects our desire to research, develop and install a technology and tactical
infrastructure solution enabling a more effective and efficient method for controlling
border security. The initial focus of SBInet technology and tactical infrastructure has
been on the southwest land border sectors between the official ports of entry where there
are serious vulnerabilities to border security. The budget request continues securing the
southwest border while building towards a common operating picture (COP) for the
southwest border within a command center environment and which will provide data to.
all Department of Homeland Security (DHS) agencies and strive for interoperability with
stakeholders external to DHS.

The initial development and deployment of the COP is ongoing and builds upon our
experience with Project 28. The COP we desire will enable users to make sound tactical,
operational and strategic decisions; quickly inform CBP and other DHS components of
strategic implications of mission success; rapidly exchange strategic, operational, and
tactical information with supporting commands and interagency organizations;
effectively plan, execute, and evaluate multiple mission events; and effectively interface
with DHS partners to satisfy mission requirements.

The SBlnet Tactical Infrastructure program is completing 370 miles of pedestrian
fencing and 300 miles of vehicle fencing along the southwest border sectors by the end of
calendar year 2008. This provides physical infrastructure to areas along the border where
such infrastructure can be most effective, giving the Border Patrol flexibility to adjust
their focus to other areas of need. To date, 168 miles of primary pedestrian fencing have
been built and 135 miles of vehicle barriers are now in place.

We know these efforts to secure our borders are showing effectiveness.
Apprehensions on the southwest border are down approximately 20 percent from the
previous year. One important, if troubling, measure is the current trend in border
violence. As we make progress in stemming the flow of illegal aliens, drugs and
contraband, those who traffic in this illegal activity are becoming more aggressive in their
efforts. Border Patrol has experienced a consistent increase in violence against agents.
Fiscal Year 2007 saw the number of incidents of violence increase to the highest levels
recorded since 2001. In the first quarter of Fiscal Year 2008, 300 assaults were
perpetrated against Border Patrol agents, accounting for a 44 percent increase in violence
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over the same period in Fiscal Year 2007. We are extremely concerned about this
persistently high level of attacks.

While much of our initial focus of is on the southwest border, DHS and CBP have
taken many steps to improve security on the northern border. Additional Border Patrol
agents have been deployed from the southwest border to the northern border with 1,500
expected by September 2009 and more than 2000 agents by 2010. Prior to September
11, 2001 the northern border was staffed with only 340 Border Patrol agents. We
conduct joint operations with the Joint Task Force — North (JTF-N), continue pilot
maritime technology projects incorporating ground based radar and proof of concept
multi-sensor systems, and seek increased liaisons with our Canadian partners through
Project North Star and the Integrated Border Enforcement Teams (IBET). In addition,
CBP is expanding Air and Marine operations on the northern border, including the
deployment of Unmanned Aircraft Systems such as the Predator.

To address known as well as potential threats at the northern border, we are creating a
stronger, more proactive presence at and between ports of entry. Eight Border Patrol
sectors encompassing 12 states stretch from the Pacific, across the Rocky Mountains,
Great Plains, the Great Lakes, to the Atlantic. To best support our efforts, CBP Air and
Marine has developed a plan to increase security along the northern border through the
accelerated start up of operations at five locations. By spring of 2008, Air and Marine
will have established the following five air wings on the northern border: Bellingham,
Washington, Plattsburgh, New York, Great Falls, Montana, Grand Forks, North Dakota,
and Detroit, Michigan. Northern border locations were selected to provide an
interdiction/law enforcement response within one hour flight time. In addition, the North
Dakota Air Branch in Grand Forks was chosen to provide a strategic, centrally located air
branch at the northern border that will have an expanded role, and is currently under
review to certify its operational readiness as a hub for Unmanned Aircraft Systems
operations.

A key component of the partnership efforts among law enforcement entities on the
northern border is the IBET. The mission of IBET is to enhance border integrity and
security by identifying, investigating and interdicting persons or organizations that pose a
threat to national security or are engaged in other organized criminal activity. IBET’s
incorporate a mobile response capability and consists of six core Canadian and U.S.
agencies with law enforcement responsibilities at the border.

Finally, in early 2007 with Congressional direction, CBP redirected a portion of the
SBlnet focus to the northern border, specifically in the Detroit, Michigan area. We have
initiated a demonstration project utilizing at least $20 million from Fiscal Year 2007
funds to begin addressing northern border vulnerabilities using different technologies.

Travel Facilitation af the Ports of Entry

CBP welcomes more than 400 million travelers into the United States annually.
While security will always be CBP’s primary mission — and is key to maintaining
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travelers’ confidence — we strive to make the process of entering the U.S. more
streamlined, user-friendly and understandable.

CBP has worked very hard to improve our process for clearing and welcoming
travelers into our country. In April of 2007 we launched the nation’s first “Model Ports”
at George Bush Houston Intercontinental and at Washington Dulles International airports.
Improved signage, multi-lingual explanatory videos and modernized procedures ease the
process of arriving in the U.S. Both Houston and Dulles were chosen as initial model.
ports because they represent key gateway locations in the U.S. as major international
hubs, as well as their unique infrastructure challenges and opportunities. In fiscal years
2008 and 2009, the Model Ports Program will expand to a total of 20 airports and add 200
CBP officers. We believe this program helps to send the message that America remains a
warm, welcoming nation.

While CBP seeks programs and improves processes to make international travel more
welcoming, security will always be CBP’s primary mission. An important aspect of that
mission involves extending security beyond our physical borders. The Immigration
Advisory Program (IAP) is an important element in this strategy, enhancing security by
preventing terrorists and other high-risk passengers from boarding aircraft destined for
the United States. The goal of the IAP is to protect air travel and improve national
security by reducing suspected overseas threats prior to a flight’s departure, thereby
avoiding delaying, cancelling, or diverting flights. Small CBP officer teams are deployed
to work with foreign law enforcement and air carriers at key airports in host countries.
The IAP program maintains deployment at seven foreign locations, adding a layer of
enforcement and strengthening foreign partnerships while also providing financial
savings for the U.S. Government and air carriers.

One important aspect of facilitating legitimate travel involves reducing wait times for
travelers at our airports and land border ports of entry. CBP’s land border ports of entry
processed just under 300 million people in 2007, spending an average of only 45-60
seconds with each person at the primary inspection booth. This process yielded
approximately 20,000 arrests in fiscal year 2007. CBP created a Wait Time Advisory
Committee that developed recommendations to address issues such as wait time
measurement standards, processing times, facilities, staffing and community outreach.
CBP facilities house operations today that were designed to accomplish missions from
decades before and capacity is often exceeded. We continue to work with the General
Services Administration (GSA) and local, state, and regional stakeholders to expand and
upgrade port of entry sites and infrastructure to streamline processing times and better
facilitate throughput. Our Trusted Traveler programs, including SENTRI, NEXUS and
FAST, are being streamlined to increase enrollment among frequent travelers.

The Western Hemisphere Travel Initiative (WHTI) will ensure that travelers possess
standardized, secure documents to allow CBP to quickly and accurately identify a
traveler and their citizenship while shortening the inspection process. With funds
requested in Fiscal Year 2009, CBP will complete the deployment of the radio-frequency
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identification (RFID) sensor and license plate reader technologies started in 2008 and add
89 new CBP Officers at our land border ports of entry.

CBP’s Office of Field Operations (OFO) uses the Workload Staffing Model (WSM)
to assist in requesting resources and aligning staffing levels at our ports of entry. The
‘WSM was developed for CBP Officers and Agriculture Specialists focusing on all
aspects of CBP processing for passengers and cargo in the air, land and sea environments.
The model assesses staffing needs based on workload, processing times, complexity and
threat levels, and provides an optimal level of staffing for each port of entry. The model
is a decision support tool and is used as a guide in the allocation of available resources
while also relying on the judgment of experienced managers when making decisions on
allocation of staff.

Conclusion

Mr. Chairman, Members of the Subcommittee, I have outlined several initiatives
today that, with your assistance, will help CBP continue to protect America from the
terrorist threat while fulfilling our other important traditional missions. While these
initiatives are by no means the sum total of CBP’s work between the ports of entry on
either border, I believe they highlight the significant accomplishments and ongoing work
of our men and women on the front lines and provide a strong foundation for ensuring the
proper balance in reducing our vulnerability to the entry of terrorists, illegal aliens and
drugs.

Thank you again for this opportunity to testify. I will be happy to answer any of
your questions.
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Mr. PriCE. Thank you, Commissioner. We will now turn to Mr.
Mocny.

STATEMENT OF MR. ROBERT A. MOCNY, DIRECTOR, US-VISIT
PROGRAM, NATIONAL PROTECTION AND PROGRAMS DIRECTORATE

Mr. MocNY. Chairman Price, ranking member Rogers and to the
members of this committee, I am honored to join Commissioner
Basham and my colleagues from DHS to discuss some of the de-
partment’s priorities for enhancing border security. I am also
[élg&(l)sed to be joined here again with Mr. Richard Stana from the

In today’s world, border security no longer refers to the thou-
sands of miles between us and our neighbors. We live in a global
era of travel and trade that requires advanced methods to protect
against the increasing sophistication of criminals, terrorists, and
other dangerous people, who are determined to circumvent our se-
curity measures. US-VISIT addresses this challenge by ensuring
that front-line decision makers, CBP officers, and consular officers
have comprehensive, reliable information about the people they en-
counter when and where they need them.

Today, because of your support, we have capabilities that simply
did not exist five years ago. Five years ago, our immigration and
border management system had disparate information systems
that lacked coordination. Today, US-VISIT is helping unify these
systems, providing a single source for biometric-based information
on criminals, immigration violators, and known or suspected terror-
ists. Every day, 30,000 authorized federal, state, and local govern-
ment agency users can query US-VISIT’s data, in order to help
identify, mitigate, and eliminate security risks. Five years ago, we
relied on travel documents that could be easily forged to mask an
international traveler’s identities. Today, using biometrics virtually
eliminates passport and visa fraud. We, also, helped to develop
what is now known as the e-passport, which dramatically improves
the security of a travel document. Five years ago, ICE lacked time-
ly and accurate information about visa overstays. Today, US-VISIT
provides more than 250 credible leads each week to ICE, enabling
them to better enforce our immigration laws. And five years ago,
we were alone in using biometric for information and border patrol.
Today, Japan, the U.K., the European Union, Canada, and other
countries are either using the US—VISIT model or have plans to do
so in the near future.

Every day, US-VISIT is making our border security efforts more
collaborative, more streamlined, and more effective. In fiscal year
2009, we are building on these capabilities to ensure our nation re-
mains safe from dangerous people. Our first priority will be to com-
plete the deployment of the 10 fingerprint collection capabilities at
all U.S. ports of entry by December of 2008, because it enhances
our ability to keep dangerous people out of the country. This up-
grade will give us the ability to check visitor’s fingerprints against
additional full and partial fingerprints that have been collected at
crime scenes and locations where terrorists are known to operate.
At the same time, this upgrade will provide faster and more accu-
rate results, making the process more efficient for legitimate trav-
elers. All 220 State Department visa issuing posts and 10 U.S. air-
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ports already have this capability. We are on schedule to complete
deployment nationwide by the end of this year.

In 2009, US-VISIT will continue its efforts to make US-VISIT’s
IDENT, a fingerprint database, interoperable with the FBI's IAFIS
fingerprint database. The successful work already completed is
showing dramatic results. Continuous effort is a priority in order
to provide decision makers with more comprehensive information
about the people they encounter. And in fiscal year 2009, US—
VISIT will begin deploying biometric exit procedures. We under-
stand that this is one of the committee’s primary concerns for US-
VISIT and we are aggressively approaching this initiative.

DHS intends to propose a rule that outlines our plans for these
procedures at airports and seaports. We anticipate that the proce-
dures will require the active participation of the airlines and the
cruise lines. Deploying biometric exit procedure to land border
ports of entry poses a greater challenge. US-VISIT is currently
analyzing these challenges and will submit a written recommenda-
tion to DHS by the end of 2008, outlining a path forward to com-
plete this priority. Once a land border solution is agreed upon, we
expect to deploy in phases that address the different modes of
transportation, starting with pedestrian, and later moving to vehi-
cles, as technology improves.

The backbone of all of these initiatives is our ability to manage
and process data effectively, with 10 fingerprint collection, IDENT-
TAFIS interoperability and biometric exit procedures all coming on
line in fiscal year 2009. The volume of data we are processing is
dramatically increasing. At the same time, there is a growing user
demand on the IDENT database. By increasing our investment in
operations and maintenance, we will maintain our ability to pro-
vide accurate, comprehensive, and timely data to front-line decision
makers.

Mr. Chairman, it is clear to me that Commissioner Basham and
I are here together, because you see the work that we do as inex-
tricably linked. I would agree. But, I would also say that US-VISIT
program is linked to others in DHS and to other federal and state
and local law enforcement entities. As an identity management
service provider government-wide, US—VISIT has become a point of
integration, eliminating inefficiencies created by the stove pipes
that were once a U.S. Government fixture. US-VISIT is a cross
government, cross department tool that is most effective when it
collaborates with its federal partners. We are committed to this ap-
proach and see such inter-governmental collaboration at the heart
of our future successes, as we take on the increased demand for our
services and meet our remaining challenges to close the door on
visa overstays with the deployment of biometric exit procedures.
The challenges we face are great, but our determination and our
measured, deliberate approach assures success.

I thank you for your continued support. I look forward to ad-
dressing the committee’s questions.

[The information follows:]
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Chairman Price, Ranking Member Rogers, and other distinguished Members, it is a pleasure to
appear before you today to discuss how the United States Visitor and Immigrant Status Indicator
Technology (US-VISIT) Program will continue to enhance our Nation’s security in Fiscal Year
(FY) 2009.

The US-VISIT Program

The US-VISIT Program was originally created as a critical component of the Department of
Homeland Security’s (DHS) strategy to prevent those who present a threat to the United States
from coming to our country and to facilitate the movement of legitimate travel and trade. The
establishment of US-VISIT and the creation of an integrated immigration and border screening
system represent major achievements, not only in efforts to reform the Nation’s immigration and
border management system, but also in efforts to improve the Nation’s security.

Through its use of biometrics, US-VISIT collects, stores, and shares digital fingerscans and
digital photographs for subsequent verification. This biometric information is paired with
biographic information pertaining to that individual used to establish and verify an individual’s
identity.

While US-VISIT continues to fulfill its original mission of implementing an integrated entry/exit
system for the country, in 2007 DHS repositioned US-VISIT into the National Protection and
Programs Directorate so that it could better serve as a Department-wide resource for biometric
identity verification. US-VISIT currently provides biometric identity verification for Customs
and Border Protection (CBP), Immigration and Customs Enforcement, U.S. Citizenship and
Immigration Services, and the U.S. Coast Guard. US-VISIT is working with a number of other
DHS components, such as the Transportation Security Administration (TSA), on future or
planned credentialing and identity management programs.

US-VISIT’s Automated Biometric Identification System (IDENT) plays an important role in
biometric screening and identity verification of non-U.S. citizens for other U.S. Federal agencies.
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US-VISIT directly supports the Department of State’s (DOS’) BioVisa program and shares
information with the Federal Bureau of Investigation (FBI) on expedited removals.

The following request for FY 2009 reflects the work necessary to continue providing biometric
identity verification for all of DHS and other Federal agencies.

US-VISIT Budget for Fiscal Year 2009

The US-VISIT Program is requesting $390.3 million for FY 2009. This represents a decrease of
$84.7 million from the FY 2008 amount of $475 million. Of the total US-VISIT request:

e $55.5 million is for work on comprehensive biometric exit activities. In the first quarter of
FY 2009, US-VISIT will complete the deployment of the air/sea biometric exit phase of
comprehensive biometric exit. In FY 2009, US-VISIT will also prepare a recommendation
for DHS on addressing exits at the land ports of entry (POEs).

e $20 million is for enhancement of identity and screening services activities. In FY 2009, US-
VISIT will provide additional support for law enforcement and intelligence community
stakeholders and will expand analysis of overstay records. These activities provide
confirmation on biometric identities; enhancements to identification through biographic,
overstay, and data integrity analysis; and relevant identity information to law enforcement
and other biometric stakeholders.

» $66.4 million is for the Unique Identity project. US-VISIT will complete full 10-Print
deployment in the first quarter of FY 2009. US-VISIT will implement the Automated
Biometric Identification System/Integrated Automated Fingerprint Identification System
(IDENT/1AFIS) initial operating capability (10C). The IOC will include upgrades to
fingerprint matching capabilities and storage capacity.

» $128.3 million is for operations and maintenance activities. In FY 2009, US-VISIT will
enhance its infrastructure and support to meet increasing transaction volumes and user
growth, as well as to engage in data center migration-related activities.

e $120.1 million is for enhanced program management activities. This increase includes the
request for an additional 35 full-time positions and 17 full-time equivalents in FY 2009. This
additional staff will support the increased capacity in US-VISIT’s mission of identity and
screening services and will provide increased governmenta] oversight.

US-VISIT Accomplishments
US-VISIT assists the Department of Homeland Security every day in protecting our Nation from

dangerous people attempting to enter the country. Significant US-VISIT accomplishments
include the following:
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s ]dentified suspected individuals through biometric matching capabilities and supported crime
solving through latent print identification. During FY 2007, more than 160,000 individuals
were biometrically matched against the US-VISIT watchlist. Latent fingerprints are those
acquired in a manner other than from the actual person to whom the fingerprints are
connected (e.g., from objects or items). Since the capability first began in 2006, US-VISIT
identified 129 previously unidentified individuals through the use of latent prints.

¢ Increased the identification of overstays. US-VISIT identified more than double the number
of in-country overstays through its review of records in 2007 compared to those identified in
2006. In-country overstays are those aliens who have overstayed their admission period and
for whom DHS has no record of departure. US-VISIT has identified more than 12,600 in-
country overstays in FY 2007, up from approximately 4,000 in FY 2006. At the same time,
US-VISIT increased the number of “out-of-country” overstay aliens (that is, aliens who left
the country after their admission period expired) identified and added to watchlists, from
approximately 450 in FY 2006 to almost 7,350 in FY 2007. Over 724 enforcement actions
were taken in FY 2007 based on overstay validation work.

* Reviewed approximately 450 biometric watchlist encounters every week to ensure that the
US-VISIT biometric watchlist is accurate and actionable. US-VISIT also actively managed
the IDENT biometric watchlist, demoting 5,343 records in FY 2007. Demoting records that
are no longer valid ensures that DHS, DOS, intelligence officers, and law-enforcement
officers respond to actionable records when there is a match. US-VISIT also promoted 7,967
individual to the biometric watchlist during the same period. During 2007 there were 8§72
encounters with biometrically watchlisted individuals across various DHS business
processes.

* Enhanced mobile biometric identification. Working with the U.S. Coast Guard, US-VISIT
enhanced security by effectively extending mobile biometric identification to remote
locations where no traditional fixed-information-technology infrastructure existed or was
cost-effective to establish. Since the inception of the program in November of 2006, the
program has enabled the prosecution of more than 118 people, including migrants and felons,
the identification of more than 1,500 illegal migrants attempting to enter U.S. territory, and a
40 percent decrease in the flow of illegal migration in Mona Pass. Prior to the inception of
the Mona Pass project, U.S. Coast Guard averaged two prosecutions per year in the Mona
Pass.

Additionally, US-VISIT has made substantial headway on the following important projects:

Unique Identity: 10-Print Reader Deployment

US-VISIT and CBP successfully completed the initial deployment of 10-print collection devices
to 10 airports of entry: Atlanta, Boston, Chicago, Detroit, Houston, Miami, New York (JFK),

Orlando, San Francisco, and Washington (Duiles). Both US-VISIT and CBP remain on schedule
for performing an initial deployment evaluation, which will culminate in a final evaluation report
in late May 2008. New 10-print capture scanning devices are replacing the earlier 2-print capture
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devices; new CBP port systems and software have been deployed, and some changes in
traveler processing have been implemented.

The resuits of the initial deployment are promising. In addition to matching traveler 10-prints
against the DHS IDENT watchlist and database, DHS is now piloting transmission of these
prints to the FBI for a search against the FBI criminal master file. DHS is working with FBI to
help it meet DHS response time goals and overcome some initial system capacity and
performance issues.

For the rest of FY 2008, US-VISIT and CBP will deploy the new 10-print readers and supporting
systems and software to all POEs where 2-print systems are currently in use. The 10-Print full
deployment is scheduled to begin in the fourth quarter of FY 2008 and finish in the first quarter
of FY 2009. :

The use of 10 prints for biometric verification offers many enhancements. The 10-print readers
improve the accuracy of identification; improve interoperability with the FBI and State, local,
and tribal governments; and will mean fewer travelers will be referred to CBP secondary
inspection. Additionally, DHS will now be able to conduct full searches against the FBI
Unsolved Latent File, which, for example, allows DHS to match against prints lifted from crime
scenes and from prints collected in Afghanistan and Iraq.

Unique Identity; IDENT/IAFIS Interoperability

DHS is developing a seamlessly integrated system that will allow authorized users access to all
relevant information in a timely manner so they can make the right decisions on aliens they
encounter. IDENT/IAFIS interoperability increases the ability of DHS and DOS to screen
individuals and benefits the FBI and other law enforcement organizations by providing them
with increased access to immigration information on high-risk individuals to whom DOS has
refused visas and those whom DHS has expeditiously removed.

US-VISIT and the FBI’s Criminal Justice Information Services Division have been working
since early 2005 on a solution for database interoperability. The solution agreed upon is being
deployed in three phases: 1) an interim data sharing model (data sharing solution), 2) initial
operating capability (I0C), and 3) full operating capability.

The interim sojution (also known as the interim data sharing model or iDSM), is the first step
toward the new interoperable environment between IDENT and IAFIS. The iDSM became
operational in September 2006. The interim solution allows for two-way sharing of certain
biometric information. The FBI provides information on all wanted or warranted individuals, and
DHS provides information on individuals who have been expeditiously removed, while the
Department of State provides data on Category 1 visa refusals (generally those involving a
permanent ground of inadmissibility).

During the next phase of the 10C, DHS will build upon iDSM and existing 10-print deployment
efforts. DHS and the FBI will enhance their ability for exchanging information and search
capabilities.
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Air/Sea Biometric Exit

DHS has performed significant planning and testing over the past three years examining possible
solutions for integrating US-VISIT biometric exit requirements into the international air
departure process. The options of deployment at airline ticket counters, TSA checkpoints, and
airline boarding gates, and in airport terminals were considered. For more than two years, US-
VISIT ran biometric exit pilots at 14 air and sea locations. These pilots evaluated the use of both
automated kiosks and mobile devices in port terminals. These pilots ended in May 2007. While
the pilots demonstrated that the technology works, they also revealed low voluntary compliance
by travelers.

Given the analysis of the pilots, other potential options, and the Congressional mandate that
requires the establishment of a biometric exit program, DHS intends to propose a rule to
establish an exit system at all air and sea ports of departure in the United States. This rule would
propose that those aliens subject to U.S. VISIT biometric requirements to provide biometric
identifiers prior to departing the United States from air or sea ports of departure. These
requirements would integrate with the current international departure process and minimize the
impact on legitimate travelers. The Department will publish a proposed rule and seek public
comment on the options articulated in the proposed rule and then will consider those comments
when developing the final rule.

In developing the deployment schedule, US-VISIT will prioritize the implementation of
departure controls at airports based on risk. Risk in this environment is likely to be a function of
the volume and the destinations of travelers departing the United States. A critical focus of
counterterrorism efforts is recording the arrival of travelers from countries of interest (COIs).
These COls were determined by the National Counterterrorism Center (NCTC), DHS, FBI, and
DOS. Over 91 percent of all COI travelers arrive in the United States via air. Knowing which
travelers from COls have overstayed their authorized periods of admission or otherwise violated
the terms of their admission is essential to assessing risk and to enhancing the integrity of our
immigration and border management system.

The deployment of US-VISIT air exit will likely cover the vast majority of Visa Waiver Program
travelers, just as entry procedures do today. These are travelers from mostly western European
countries who enter the United States for business or pleasure without a visa for a period of 90
days or less.

The long-term exit solution will also be deployed to commercial seaports to provide an
integrated biometric exit capture for cruise line passengers. Biometrics will be captured and
processed in a manner aligned with the protocol developed for air exit, allowing for optimal
efficiency in traveler processing. However, the scope for biometric exit at sea will be
considerably smaller than for air. Seaport deployment will occur concurrently with deployment
to the air environment.
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Conclusion

US-VISIT and its use of biometrics play a critical role in supporting many programs and
initiatives within DHS and other Federal agencies. In closing, I would like to thank you for the
support you have given us in past years. That support has allowed us to accomplish many of the
successes I have outlined in this testimony. We look forward to continuing to enhance the
security of our country and to meet the challenges that lie ahead.
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Mr. PrICE. Thank you, Mr. Mocny. Mr. Stana.

STATEMENT OF MR. RICHARD M. STANA, DIRECTOR, U.S.
GOVERNMENT ACCOUNTABILITY OFFICE

Mr. STANA. Chairman Price, Mr. Rogers, members of the sub-
committee, in the year since 2001 terrorist attacks, the need to se-
cure the U.S. borders has taken on added importance and has re-
ceived increasing attention from the Congress and the public. As
the lead federal agency in charge of securing our nation’s borders,
CBP employs about 18,000 CBP officers for inspecting travelers at
326 air, land, and seaports of entry and over 15,000 Border Patrol
agents posted at our northern and southwest land borders, as well
as our coastal areas. In addition, CBP helps to screen international
travelers before they arrive in the United States and works to miti-
gate risks associated with the Visa Waiver program. The adminis-
tration has requested $9.5 billion for CBP for fiscal year 2009.

My prepared statement is based on recent GAO reports and testi-
monies that address border security, operations, and programs. At
this time, I would like to highlight just a few main points. First,
with respect to port of entry inspections, CBP has taken various ac-
tions to improve the inspection of travelers, but challenges remain.
For example, CBP management has emphasized to CBP officers
and supervisors the importance of carrying out effective inspections
of travelers and their travel documents, but weaknesses and trav-
eler and travel inspection procedures, the lack of physical infra-
structure, and staff shortages have hampered CBP’s ability to prop-
erly inspect travelers.

With regard to the Western Hemisphere Travel initiative, as of
December 2007, actions taken to meet program requirements in-
clude finalizing and implementing document requirements at air-
ports of entry and selecting technology to be used with a new pass-
port card at the 37 highest volume land ports of entry. CBP is mov-
ing forward to employ RFID document readers and training its offi-
cers on how to use them. Finally, DHS is implementing US-VISIT,
a program designed to collect, maintain, and share data on selected
foreign nationals entering and exiting the United States at air, sea,
and land ports of entry. DHS has invested about $1.5 billion on
US-VISIT since 2003. DHS now has the capacity to collect bio-
metrics, such as fingerprints, from foreign nationals arriving at
more than 300 ports of entry. However, this delivery represents
only one-half of the program. Although DHS has allocated about
$250 million since 2003 to exit-related efforts, it still lacks the abil-
ity to verify when travelers leave the United States. No detailed
exit program plans are currently available and prospects for suc-
cessfully delivering the exit half of US—-VISIT remain unclear.

Second, DHS also faces challenges in securing the border be-
tween land ports of entry. In November 2005, DHS announced the
launch of its Secure Border initiative, a multi-year, multi-billion
program aimed at securing U.S. borders and reducing illegal immi-
gration. One component of this program, Project 28, was to secure
28 miles along the Arizona border using, among other means, im-
proved cameras and radars. DHS has formally accepted Project 28
from its contractor, Boeing, at a cost of about $20.6 million. SBI of-
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ficials told us that Project 28 has not fully met their expectations,
but they plan to apply the lessons learned to future projects.

Another component of the program, 370 miles of pedestrian fence
and 300 miles of vehicle fence, will be challenging to complete by
its December 2008 deadline because of various factors, including
difficulties in acquiring land rights to border lands. DHS is unable
to estimate the total cost of this component, because various factors
are not yet known, such as the type of terrain where the fencing
is to be constructed.

Finally, CBP has experienced unprecedented growth in a number
of its Border Patrol agents. Between the end of fiscal year 2006 and
December 2008, the total number of new Border Patrol agents is
expected to increase by about 6,000, from 12,349 to 18,319. CBP of-
ficials believe that the Border Patrol training academy can handle
the influx of new agents, but express concerns to us about their
ability to provide sufficient training and supervision to new agents
once they are posted to Border Patrol field offices.

Finally, with respect to screening international travelers before
they arrive in the United States, DHS and other agencies have
done a credible job by, among other things, enhancing visa security,
improving applicant screening, and providing counter terrorism
training to overseas consular offices. Nevertheless, DHS could bet-
ter address the requirements of recent legislation related to the
Visa Waiver program. Specifically, it has yet to announce when or
how it will rollout the legislatively required Electronic Travel Au-
thorization system requiring foreign nationals from visa waiver
countries to provide information before boarding U.S. bound flights.
Also, DHS’s proposed methodology for calculating overstay rates for
the air exit system is flawed. To its credit, CBP has reported suc-
cesses in its pilot program that stations CBP officers overseas. This
is called the Immigration Advisory program and the CBP is taking
steps to expand this program.

In closing, CBP has made progress in taking actions to secure
our nation’s borders. It has enhanced its ability to screen travelers
at and between ports of entry, as well as before they arrive in the
United States. Nevertheless, vulnerabilities still exist and addi-
tional actions are required to address them. How long it will take
and how much it will cost are two questions that plague two of
DHS’s major border security initiatives. For US-VISIT, how DHS
will implement the exit portion of the program is uncertain, par-
ticularly for land ports of entry where there is no near term solu-
tion. And completing the SBI initiative within time and cost esti-
mates will be challenging, including the building of nearly 700
miles of fencing. These issues underscore Congress’s need to stay
closely attuned to DHS’s progress in these programs, to help en-
sure performance, schedule, and cost estimates are achieved and
the nation’s border security needs are met and fully addressed.

I will be happy to answer any questions that members of the
subcommittee may have.

[The information follows:]
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HOMELAND SECURITY

DHS Has Taken Actions to Strengthen Border
Security Programs and Operations, but Challenges
Remain

What GAO Found

CBP has taken actions to improve traveler inspections at U.S. ports of entry,
but challenges remain. First, CBP has stressed the importance of effective
inspections and trained CBP supervisors and officers in interviewing travelers,
Yet, weaknesses in travel inspection procedures and lack of physical
infrastructure and staff have hampered CBP's ability to inspect travelers
thoroughly and detect fraudulent documents. Second, CBP is implementing an
injtiative requiring citizens of the United States, Bermuda, Canada, and
Mexico to present certain identification documents when entering the United
States. As of December 2007, actions taken to meet the initiative's
requirements include selecting technology to be used at land ports of entry
and developing plans to train officers to use it. Finally, DHS has developed a
program to collect, maintain, and share data on selected foreign nationals
entering and exiting the country. As of October 2007, DHS has invested about
$1.5 billion on the program since 2003 and biometrically-enabled entry
capabilities now operate at more than 300 ports of entry. However, though
allocating about $250 million since 2003 to exit-related efforts, DHS has not
yet detailed how it will verify when travelers exit the country.

In November 2005, DHS announced the Jaunch of a multiyear, muitibillion-
dollar program aimed at securing U.S. borders and reducing immigration of
individuals who enter the United States illegally and undetected between
ports of entry, One component of this program, which DHS accepted as
complete in February 2008, was an effort to secure 28 miles along the
southwest border using, among other means, improved cameras and radars.
DHS plans to apply the lessons learned to future projects. Another program
component, 370 miles of pedestrian fence and 300 miles of vehicle fence, has
not yet been completed and DHS will be chalienged to do so by its December
2008 deadline due to various factors, such as acquiring rights to border lands.
Additionally, DHS is unable to estimate the total cost of this component
because various factors are not yet known such as the type of terrain where
the fencing is to be constructed. Finally, CBP has experienced unprecedented
growth in the number of its Border Patro} agents. While initial training at the
academy is being provided, Border Patro! officials expressed concemns about
the agency’s ability to provide sufficient field training.

To screen international travelers before they arrive in the United States, the
federal government has implemented new policies and programs, including
enhancing visa security and providing counterterrorism training to overseas
consular officials. As GAO previously recommended, DHS needs to better
manage risks posed by a program that allows nationals from 27 countries to
travel to the United States without a visa for certain durations and purposes.
Regarding the prescreening of international passengers bound for the United
States, CBP has a pilot program that provides additional scrutiny of
passengers and their travel documents at foreign airports prior to their
departure. CBP has reported several successes through the pilot but has not
yet determined whether to make the program permanent.

United States Government Accountability Office
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Mr. Chairman and Members of the Subcommittee:

1 appreciate the opportunity to participate in today’s hearing to discuss the
Department of Homeland Security’s (DHS) efforts to secure our nation’s
borders. In the years since the 2001 terrorist attacks, the need to secure
1.8, borders has taken on added importance and has received increasing
attention from Congress and the public. In August of last year, we issued
our report on the progress DHS has made in implementing its mission and
management functions.' We reported that while DHS made some level of
progress in all of its mission and management areas, more work remains.
Regarding the border security mission area, we reported that DHS had
made modest progress in achieving border security performance
expectations. My testimony today summarizes the results of our work on
DHS's efforts on selected border security operations and programs related
to (1) inspecting travelers at our nation’s ports of entry, (2) detecting
individuals attempting to enter the country illegally between the ports of
entry and (3) screening of international travelers before they arrive in the
United States. .

U.8. Customs and Border Protection (CBP)—a major component within
DHS-~is the lead federal agency in charge of securing our nation's
borders. CBP employs nearly 18,000 CBP officers responsible for
inspecting travelers seeking to enter the United States at 326 air, land, and
sea ports of entry. To prevent individuals and contraband from jllegally
entering the country between the ports of entry, CBP’s Office of Border
Patro} employs nearly 15,000 agents responsible for patrolling our
northern and southwest land borders as well as our coastal areas. In
addition, DHS, along with the Department of State, is responsible for
screening international travelers before they arrive in the United States,
including mitigating any risk associated with the Visa Waiver Program
(VWP), which enables citizens of participating countries to travel to the
United States without first obtaining a visa. The administration has
requested about $9.5 billion for CBP for fiscal year 2009,

My comments are based on GAO reports and testimonies issued from May
2006 through February 2008 addressing border security operations and
programs. We conducted these performance audits in accordance with
generally accepted government auditing standards from September 2005

* See GAOQ, Department. of Homeland Security: Progress Report on Implementation of
Mission and Management Functions, GAQO-07-454 (Washington, D.C.; August 2007).
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through February 2008. Those standards require that we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objectives. We
believe the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

Summary

DHS has taken various actions to improve the inspection of travelers at
our nation’s ports of entry, but challenges remain. For example, we
reported that CBP management has emphasized the importance of
carrying out effective inspections and trained CBP supervisors and
officers in, among other things, interviewing travelers and checking travel
documents. Nevertheless, weaknesses in travel inspection procedures,
lack of physical infrastructure, and lack of staff have hampered CBP's
ability to inspect travelers. Specifically, although passports and visas
contain newly-added security features, some CBP officers lack the
technology and training that would enable them to take full advantage of
these features. DHS has worked with the Department of State to
implement the Western Hemisphere Travel Initiative (WHTT) in response
to post-9/11 legislation requiring citizens of the United States, Bermuda,
Canada, and Mexico, who previously had not been required to do so, to
present certain identification documents or combinations thereof when
entering the United States, As of December 2007, actions taken to meet
WHTI requirements include finalizing and implementing document
requirements at air ports of entry and selecting technology to be used with
anew passport card at the 39 highest-volume land ports of entry. DHS
plans to move forward by deploying the selected technology and staffing
and training officers to use it. Finally, DHS has developed U.S. Visitor and
Immigrant Status Indicator Technology (US-VISIT), a program designed to
collect, maintain, and share data on selected foreign nationals entering
and exjting the United States at air, sea, and land ports of entry. As of
October 2007, DHS has invested about $1.5 billion on US-VISIT since 2003,
Biometrically-enabled entry capabilities now operate at more than 300
ports of entry but this represents delivery of one-half of the program. That
is, DHS has allocated about $250 million since 2003 to exit-related efforts
but lacks the ability to verify when travelers exit the United States. Today,
because no detailed exit program plans are available, prospects for
successfully delivering this half of US-VISIT remain unclear,

DHS also faces challenges securing the border between land ports of

entry. In November 2005, DHS announced the launch of the Secure Border
Initiative (SBI), a multiyear, multibillion-do}lar program aimed at securing
U.S. borders and reducing immigration of individuals who enter the United

Page 2 GAO-08-542T
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States illegally and undetected between ports of entry. One component of
this program, Project 28, is to secure 28 miles along the southwest border
using, among other means, improved cameras and radars. DHS has
formally accepted Project 28 from its contractor, Boeing, at a cost of about
$20.6 million. However, DHS officials told us that Project 28 has not fully
met their expectations, Boeing developed the system with very little input
from the border patrol agents that are to use the system. Another
component of the program, 370 miles of pedestrian fence and 300 miles of
vehicle fence, will be challenging to complete by its December 2008
deadline because of various factors, including difficulties in acquiring
rights to border lands. Furthermore, DHS is unable to estimate the total
cost of this component because various factors are not yet known, such as
the type of terrain where the fencing is to be constructed. Finally, CBP has
experienced unprecedented growth in the number of its Border Patrol
agents. Between the end of fiscal year 2006 and December 2008, the total
number of new Border Patrol agents is expected to increase by 6,000. CBP
officials believe that CBP’s training academy can handle the influx of new
agents, but expressed concerns about the agency’s ability to provide
sufficient training to new agents in the field.

The federal government has done a creditable job screening international
travelers before they arrive in the United States by implementing several
measures to strengthen the visa process. Specifically, new policies and
programs have been implemented to, among other things, enhance visa
security, improve applicant screening, and provide counterterrorism
training to overseas consular officials. Nevertheless, DHS could better
manage risks posed by VWP, which allows nationals from 27 countries to
travel to the United States without a visa for certain durations and
purposes. One DHS screening program, the Immigration Advisory Program
(IAP), is a pilot program that provides additional scrutiny of passengers
and their travel documents at foreign airports prior to their departure.
CBP has reported several successes through the pilot but has not taken
steps to determine whether to make the program permanent.

We have recommended various actions to enhance DHS’s ability to better
secure the border and enhance our nation’s security. Among them are
actions to help address weaknesses in the traveler inspection program and
challenges in training officers to inspect travelers and the documents they
present for inspection; to develop a comprehensive strategy detailing how
DHS will develop and deploy US-VISIT exit capabilities at air, sea, and
land ports of entry; and to enhance controls over to VWP to reduce the
risk of vulnerabilities posed by Visa Waiver travelers. DHS has generally

Page 3 GA0-08-542T
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agreed with our recommendations and has taken various actions to
address them.

Inspecting Travelers
at Ports of Entry

CBP's ability to inspect travelers at our nation’s ports of entry has been
hampered by weaknesses in travel inspection procedures, inadegquate
physical infrastructure, and Jack of staff at the air, land, and sea ports of
entry. The use of fraudulent identity and citizenship documents by some
travelers to the United States as well as limited availability or use of
technology and lack of timely and recurring training have also hampered
CBP's efforts in carrying out thorough inspections. DHS has taken several
actions to implement WHTI at air, land, and sea ports of entry nationwide
so that it can better secure the border by requiring citizens of the United
States, Bermuda, Canada, and Mexico to present documents to show
identity and citizenship when entering the United States from certain
countries in North, Central, or South America. DHS plans to move forward
to deploy technology to implement WHTTI at land ports of entry, and staff
and train officers to use it. Finally, DHS has enhanced border security by
deploying US-VISIT biometric entry capability at over 300 air, sea, and land
ports of entry nationwide, but the prospects for successfully delivering an
operational exit solution remain uncertain because DHS has not detailed
how it plans to develop and deploy an exit capability at the ports.

Traveler Inspection
Procedures and Physical
Infrastructure

Each year individuals make hundreds of millions of border crossings into
the United Siates through the 326 land, air, and sea ports of entry. About
three-fourths of these crossings occur at land ports of entry. In November
2007, we reported that while CBP has had some success in interdicting
inadmissible aliens and other violators, weaknesses in its traveler
inspection procedures and related physical infrastructure increase the
potential tbat dangerous people and illegal goods could enter the country.?
For example, CBP’s analyses indicated that several thousand inadmissible
aliens and other violators entered the country at land and air ports of entry
in fiscal year 2006.

One factor that contributed to failed inspections was weaknesses in travel
inspection procedures. in mid-2006, CBP reviewed videotapes from about
150 large and small ports of entry and, according to CBP officials,

*See GAO, Border Security: Despile Progress, Weaknesses in Traveler Inspections Erist
at Our Nation's Ports of Entry, GAO-08-219 (Washington, D.C.: November 2007).
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determined that while CBP officers carried out thorough traveler
inspections in many instances, they also identified numerous instances
where traveler inspections at land ports of entry were weak in that they
did not determine the citizenship and admissibility of travelers entering
the country as required by law, such as officers not stopping vehicles for
inspection and pedestrians crossing the border without any visual or
verbal contact from a CBP officer despite operating procedures that
required officers to do so. In the summer of 2006, CBP management took
actions to place greater management emphasis on traveler inspections by
holding meetings with senior management to reinforce the importance of
carrying out effective inspections and by providing training to all
supervisors and officers on the importance of interviewing travelers,
checking travel documents, and having adequate supervisory presence.
However, tests our investigators conducted in October 2006 and January
2007—as many as 5 months after CBP issued guidance and conducted the
training-—showed similar weaknesses as those on the videotape were still
occurring in traveler inspections at ports of entry. At two ports, our
investigators were not asked to provide a travel document to verify their
identity—a procedure that management had called on officers to carry
out—as part of the inspection. The extent of continued noncompliance is
unknown, but these results point to the challenge CBP management faces
in ensuring its directives are carried out.

In July 2007, CBP issued new internal policies and procedures for agency
officials responsible for its traveler inspection program at land ports of
entry. The new policies and procedures require field office managers to
conduct periodic audits and assessments to ensure compliance with the
new inspection procedures. However, they do not call on managers to
share the results of their assessments with headquarters management.
Without this communication, CBP management may be hindering jts
ability to efficiently use the information to overcome weaknesses in
traveler inspections.

Another weakness involved inadequate physical infrastructure. While we
could not generalize our findings, at several ports of entry of entry that we
examined, barriers designed to,énsure that vehicles pass through a CBP
inspection booth were not in place, increasing the risk that vehicles could
enter the country without inspection. CBP recognizes that it has
infrastructure weaknesses and has estimated it needs about $4 billion to
make the capital improvements needed at all 163 land crossings. CBP has
prioritized the ports with the greatest need. Each year, depending upon
funding availability, CBP submits its proposed capital improvement
projects based upon the prioritized list it has developed. Several factors
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affect CBP’s ability to make improvements, including the fact that some
ports of entry are owned by other governmental or private entities,
potentially adding to the time needed to agree on infrastructure changes
and put them in place. As of September 2007, CBP had infrastructure
projects related to 20 different ports of entry in various stages of
development.

Lack of inspection staff was also a problem. Based upon a staffing model it
developed, CBP estimated it may need several thousand more CBP
officers at its ports of entry. According to CBP field officials, lack of staff
affected their ability to carry out border security responsibilities. For
example, we examined requests for resources from CBP’s 20 field offices
and its pre-clearance headquarters office for January 2007 and reported
that managers at 19 of the 21 offices cited examples of anti-terrorism
activities not being carried out, new or expanded facilities that were not
fully operational, and radiation monitors and other inspection
technologies not being fully used because of staff shortages. At seven of
the eight major ports we visited, officers and managers told us that not
having sufficient staff contributes 10 morale problems, fatigue, lack of
backup support, and safety issues when officers inspect travelers—
increasing the potential that terrorists, inadmissible travelers, and illicit
goods could enter the country.

CBP also had difficulty in providing required training to its officers. CBP
developed 37 courses on such topics as how to carry out inspections and
detect fraudulent documents and has instituted national guidelines for a
12-week on-the-job training program that new officers should receive at
land ports of entry. However, managers at seven of the eight ports of entry
we visited said that they were challenged in putting staff through training
because staffing shortfalls force the ports to choose between performing
port operations and providing training, Lastly, although CBP has
developed strategic goals that call for, among other things, establishing
ports of entry where threats are deterred and inadmissible people and
goods are intercepted—a key goal related to traveler inspections—it faces
challenges in developing a performance measure that tracks progress in
achieving this goal.

We made a number of recommendations to the Secretary of Homeland
Security to help address weaknesses in traveler inspections, challenges in
training, and problems with using performance data. DHS said it is taking
steps to address our recommendations.
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Identifying Fraudulent
Travel Documents

We also reported that CBP’s ability to do thorough inspections is made
more difficult by a lack of technology and training to help CBP officers
identify foreign nationals who attempt to enter the United States using
fraudulent travel documents. In July 2007, we reported that although the
State Department had improved the security features in the passports and
visas it issues, CBP officers in primary inspection-—the first and most
critical opportunity at U.S. ports of entry to identify individuals seeking to
enter the United States with fraudulent travel documents—were unable to
take full advantage of the security features in passports and visas.’ This
was due to (I) limited availability or use of technology at primary
inspection and (2) lack of timely and recurring training on the security
features and fraudulent trends for passports and visas. For example, at the
time of our review, DHS had provided the technology tools to make use of
the electronic chips in electronic passports, also known as e-passports, to
the 33 airports of entry with the highest volume of travelers from Visa
‘Waiver Program countries. However, not all inspection lanes at these air
ports of entry had the technology nor did the remaining ports of entry.
Further, CBP did not have a process in place for primary inspection
officers to utilize the fingerprint features of visas, including Border
Crossing Cards (BCC) which permit limited travel by Mexican citizens—
without additional documentation-—25 miles inside the border of the
United States (75 miles if entering through certain ports of entry in
Arizona) for fewer than 30 days. For example, although BCC imposter
fraud is fairly pervasive, primary officers at southern land ports of entry
were not able to use the available fingerprint records of BCC holders to
confirm the identity of travelers and did not routinely refer BCC holders to
secondary inspection,’ where officers had the capability to utilize
fingerprint records. Moreover, training materials provided to officers were
not updated to include exemplars-—genuine documents used for training
purposes—of the e-passport and the emergency passport in advance of the
issuance of these documents. As a consequence, CBP officers were not

? See GAQ, Border Security: Security of New Passporis and Vises Enhanced, but More
Needs to Be Done to Prevent Their Fraudulent Use, GAO-07-3006, (Washington, D.C.: July
2007).

* A secondary inspection occurs when persons whose admissibility cannot be readily
determined and those selected as part of a random selection process are subjected to a
more detailed review. This involves a closer inspection of travel documents and
possessions, additional questioning and checks of muitiple Jaw enforcement databases to
verify the traveler's identity, background, purpose for entering the country, and other
corroborating information. This process may result in an individuat being admitted, refused
entry, returned to the country of origin, or detained.
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familiar with the Jook and fee} of security features in these new documents
before inspecting them. Without updated and ongoing training on
frandulent document detection, officers told us they felt less prepared to
understand the security features and fraud trends associated with all valid
generations of passports and visas.

Although CBP faces an extensive workload at many ports of entry and has
resource constraints, there are opportunities to do more to utilize the
security features in passports and visas during the inspection process to
detect their fraudulent use. We recommended that the Secretary of
Homeland Security make better use of the security features in passports
and visas in the inspection process and improve training for inspection
officers on the features and fraud trends for these travel documents. We
recommended that DHS take steps, including developing a schedule for
deploying technology to other ports of entry and updating training. DHS
generally concurred with our recommendations and outlined actions it had
taken or planned to take to implement them.

We currently have work ongoing to examine DHS efforts to identify and
mitigate fraud associated with DHS documents used for travel and
employment verification purposes, such as the Permanent Resident Card
and the Employment Authorization Document. We expect to issue a report
on efforts to address fraud with these DHS documents later this year.

Western Hemisphere
Travel Initiative

One of the major challenges for CBP officers at our nation’s ports of entry
is the ability to determine the identity and citizenship of those who present
themselves for inspection. For years, millions of citizens of the United
States, Canada, and Bermuda could enter the United States from certain
parts of the Western Hemisphere using a wide variety of documents,
including a driver’s license issued by a state motor vehicle administration
or a birth certificate, or in some cases for U.S. and Canadian citizens,
without showing any documents. To help provide better assurance that
border officials have the tools and resources to establish that people are
who they say they are, section 7209 of the Intelligence Reform and
Terrorism Prevention Act of 2004, as amended, reguires the Secretary of
Homeland Security, in consultation with the Secretary of State, to develop
and implement a pian that requires a passport or other document or
combination of docurments that the Secretary of Homeland Security deems
sufficient to show identity and citizenship for U.S. citizens and citizens of
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Bermuda, Canada, and Mexico when entering the United States from
certain countries in North, Central, or South America.® DHS' and the State
Department’s effort to specify acceptable documents and implement these
document requirements is called the Western Hemisphere Travel Initiative
(WHTD).

In May 2006, we reported that DHS and State had not made decisions
about what documents would be acceptable, had not begun to finalize
those decisions, and were in the early stages of studying costs and benefits
of WHTL In addition, DHS and State needed to choose a technology to use
with the new passport card—which State is developing specifically for
WHTI. DHS also faced an array of implementation challenges, including
training staff and informing the public.® In December 2007, we reported
that DHS and State had taken important actions toward implementing
WHTI document requirements.” DHS and State had taken actions in the
five areas we identified in our 2006 report:

DHS and State published a final rule for document requirements at air
ports of entry. The agencies also published a notice of proposed rule
making for document requirements at land and sea ports of entry.

By publishing a final rule for document requirements at air ports of entry,
DHS and State have established acceptable documents for air travel. DHS
has also published a notice of proposed rule making which includes
proposed documents for land and sea travel. Under current law, DHS
cannot implement WHTT land and sea document requirements until June 1,
2009, or 3 months after the Secretary of Homeland Security and the
Secretary of State have certified compliance with specified requirements,

®Pub. L, No. 108458, § 7209, 118 Stat. 3638, 3823 (2004), amended by Department of
Homeland Security Appropriations Act, 2007, Pub. L. No. 109-295, § 546, 120 Stat. 1355,
1386-87 (2006) and Consolidated Appropriations Act, 2008, Pub. L. No. 110-161, § 545, 121
Stat. 1844, 2080 (2007). This provisicn applies to citizens of Bermuda, Canada and Mexico
entering the United States as nonimmigrant visitors,

*See GAQ, Observations on Efforts to Implement the Weslern Hemisphere Travel
Initiative on the U.S. Border with Canade, GAQ-06-741R (Washington, D.C.: May 2006).

"See GAQ, Observations on Implementing the Western Hemisphere Travel Initiative,
GAQ-08-274R (Washington, D.C.: December 20, 2007).
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whichever is later.? In the meantime, in January 2008, CBP ended the
practice of oral declaration. According to CBP, until the WHTI document
requirements are fully implemented, all U.S, and Canadian citizens are
required to show one of the documents described in the proposed rule or a
government issued photo identification, such as a driver's license, and
proof of citizenship, such as a birth certificate.®

DHS has performed a cost-benefit study, but data limitations prevented
DHS from quantifying the precise effect that WHTI will have on wait times
at Jand ports of entry—a substantial source of uncertainty in its analysis.
DHS plans to do baseline studies at selected ports before WHTI
implementation so that it can compare the effects of WHTI document
requirements on wait times after the requirements are implemented.

DHS and State have selected technology to be used with the passport card.
To support the card and other documents that use the same technology,
DHS is planning technological upgrades at land ports of entry. These
upgrades are intended to help reduce traveler wait times and more
effectively verify identity and citizenship. DHS has outlined a general
strategy for the upgrades at the 39 highest volume land ports, beginning in
January 2008 and continuing over roughty the next 2 years.

DHS has developed general strategies for implementing WHTI-—including
staffing and training. According to DHS officials, they also planned to
work with a contractor on a public relations campaign to communicate
clear and timely information about document requirements. In addition,
State has approved contracting with a public relations firm to assist with

¥ Consolidated Appropriations Act, 2008, Pub. L. No. 110-161, § 545, 121 Stat. 1844, 2080
{2007). These requirements inciude (1} National Institute of Standards and Technology
certification that DHS and State have selected a card architecture that meets or exceeds
the security standards set by the International Organization for Standardization, {2) sharing
the technology used for the passpart card with the governmentis of Canada and Mexico, (3}
submitting a detailed justification to the House and Senate Committees on Appropriations
conceming the fee that will be charged to individuals by the U.S. Postal Service for the
passport card, (4) developing an aliernative procedure for groups of children entering the
United States under adult supervision and with parental consent, (5) ensuring that the
infrastructure needed to process the passport cards has been instalied at ports of entry, (6)
training CBP officers at those ports of entry to use the new technology, (7) ensuring that
the passport card is available to U.S. citizens, and (8) establishing a'single date for
implementing the program at sea and land ports of entry.

? According 1o CBP officials at the ports of entry we visited at the time of our review, they
did not expect the end of oral declaration to represent a significant operational change for
them, because the majority of people crossing at their ports already present documents
rather than attempt entry by oral declaration alone.
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educating the public, particularly border resident communities about the
new passport card and the requirements of WHTI in general.

Earlier this year, DHS selected a contractor for the public rejations
campaign and began devising specific milestones and deadlines for testing
and deploying new hardware and training officers on the new technology.

U.S. Visitor and Immigrant
Status Indicator
Technology (US-VISIT)

Another major initiative underway at the ports of entry is a program
designed to collect, maintain, and share data on selected foreign nationals
entering and exiting the United States at air, sea, and land ports of entry,
called the US-VISIT Program. These data, including biometric identifiers
like digital fingerprints, are to be used to screen persons against watch
lists, verify identities, and record arrival and departure. The purpose of
US-VISIT is to enhance the security of U.S. citizens and visitors, facilitate
legitimate travel and trade, ensure the integrity of the U.S. immigration
system, and protect visitors' privacy.

As of October 2007, after investing about $1.5 billion since 2003, DHS has
delivered essentially one-half of US-VISIT, meaning that biometrically
enabled entry capabilities are operating at more than 300 air, sea, and land
ports of entry, but comparable operational exit capabilities are not, That
is, DHS still does not have the other half of US-VISIT (an operational exit
capability) despite the fact that its funding plans have allocated about one-
quarter of a billion dollars since 2008 to exit-related efforts.”

To the department's credit, operational entry capabilities have produced
results, including, as of June 2007, more than 1,500 people having adverse
actions, such as denial of entry, taken against them. Another likely
consequence is the deterrent effect of having an operational entry
capability, which officials have cited as a byproduct of having a publicized
capability at the border to screen entry on the basis of identity verification
and matching against watch lists of known and suspected terrorists.
Related to identity verification, DHS has also taken steps to implement US-
VISIT’s Unique 1dentity program to enable CBP and other agencies to be
better equipped to identify persons of interest and generally enhance law
enforcement. Integral to Unique Identity is the capability to capture 10
fingerprints and match them with data in DHS and FBI databases. The
capability to capture and match 10 fingerprints at ports of entry is not only

""See GAO, Homeland Security: Prospects for US-VISIT Biometric Exit Capability
Remain Unclear, GAO-07-1044T (Washington, D.C.: June 2007).
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intended to enhance CBP's ability to verify identity, but, according to DHS,
is intended to quicken processing times and eliminate the likelihood of
misidentifying a traveler as being on a US-VISIT watchlist.

Nonetheless, the prospects for successfully delivering an operational exit
solution remain uncertain. In June 2007, we reported that DHS’s
documentation showed that, since 2003, little has changed in how DHS is
approaching its definition and justification of future US-VISIT exit efforts."
As of that time, DHS indicated that it intended to spend about $27.3 million
on air and sea exit capabilities. However, it had not produced either plans
or analyses that adequately defined and justified how it intended to invest
these funds. Rather, it had only described in general terms near-term
deployment plans for biometric exit capabilities at air and sea ports of
entry. Beyond this high-level schedule, no other exit program plans were
available that defined what would be done by what entities and at what
cost. In the absence of more detailed plans and justification governing its
exit intentions, it is unclear whether the department’s efforts to deliver
near-term air and sea exit capabilities will produce results different from
the past.

The prospect for an exit capability at land ports of entry is also unclear.
DHS has acknowledged that a near-term biometric solution for land ports
of entry is currently not feasible. According to DHS, at this time, the only
proven technology available for biometric land exit verification would
necessitate mirroring the processes currently in use for entry at these
ports of entry, which would create costly staffing demands and
infrastructure requirements, and introduce potential trade, commerce, and
environmental impacts. A pilot project to examine an alternative
technology at land ports of entry did not produce a viable solution. US-
VISIT officials stated that they believe that technological advances over
the next 5 to 10 yéars will make it possible to utilize alternative
technologies that provide biometric verification of persons exiting the
country without major changes to facility infrastructure and without
requiring those exiting to stop and/or exit their vehicles, thereby
precluding traffic backup, congestion, and resuiting delays.

US-VISIT also faces technological and management challenges. In March
2007, we reported that while US-VISIT has improved DHS’s ability to
process visitors and verify identities upon entry, we found that

See GAO-07-1044T.
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management controls in place to identify and evaluate computer and other
operational problems at land ports of entry were insufficient and
inconsistently administered.” In addition, DHS had not articulated how
US-VISIT is to strategically fit with other land border security initiatives
and mandates and could not ensure that these programs work in harmony
to meet mission goals and operate cost effectively. DHS had drafted a
strategic plan defining an overall immigration and border management
strategy and the plan has been under review by OMB. Further, critical
acquisition management processes had not been established to ensure that
program capabilities and expected mission outcomes are delivered on
time and within budget. These processes include effective project
planning, requirements management, contract tracking and oversight, test
management, and financial management.

We currently have work underway examining DHS’ strategic solution,
including a comprehensive exit capability, and plan to issue a report on
the results of our work in Spring 2008.

Between the Ports of
Entry

As part of its Secure Border Initiative (SBI), DHS recently announced final
acceptance of Project 28, a $20.6 million dollar project designed to secure
28 miles of southwestern border. However, DHS officials said that the
project did not fully meet agency expectations and will not be replicated.
Border Patrol agents in the Project 28 location have been using the system
since December 2007 and 312 agents had received updated training, Still,
some had not been trained to use the system at all. Deployment of fencing
along the southwest border is on schedule, but meeting CBP’s December
2008 goal to deploy 370 miles of pedestrian and 300 miles of vehicle
fencing will be challenging because of factors that include difficulties
acquiring rights to border land and an inability to estimate costs for
installation. Besides undergoing technological and infrastructure
improvements along the border, the Border Patrol has experienced
unprecedented growth and plans to increase its number of agents by 6,000
by December 2008. Border Patrol officials are confident that the academy
can accommodate this influx but are also concerned about the sectors’
ability to provide sufficient field training.

¥See GAO, Homeland Security: US-VISIT Program Foces Operational, Technological,
and Management Challenges, GAO-07-632T (Washington, D.C.: March 2007).
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The Secure Border
Initiative

In November 2005, DHS announced the Jaunch of SBI aimed at securing
U.S. borders and reducing illegal immigration. Elements of SBI are to be
carried out by several organizations within DHS. One component is CBP’s
SBI program office® which is responsible for developing a comprehensive
border protection system using people, technology, known as SBInet, and
tactical infrastructure—fencing, roads, and lighting.

In February 2008, we testified that DHS had announced its final
acceptance of Project 28, a $20.6 million project to secure 28 miles along
the southwest border, and was gathering lessons leamned to inform future
border security technology development.” The scope of the project, as
described in the task order between DHS and Boeing-—the prime
contractor DHS selected to acquire, deploy, and sustain the SBInet system
across the U.S. borders—was to provide a system with the detection,
identification, and classification capabilities required to control the
border, at a minimum, along 28 miles in the Border Patrol’s Tucson
sector.” After working with Boeing to resolve problems identified with
Project 28, DHS formally accepted the system, noting that it met contract
requirements. Officials from the SBInet program office said that although
Project 28 did not fully meet their expectations, they are continuing to
develop SBInet with a revised approach and have identified areas for
improvement based on their experience with Project 28, For example,
both SBinet and Border Patrotl officials reported that Project 28 was
initially designed and developed by Boeing with limited input from the
Border Patrol, whose agents are now operating Project 28 in the Tucson
sector; however, they said that future SBlnet development will include
increased input from the intended operators. The schedule for future
deployments of technology to the southwest border that are planned to
replace most Project 28 capabilities has been extended and officials
estimated that the first planned deployment of technology will occur in
other areas of the Tucson sector by the end of calendar year 2008. In

*The CBP $BI Program Executive Office, referred to in this testimony as the SBI program
office, is responsible for overseeing all SBI activities; for acquisition and implementation,
including establishing and meeting program goals, objectives, and schedules; for
overseeing contractor performance; and for coordinating among DHS agencies,

“see GAO, Secure Border Initiative: Observations on the Importence of Applying
Lessons Learned to Puture Projects, GAQ-08-508T (Washington, D.C.: February 2008).

PThe U.S. Border Patro} has 20 sectors responsible for detecting, interdicting, and
apprehending those who attempt illegal entry or smuggle people~—including terrorists or
contraband, including weapons of mass destruction-across U.8, borders between official
ports of entry.
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February 2008, the SBI program office estimated that the remaining
deployments of the first phase of technology development planned for the
Border Patrol’s Tucson, Yuma, and El Paso sectors are expected to be
completed by the end of calendar year 2011.

Border Patrol agents in the Project 28 location have been using the system
as they conduct their border security activities since December 2007, and
as of January 2008, 312 agents in the Project 28 location had received
updated training. According to Border Patrol agents, while Project 28 is
not an optimal system to support their operations, it has provided them
with greater technological capabilities—such as improved cameras and
radars—than the legacy equipment that preceded Project 28. Not ali of the
Border Patrol agents in the Project 28 location have been trained to use
the system’s equipment and capabilities, as it is expected to be replaced
with updated technologies developed for SBInet.

Deployment of tactical infrastructure projects along the southwest border
is on schedule, but meeting the SBI program office’s goal to have 370 miles
of pedestrian fence and 300 miles of vehicle fence in place by December
31, 2008, will be challenging and the total cost is not yet known. As of
February 21, 2008, the SBI program office reported that it had constructed
168 miles of pedestrian fence and 135 miles of vehicle fence. Although the
deployment is on schedule, SBI program office officials reported that
keeping on schedule will be challenging because of various factors,
including difficulties in acquiring rights to border lands. In addition, SBI
program office officials are unable to estimate the total cost of pedestrian
and vehicle fencing because of various factors that are not yet known,
such as the type of terrain where the fencing is to be constructed, the
materials to be used, and the cost to acquire the land. Furthermore, as the
SBI program office moves forward with tactical infrastructure
construction, it is making modifications based on lessons learned from
previous fencing efforts. For example, for future fencing projects, the SBI
program office plans to buy construction items, such as steel, in bulk; use
approved fence designs; and contract out the maintenance and repair of
the tactical infrastructure.

The SBI program office established a staffing goal of 470 employees for
fiscal year 2008, made progress toward meeting this goal, and published its
human capital plan in December 2007; however, the SBI program office is
in the early stages of implementing this plan. As of February 1, 2008, SBI
program office reported having 142 government staff and 163 contractor
support staff for a total of 305 employees. SBI program office officials told
us that they believe they will be able to meet their staffing goal of 470 staff
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by the end of September 2008, In Decernber 2007, the SB program office
published the first version of its Strategic Human Capital Management
Plan and is now in its early implementation phase. The plan outlines seven
main goals for the office and activities to accomplish those goals, which
align with federal government best practices.

Border Patrol

In addition to technological and infrastructure improvements along the
border, the Border Patrol has experienced an unprecedented growth in the
number of its agents. As we reported last year, in a little over 2 years,
between fiscal year 2006 and December 2008, the Border Patrol plans to
increase its number of agents by 6,000." This is nearly equivalent to the
increase in the number of agents over the previous 10 years, from 1996
through 2006. As of September 30, 2007, CBP had 14,567 Border Patrol
agents onboard. It plans to have 18,319 Border Patrol agents on board by
the end of calendar year 2008. While Border Patrol officials are confident
that the academy can accommodate the large influx of new trainees
anticipated, they have expressed concerns over the sectors’ ability to
provide sufficient field training. For example, officials are concerned with
having a sufficient number of experienced agents available in the sectors
to serve as field training officers and first-line supervisors. The large influx
of new agents and the planned transfer of more experienced agents from
the southwest border to the northern border could further exacerbate the
alréady higher than desired agent-to-supervisor ratio in some southwest
border sectors.

Screening of
International
Travelers Before They
Arrive in the United
States

Because citizens of other countries seeking to enter the United States ona
temporary basis generally must apply for and obtain a nonimmigrant visa,
the visa process is important to homeland security. While it is generally
acknowledged that the visa process can never be entirely failsafe, the
government has done a creditable job since September 11 in strengthening
the visa process as a first line of defense to prevent entry into the country
by terrorists.” Before September 11, U.8, visa operations focused primarily
on illegal immigration concerns—whether applicants sought to reside and

See GAO, Homeland Security: Information on Training New Border Patrol Agents,
GAOD-07-540R (Washinglon, D.C.: May 2007).

" See GAQ Homeland Securily: Progress has been Made (o Address the Vulnerabilities
Exposed by 9/11, but Continued Federal Action is Needed to Further Mitigate Security
Risks, GAC-07-375 (Washington, D.C.: January 2007).
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work illegally in the country. Since the attacks, Congress, the State
Department, and DHS have implemented several measures to strengthen
the entire visa process as a tool to combat terrorism. New policies and
programs have since been implemented to enhance visa security, improve
applicant screening, provide counterterrorism training to consular officials
who administer the visa process overseas, and help prevent the fraudulent
use of visas for those seeking to gain entry to the country. The State
Department also has taken steps'to mitigate the potential for visa fraud at
consular posts by deploying visa fraud investigators to U.S. embassies and
consulates and conducting more in-depth analysis of the visa information
collected by consulates to identify patterns that may indicate fraud, among
other things. (Notably, 2 of the 19 terrorist hijackers on September 11th
used passports that were manipulated in a fraudulent manner to obtain
visas.)

The Visa Waiver Program allows nationals from 27 countries to travel to
the United States for 90 days or less for business and tourism purposes
without first having to obtain a visa.” The program’s purpose is to

facilitate international travel for millions of people each year and promote
the effective use of government resources. While valuable, the program
can pose risks to U.S. security, law enforcement, and immigration interests
because some foreign citizens may try to exploit the program to enter the
United States. Effective oversight of the program entails balancing the
benefits against the program's potential risks. To find this balance, we
reporied in July 2006 that the U.S. government needs to fully identify the
vulnerabilities. posed by visa waiver travelers, and be in a position to
mitigate them.” In particular, we recommended that DHS provide the
program’s oversight unit with additional resources to strengthen
monitoring activities and improve DHS’s communication with U.S. officials
overseas regarding security concerns of visa waiver countries. We also
recommended that DHS communicate to visa waiver countries clear
reporting requirements for lost and stolen passports and that the
department implement a plan to make Interpol’s lost and stolen passport
database automatically available during the primary inspection process at

*The Immigration Reform and Control Act of 1986, Pub. L. No. §9-603, 100 Stat. 3359,
created the Visa Waiver Program as a pilot program, In 2000, the program became
permanent under the Visa Waiver Permanent Program Act, Pub. L. No. 106-396, 114 Stat.
1637.

¥GAQ, Border Security: Stronger Actions Needed to Assess and Mitigale Risks of the Visa
Waiver Program GAO-06-854 (Washington, D.C.: July, 2006).
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U.S. ports of entry,” DHS is in the process of implementing these
recommendations and we plan to report later this year on the
department’s progress.

Until recently, U.S. law required that a country may be considered for
admission into the Visa Waiver Program if its nationals’ refusal rate for
short-term business and tourism visas was less than 3 percent in the prior
fiscal year. According to DHS, some of the countries seeking admission to
the program are U.S. partners in the war in Iraq and have high
expectations that they will join the program due to their close economic,
political, and military ties to the United States. The executive branch has
supported more flexible criteria for admission, and, in August 2007,
Congress passed legislation that provides DHS with the authority to admit
countries with refusal rates between 3 percent and 10 percent, if the
countries meet certain conditions.” For example, countries must meet all
mandated Visa Waiver Program security requirements and cooperate with
the United States on counterterrorism initiatives.

Before DHS can exercise this new authority, the legislation also requires
that the department complete certain actions aimed at enhancing security
of the Visa Waiver Program. These actions include:

Electronic Travel Authorization System:

The August 2007 law requires that DHS certify that a “fully operational”
electronic travel authorization (ETA) system is in place before expanding
Visa Waiver Program to countries with refusal rates between 3 and 10
percent. This system would require nationals from visa waiver countries to
provide the United States with biographical information before boarding a
U.S.-bound flight to determine the eligibility of, and whether there exists a
law enforcement or security risk in permitting, the foreign national to
travel to the United States under the program. In calling for an ETA,
members of Congress and the administration stated that this system was

®Interpol is the world’s largest international police organization, with 184 member
countries. Created in 1923, it facilitates cross-border police cooperation, and supports and
assists all organizations, authorities, and services whose mission is to prevent or combat
international crime. In July 2002, Interpol established a database on Jost and stolen travel
documents, As of June 2006, the database contained about 11,6 million records of lost and
stolen passports

m}mp]ementing Recc dations of the 9/11 Cc jssion Act of 2007, Pub .L. No. 110-53,
121 Stat. 267.
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an important tool to help mitigate security risks in the Visa Waiver
Program and its expansion. DHS has not yet announced when or how it
will roll out the ETA system.

Air Exit System

The August 2007 law also required that, before DHS can admit countries
with refusal rates between 3 percent and 10 percent to the Visa Waiver
Program, DHS must certify that an air exit system is in place that can
verify the departure of not less than 97 percent of foreign nationals who
depart through U.8. airports.” Last month, we testified that DHS’s plan to
implement this provision had several weaknesses. * Using this
methodology, DHS staied that it can attain a match rate above 97 percent,
based on August 2007 data, to certify compliance with the air exit system
requirement in the legislation. On December 12, 2007, DHS reported to us
that it will match records, reported by airlines, of visitors departing the
country to the department’s existing records of any prior arrivals,
immigration status changes, or prior departures from the United States. On
February 21, 2008, DHS indicated that it had not finalized its decision on
the methodology the department would use to certify compliance.
Nevertheless, the department confirmed that the basic structure of its
methodology would not change, and that it would use departure records
as the starting point, Because DHS’s approach does not begin with arrival
records to determine if those foreign nationals stayed in the United States
beyond their authorized periods of admission, information from this
system will not inform overall and country-specific overstay rates—key
factors in determining illegal immigration risks in the Visa Waiver
Program. The inability of the U.S. government to track the status of
visitors in the country, to identify those who overstay their authorized
period of visit, and to use these data to compute overstay rates have been
longstanding weaknesses in the oversight of the Visa Waiver Program. We
reported that DHS's plan to meet the “97 percent” requirement in the visa
waiver expansion legislation will not address these weaknesses.

*In addition, Public Law 110-53 required the implementation of a biometric exit system at
U.S. airports. If this is not in place by mjd-2008, the flexibility DHS could have obtained to
admit countries with refusal rates between 3 percent and 10 percent will be suspended
until it is in place.

®GAD, Visa Waiver Program: Limitations with Department of Homeland Security’s Plan
to Verify Departure of Foreign Nationals, GAO-08-468T (Washington, D.C.: February
2008).
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DHS Pilot on the
Immigration Advisory
Program

DHS has also has begun to pilot the Immigration Advisory Program (IAP),
which is designed to provide additional scrutiny to passengers and their
travel documents at foreign airports prior to their departure for the United
States.” This pilot program began in 2004 and was designed to identify and
target potential high-risk passengers. Under the 1AP pilot, CBP has
assigned trained officers to foreign airports where they personally
interview pre-identified high-risk passengers, conduct behavioral
assessments, and evaluate the authenticity of travel documents prior to
the passenger’s departure to the United States. The pilot program has been
tested in several foreign airports, and CBP is negotiating with other
countries to expand it elsewhere and to make certain 1AP sites permanent.

CBP has reported several successes through the IAP pilot. According to
CBP documents, from the start of the IAP pilot in June 2004 through
February 2006, 1AP teams made more than 700 no-board recommendations
for inadmissible passengers and intercepted approximately 70 fraudulent
travel documents. CBP estimated that these accomplishments equate to
about $1.1 million in cost avoidance for the U.S. government associated
with detaining and removing passengers who would have been turned
away after their flights Janded, and $1.5 million in air carrier savings in
avoided fines and passenger return costs. According to CBP, these
monetary savings have defrayed the costs of implementing the program,

In May 2007, we reported that CBP has not taken all of the steps necessary
to fully learn from its pilot sites in order to determine whether the
program should be made permanent and the number of sites that should
exist.” These steps are part of a risk management approach to developing
and evaluating homeland security programs. A risk management
framework includes such elements as formally outlining the goals of the
program, setting measurable performance measures, and evaluating
program effectiveness. Although CBP is currently taking steps to make its
AP sites permanent and to expand the program to other foreign locations,
CBP has not finalized a strategic plan for the program that delineates
program goals, objectives, constraints, and evaluative criteria. CBP
officials told us that they have drafted a strategic plan for the IAP, which

*See GAO, Aviation Security: Efforts to Strengthen International Prescreening are
Underway, but Planning and Implementation Issues Remain, GAO-07-346 (Washington,
D.C.: May 2007).

*See GAO-07-346,
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contains program goals and performance measures. CBP stated that the
plan has not yet been finalized.

Concluding Remarks

CBP has made progress in taking actions to secure our nation’s borders. it
has enhanced its ability to screen travelers before they arrive in the United
States as well as once they arrive at a port of entry. Nevertheless,
vulnerabilities still exist and additional actions are required to address
thern. How long it will take and how much it will cost are two questions
that plague two of DHS's major border security initiatives, Whether DHS
can implement the exit portion of US-VISIT is uncertain. For land poris of
entry, according to DHS, there is no near-term solution. Completing the
SBI initiative within time and cost estimates will be challenging, including
the building of nearly 700 miles of fencing. These issues underscore
Congress’ need to stay closely attuned to DHS's progress in these
programs to help ensure performance, schedule, and cost estimates are
achieved and the nation’s border security needs are fully addressed.

This concludes my prepared testimony. I would be happy to respond to
any questions that you or members of subcommittees may have.
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SBI—BORDER FENCING

Mr. PricE. Thank you, Mr. Stana, and thanks to all of you. Mr.
Basham, let me begin with a question about border infrastructure
and, in particular, the fence construction that you referenced and
the kinds of requirements in executing that construction that are
contained in our 2008 appropriations bill. Section 564 of that bill
requires the Secretary of Homeland Security to consult with key
stakeholders in carrying out the requirement to construct re-
enforced fencing along the southwest border. Specifically, by law,
the Secretary “shall consult with the Secretary of the Interior, the
Secretary of Agriculture, states, local governments, Indian tribes,
and property owners in the United States to minimize the impact
on the environment, culture, commerce, and quality of life for the
communities and residents located near sites at which such fencing
is to be constructed.”

As you know, we had a number of those stakeholders before us
a few days ago and the reports there were not encouraging, in
terms of the amount of consultation that had taken place or that
was perceived to have taken place, the amount and quality of con-
sultation that was perceived to have taken place with respect to
this project. And, of course, there were reports about CBP suing
landowners to gain access to property for survey and assessment
purposes and so forth, which does not suggest—at a minimum, it
does not suggest a very consensual outcome to all of this. I know
you have had a lot of meetings. I know you have had 100 meetings,
100 plus meetings with officials and with the general public over
the past year. But, those meetings, I am afraid, by the mayors, es-
pecially, across the Texas border, those meetings are characterized
rather negatively, that they consist of making a presentation, but
not a whole lot of genuine consultation or follow-up. So, they are
saying DHS maybe can check the consultation box, but that there
is not really a dialogue going on.

I wonder how you would respond to these concerns and also want
to ask you, from your perspective, where are we in this process?
What degree and what kind of consultation is yet required?

Mr. BAsHAM. Mr. Chairman, we are very familiar that there is
a tremendous amount of frustration with respect to this issue. And,
as you know, we based our assessments on the need for infrastruc-
ture along the southwest border based upon the Border Patrol’s
views with respect to what we would have to do to secure that bor-
der. And as you mentioned, we recognized that it needed to be a
collaborative effort, that we needed to reach out to the stake-
holders, and we have done a number of outreach sessions. I think
we have had over 18 town hall meetings across the southwest bor-
der. We have had hundreds of contacts by the Border Patrol with
landowners to discuss issues. What we recognize is that we are not
going to get everyone completely in agreement that there needs to
be fencing placed on their property. But, there have been discus-
sions—and Greg Giddens can give you a couple of examples of just
how extensive these discussions have been and the collaboration
that we have tried to attain in trying to get access to this property.

But at the end of the day, Mr. Chairman, we are bound to meet
the requirements of the Congress and the Congress has said we
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will build 370 miles of pedestrian fence and 300 miles of vehicle
barriers along the southwest border by the end of the year. And
you can only go so far in discussions until you have to make a deci-
sion and we are at a point where we have to make those decisions.
As you mentioned we have sent out letters to landowners advising
them that there could be legal action taken for us to get access to
do surveys, and environmental assessments on those pieces of prop-
erty. And that is where we are today. If we are going to meet the
mandate, if we are going to build the fence that has been required
of us, we have to start and we have to start now.

And I would like to give Greg, if you do not mind, Mr. Chairman,
a chance just to maybe elaborate on the kinds of discussions we
have had along the southwest border.

Mr. PRICE. I would like to turn to Mr. Giddens, but I would like
to first interject a couple of elements that might be helpful in clari-
fying this. First of all, the number 370 keeps getting repeated, but,
as you know, what the law states is 370 miles or an amount deter-
mined by the Secretary.

Mr. BAsHAM. Right.

Mr. PRICE. Presumably, after full consideration of what it takes
to achieve “operational control” and after these various processes
are undertaken. So, the very rigidity of that notion of 370 miles,
no more, no less, I think raises certain questions about how flexible
this—and how accommodating this process is.

SBI—HIDALGO COUNTY

Secondly, there was one bright spot in this testimony from our
Texas friends and that had to do with Hidalgo County where there
seems to have been an agreement to share the cost of a levy that
would double as a border barrier. Now, all parties seem to be rea-
sonably happy with that, seems to be what I was referring earlier,
as a consensual outcome. I do not imagine that was an easy out-
come to reach. I imagine it was actually fairly painstaking and no
doubt pretty challenging to think about doing that with numerous
communities. Yet, I do believe that is what we envision going on
or at least something more than just a public meeting that lets ev-
erybody say there has been a public meeting. So with that elabo-
ration, Mr. Giddens, you can

Mr. BAsHAM. I would like to thank the committee for that flexi-
bility and, as you recall, in the initial discussions regarding where
that fence should be, we turned to the Border Patrol and asked the
Border Patrol what is it going to take to get control of this section
of the border. And the Border Patrol feels that that 370 miles is
the accurate number of miles that need fencing. But the flexibility,
we will continue to try to exercise that in the best manner possible.
But, I will just give Greg a minute just to go over some of the col-
laborative efforts. And you mentioned Hidalgo, which is a

Mr. GIDDENS. Mr. Chairman, I appreciate the opportunity.
Frankly, to talk about some of the things that when I read about
our program and what we are doing in this area in the press, I do
not even know what program they are talking about. We have had
over 400 landowners that we were required to get right-of-entry ac-
cess to. Of those 450 landowners, all but 77 voluntarily agreed to
allow us to come on to their land. And when I read about instances
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where we have not consulted and people were surprised and we go
back and have documented contacts with people to say that we
would like to come in and chat with you about the fence and get
your thoughts on aesthetics and placement and we get the re-
sponse, we are not going to put it on the agenda, sir, I do not know,
at some point, what else we can do when we are reaching out to
consult and people do not want to meet with us. And when we send
letters out to gain right-of-entry that say, you have received this
letter, because we have not been able to get your approval and if
you think you received it in error or if you are ready to talk about
this or sign a right-of-entry, please call us and we give a point of
contact and we do not hear anything back from them, sir, I am
just—I really do not understand a lot of what I read about what
we are doing.

We have had some very positive experiences on the southwest
border. Hidalgo County, sir, the one you mentioned, is probably the
most, I think, one that is wide ranging. It involves about 22 miles.
But, we are carefully looking at the appropriated dollars and we
appreciate the support of this subcommittee to make sure that
what we do with that dollar is targeted to border security and it
is not building a levee and we are able to work an agreement and,
sir, our staff and Hidalgo County worked very hard, as you indi-
cated, to try to make this happen, so that we could combine these
projects and protect the integrity of the appropriations for border
security and not merge that with levee repair, but combine two
government public works projects in a way that is beneficial for the
local community and it is beneficial for Customs and border protec-
tion.

I would like to point out that we do need a legislative remedy
that would allow us to enter this cooperative agreement with Hi-
dalgo County. Without that legislative relief, we do not have the
authority to proceed.

SBI—BROWNSVILLE

Sir, in the Brownsville area, in discussions with the University
of Texas at Brownsville, we modified and changed the footprint of
where our fence would go based on local input. We also made simi-
lar modifications in San Diego, in Del Rio. We made modifications
in the Rio Grande Valley sector, based on discussions with the De-
partment of Interior, to better protect the birdwatching sanctuary
and other environmentally sensitive areas. So, we are going out
and making real changes based on input. And the inputs that we
get at these public meetings where we go down factors of air qual-
ity, noise, land use, geology, and water resources, vegetation, wild
life, and aquatic resources, special studies, status species, cultural,
resources, aesthetics and visual, socioeconomic resources, environ-
mental justice, utilities infrastructure, hazardous materials and
waste, we are not just going out there to collect something and just
file that away. So, we have the obligation and responsibility to the
NEPA process to adjudicate each one of those comments. We go
through each one of those, look at what the comment is, and then
we have to give a disposition of that and have a record of that to
the NEPA process. So, we are not doing anything to check the box.
We are doing this because it is the right thing to do. It is required
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to do by NEPA. It was clearly reinforced by the subcommittee. And
there is no box checking going on with our consultation.

Mr. PricE. Well, we will, I am sure, return to this. I want to
make clear that nobody here have a veto. We all understand that.
Sometimes, consensual outcomes are not possible. But, the kind of
process that appears to have been undertaken at Hidalgo County
and what I understand Brownsville, for example, to be asking for,
those represent a positive indication of what might be possible. I
would think that we want to the maximum extent possible to not
be hearing the kinds of things we heard from not just scattered
people, who were discontent, but from the representatives of all the
leaders of those border towns.

Just finally, Mr. Basham, is there a rough way of estimating how
much is yet to be done? I mean, to what extent is your agency’s
attitude that you have already done this or to what extent do you
see a good bit of work yet to be done? If you could somehow give
us a general idea of that.

Mr. BasHAM. We feel we are at a point, Mr. Chairman, that the
outreach that we have done and the discussions that we have had
now brings us to a point where we have to now go in and exercise
whatever legal authorities remain to get access to these properties
to do the kinds of surveys, to do the environmental assessments,
and we have to start to construct these fences, and that is where
we—I guess my answer is we are at a point where we will still be
open to discussion, but we recognize we have to now make very
hard decisions and that is where we are.

Mr. PrICE. Well, getting a temporary order to give you access to
the land to conduct a survey is different than beginning construc-
tion.

SBI—LOCAL CONSULTATION

Mr. BasHaM. That is exactly right. And the reason that we are
asking for access is to do those engineering and environmental as-
sessments to make a determination as to whether or not we are
going to build a fence. It does not mean because we have gotten
access that we are going to build a fence. There is a strong likeli-
hood, based upon operational needs, that that is where we want to
build the fence. So, as Greg said, we have had exhaustive conversa-
tions. And I will give you an example, Mr. Chairman. I was in La-
redo this past weekend and they were complaining about the fence.
And I tried to explain to them, we are not building a fence in La-
redo. We have the Rio Grande River. But, that is sort of issues we
are dealing with down on the border. And so, we are doing every-
thing we can to make this collaborative process, Mr. Chairman, but
it is a difficult—it is difficult for us to continue to do that and meet
the requirements.

Mr. PRICE. Mr. Rogers.

Mr. RoGeRS. Thank you, Mr. Chairman. Well, I do not want to
diminish the complexity and difficulty of constructing a virtual or
real fence along the border, nor do I diminish the concern of citi-
zens along the border in seeing something built in their backyard
so to speak. However, there is a national mandate to build a fence
to protect the border. There is always going to be people, who will
complain. You cannot positively satisfy 100 percent. Frankly, I
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think you have come a long, long way. There is only 77 landowners,
who have not said no to access or have not responded and I am told
that that only represents about 22 miles of the border. Is that
right, Mr. Giddens?

Mr. GIDDENS. Yes, sir.

Mr. ROGERS. And given the enormous amount of consultation and
asking for advice and listening to local concerns and responding to
individual landowners, hundreds of sessions, I do not think anyone
can say that you have not been open to consultation. But this is
a national mandate. We want the fence built. Congress has said it
for years. You got the money. And I do not want us to stagger at
the gate here. And to be frank with you, a lot of these people, who
say do not build the fence, tomorrow are going to say or yesterday
said, why does the government not stop these people from coming
in here, same people that now will not let you on their property to
assess the kind of fence that needs to be built. So, a lot of us are
a bit impatient, I am sure you are, too. I do not represent the bor-
der area. So, I do not have a constituent involved here. But, I do
have, as all of us do on this subcommittee, the responsibility to find
the monies to help you do the national mandate that has been laid
down before us.

So, the consultations have been enormous, public meetings, town
hall meetings, open houses, private meetings with state and local
officials, city counsels, local utility representative, tribal reps, uni-
versities, local law enforcement, environmental leaders, city man-
agers, county commissioners, delegates, judges, you have talked to
them all endlessly. And you have come down to where there is only
77 landowners, who now say, no way or at least not at this point.
Well, when we came up with the street lights, oil-fired street
lamps, a great invention, people complained that it would pollute
the air. So, every time you try to do something, there is going to
people that will fight you all the way. That is just the way things
are. And I do not want us on this subcommittee to get the idea that
there is anything more than minor opposition from selected individ-
uals. We heard a few of them here the other day, but, my gosh,
there are thousands of others, who are saying let us do it and there
is millions of the rest of us saying why are you not proceeding fast-
er. Well, I apologize for vetting my frustrations with you, who I am
sure are just as frustrated as me.

SBI—P—28

Well, let me get back to the P-28 task order. By all accounts that
I have heard, P-28 represented a big time failure. You can correct
me. I want you to correct me, if I am wrong. Go ahead.

Mr. BasHAM. I would correct that view. In the beginning, I be-
lieve there were some problems, and those problems were recog-
nized with P-28 and with the effort that Boeing was putting forth.

That is why we advised Secretary Chertoff and Deputy Secretary
Michael Jackson at the time in June 2007 that P-28 was not oper-
ational; it had not delivered what we had expected. And the deci-
sion was made not to accept from Boeing that product.

To their credit, the CEO of Boeing stepped up and said: You are
right. It is not working. It is not what we said we would deliver.
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We are going to fix it; we are going to fix it on our time; and we
are going to fix it on our dollar.

I would venture to say that Boeing has doubled the amount of
money invested in P-28 to correct the problems.

Mr. RoGERS. Was that a design and engineering problem at the
outset, or was it a problem in construction or what?

Mr. BasHAM. Well P-28, as you recall, was intended as a proof-
of-concept approach to see what Boeing would take off-the-shelf
software, integrate that, and provide us with something that we
could look at; something that we could test to make the determina-
tion whether this was feasible.

They did not deliver that machine. In December, we took condi-
tional acceptance of P-28, so we could have the Border Patrol
agents get their hands on this product, and work the system to see
whether or not it was going to provide any operational value to the
Border Patrol.

They worked with this until February. In February, the Sec-
retary himself, who went down to Tucson and saw this product,
walked away satisfied that Boeing had met the obligations that the
Task Order had presented.

In fact, in my opinion, Boeing delivered a better product than
what had been originally requested. We are going to take that,
what we have learned, we may be switching out hardware; we may
be switching out software; we may be making some changes. But
the concept works.

Now, we will move forward and apply that concept, taking parts
of that and apply it to other parts of the border. Greg can elaborate
further on that, if you wish. But I believe that the press—and I can
tell you, I believe it was stated that it was said that the Border
Patrol was not satisfied with the product.

We knew that this was not going to be the new product. This was
an opportunity for us to see what was within the realm of possi-
bility by integrating these pieces. We will continue to refine and
improve the hardware and the software, working with the Border
Patrol, working with Boeing to make this a very effective and effi-
cient product.

Mr. ROGERS. Well, you finally accepted P-28 on February
22nd

Mr. BASHAM. Right.

Mr. ROGERS [continuing]. Eight months late.

Mr. BAsHAM. Right.

Mr. ROGERS. And now you are up against the deadline that has
been set for the 370 miles of pedestrian fencing, and 300 miles of
vehicle fencing, and all of the rest by the end of the 2008 calendar.
Can you make it?

Mr. BAsHAM. We are on course, yes.

Mr. ROGERS. Even though P-28 was eight months late?

Mr. BAsHAM. P-28 was, in fact, eight months late; however, we
have made other decisions, other than the fact that P-28 was late,
in terms of our approach to securing that portion of the south-
western—

Mr. ROGERS. I did not understand that, what did you say?
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Mr. BAsSHAM. Yes, P-28 was late on delivery, and you were talk-
ing about the time line, so when we would have P-28 com-
pleted

Mr. ROGERS. Yes.

Mr. BAsHAM. But it has made us go back and take another look
at how we are going to apply what we have learned out of P-28.

Mr. ROGERS. Tell us about that. How are you going to apply what
you have learned from P-28, and what kind of delay are we in-
volved in here?

Mr. GIDDENS. Yes, sir, as you indicated, P-28 was always the
prototype. It was to get a technology demonstrator out there.

So even when I go back to 2006 when we started down this path,
we could have taken a classical approach to generate details, spe-
cific requirements, get those out, and then do a detailed source se-
lection, so we would be in front of this hearing now talking about
awarding a contract this summer to get started. That is not the
role and approach that we took. We took the approach to get a
technology demonstrator out; and, in parallel, we are developing
our detail requirements.

Now, we sit before this sub-committee with a technology demon-
strator fielded and we are on target this summer to develop and
deploy our first operational spiral of capability, get a deployment
decision in the September time frame, and then be in a production
mode whether we will have our first spiral operational capability.
And then, depending on available funding, we can spread that out
to the southwest border.

I think that is in a much better position than you are talking
about just awarding a contract to get started this summer.

The decisions we made in terms of schedule, one of the issues
that GAO raised with this approach was that it had a lot of con-
currency in it. We have looked for ways to try to drive some of that
concurrency out; and one of the decisions the Commissioner was in-
dicating was we decided this summer: instead of deploying broadly
to the Arizona border to deploy in two sites this summer, basically
we bring out those two sites, and nail down that configuration, and
then by early fall be ready to start broadly deploying it along the
Arizona border based on the priorities from the Border Patrol.

Mr. RoGERS. What did you learn from P-28, and how will you
apply that to the rest?

Mr. GIDDENS. One of the first things we learned on P-28 was the
need to do robust integration testing.

Mr. RoGERS. All right.

Mr. GIDDENS. The way we are looking to apply that is: We are
establishing both the software development and integration facility
and a hardware facility. So that in P-28, within the eight months
and the $20 million, Boeing did not have the time or the dollars
in that contract to establish that type of integration facility.

So we are going to develop the software, and we will fully inte-
grate and test, within all its modules. At the same time, we are
testing the real hardware in an integration lab. Then we will bring
both of those together, so that we bring it out in that laboratory
environment, and minimize the impact, and minimize the bugs and
glitches that we will find when we field it. Now that is a very dif-
ferent approach than what we took with Project 28.
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Mr. ROGERS. When will we let this out for contract?

Mr. GIDDENS. Sir, the activity to develop that software is already
on contract, and it is on schedule for us to be able to start deploy-
ing that this summer.

The hardware is already in the integration lab, so it is already
in that testing. And then we will have, I think it is within the next
45 to 60 days, we will have the contract. That should start the de-
ployment process so that we can field that this summer, actually
in the field and in two sites in Arizona.

Mr. ROGERS. So the contract to deploy will be this summer.

Mr. GIDDENS. Yes, sir.

Mr. ROGERS. Is Boeing a part of any of this so far, beyond P-28?

Mr. GIDDENS. Yes, sir. They are developing the follow-on common
operating picture, which was to plan, even back in December 2006
when we had submitted to the sub-committee, that has always
been our plan that we had work to do beyond P-28.

And Boeing is also establishing, under the contract, this integra-
tion lab to bring all this together in a real structured integration
and test environment to wring it out before we put it out to the
field this summer.

Mr. ROGERS. Bottom line, last question: Can you meet the dead-
line we have set for you on building the fence and virtual fence be-
fore the end of the year?

Mr. GIDDENS. By the end of the year, we are on track for the 370
miles of pedestrian fence and 300 miles of the vehicle fence.

On the technology side, we will be in a position where we have
deployed it to two sites by the summer. And our ability beyond that
starts to be based on appropriations. But we will be in a production
mode that we will have the configuration of operational capability
ready to move forward.

Mr. ROGERS. Thank you, Mr. Chairman.

Mr. PrICE. Mr. Rodriguez.

Mr. RODRIGUEZ. Thank you very much, Mr. Chairman, and Com-
missioner and the rest of the Board, let me first of all thank you.
I know we have had some great success on the border, but we also
understand that part of the success is also the fact that we had a
good number of our Border Patrol expansions. But we are having
some difficulties. And later on, I want you to react to the housing
that is needed in some of those areas for our Border Patrol.

I am really concerned about our national parks. I have La
Amistad and the Big Ben, and I have visited Organ Pipe. I do not
want anything to happen in those areas such as has happened in
Organ Pipe. So I want as much as I can in those areas in terms
of security.

I want to congratulate those efforts that have been done regard-
ing stopping a lot of that immigration. And I know that part of that
responsibility also falls with the legislature, that we have failed to
pass immigration legislation that will allow us to handle this more
appropriately than we have.

We know that a large number of the people who come through,
come through legally, with vistas. And the ones we have had prob-
lems with, we just have those 22,000 Saudis that the administra-
tion has allowed to bring in, and there are some real concerns
there.
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As it relates to the fence, Commissioner, in all due respect, the
meetings that I have had have been where I had been told where
the fence is going to go. I would just ask you if there is an oppor-
tunity for us, myself, you, or whoever you designate to meet with
my communities, and that is all I ask: If there is an opportunity
to dialogue, we need to secure the border enough.

I feel very strongly about that, but we also know and I will quote
your Chief of Border Patrol that says: That the fence is only as
good as the amount of time that the Border Patrol is given based
on that individual jump in the fence. It is takes three minutes to
jump the fence, that is the amount of time that they are given in
order to make that happen.

The other things for the rest, I think we also need to abide by
our own laws as it deals with private ownership of property, and
consider that. When all is due and done, I understand that security
takes priority. Where you are going to have to build it, you are
going to have to build it. But I would ask that you dialogue with
us.

I have some real concerns with recent negotiations and what has
transpired about where the fence is and where it is not, if it is
based on those that have political pull and those that have re-
sources roles versus poor communities, and there has been lit-
erature on that.

So I am hoping that the Border Patrol, or whoever makes those
decisions, that it is based on security, not on the fact that we have
some political pull in some of the areas and none in the others.

So I would like, if possible, to have that opportunity to be able
to just sit down. I have the communities in Eagle Pass that were
sued. My understanding is that they were reaching out and every-
thing, and it sounds great to talk about the reaching out, but it is
another thing when you hand out lawsuits throughout without no-
tices to those individuals, and being able to dialogue with them.

SBI

So I would hope that we have an opportunity to dialogue about
that because I personally, in my meetings—the last one that we
had here with the Border Patrol, we were told basically where the
fence was going to go. It was not an opportunity to dialogue back
and forth.

That did not occur with me. I mean you told me where you were
going to put it. So what I am asking is if there is an opportunity
to dialogue and if we have to put down, fine.

As I went through the Border area, I saw where there was a
need for car barriers in Arizona and some other areas. Texas has
a natural border there. It is very different. If you have not been
there, it is difficult to comprehend how to deal with that.

I know when you looked in terms of the Eagle Pass, where they
were looking at a golf course, and you got that fence going right
through the middle of the proposed golf course in that area. And
I know you had those fences going right through the junior college
in Cameron County, I think, where that was going through. I am
real pleased that there were some agreements that were made
there.



147

With that said, I would just ask: If there would be an oppor-
tunity for us to sit down with, especially the Eagle Pass Presidio
sector, which is a modified sector. I think the Del Rio, unless I hear
otherwise, because I will be there tomorrow and the next day. But
the two sectors are the Eagle Pass sector and the Presidio sector,
and seeing in terms of the rationale there.

In addition, there were some concerns on the outskirts of the
county right after El Paso with some fencing that might cause
some problems with flooding and some problems with the levies.

The other biggest issue on private property is: Border Patrol peo-
ple, in terms of when they go through there and the damage to the
private property there, and those complaints, which are minimal in
comparison to what you guys have been doing.

With all that said and done, let me also qualify it. The only com-
plaints that I have been getting I have 785 miles. I have more bor-
der than other member of Congress. It is just isolated areas. Other
than that, you are doing a great job, and the numbers are being
reduced.

With that, I would ask the Commissioner, I would like to be able
to sit down with you, or any of your designees in my communities,
as it is possible, to dialogue about the security on the border.

Mr. BasHAM. Mr. Rodriguez, again, the answer to your last ques-
tion is: Yes, we would be more than happy to continue the con-
versation with you on those areas that you have concerns with, and
share with you the outreach that we have done, the process that
we have followed.

All of those things that you cited early on are issues that we take
very seriously: the impact on environment, the impact on the towns
and cities. We will work with that, and we will work with our part-
ner, the Department of the Interior, working on these land-man-
agement issues.

We feel that we have been very open to discussion, and we recog-
nize that we are not going to come to agreement on every single
one of these issues.

Mr. RODRIGUEZ. I understand that, I understand that. I just ask
to sit down at least with the communities that I mentioned because
we feel that we have not had that.

Mr. PrICE. The time is almost expired, thank you.

Mr. Carter.

Mr. CARTER. Thank you, Mr. Chairman. I know we have limited
time. I have got a million questions, but I will just cut down to one
that I am really curious about. I think the Commissioner just said:
We are not building a fence in Laredo.

I have sat in on the side of the Rio Grande with the Border Pa-
trol. I am almost right in downtown Laredo, just slightly outside
of town. He had, during the summer, anywhere from 200 down to
about 20 people come across his two-mile sector every night.

When it got cold, it dropped down to two or three, whoever wants
to swim a cold river. He showed me how they did it; he showed me
films of—this end of his sector across, and when he responds there,
a hundred come across that piece.

This was just two years ago, okay. This border patrolman told
me that he had between that road and the river, it is basically cane
and mesquite. He told me that if they crawled through the cane
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and mesquite, get to the road, sprint that three-lane road, they are
free and clear.

Because once they have reached that road and got across it, they
look like everybody else and they cannot do anything about them.
So they always wait until they have dried off before they make that
sprint

And he told me that that fence would help tremendously to slow
them down so that he could get to them, tremendously. Then you
tellhqr)le that you are not going to build a fence in Laredo, is that
right?

Mr. BAasHAM. Again, based upon the assessment of the sector
chief there in Laredo, Chief Corell, you had the river, you had the
carrizo cane. The thinking is that we really do not need a fence
there. What we need to do is to get rid of the carrizo cane, and
come up with a way of getting rid of that cane and put eyes on that
part of the border, using technology so that——

Mr. CARTER. So you are going to get the environmentalists come
in and let you take out native cane along the area——

Mr. BASHAM. Actually, that is not what——

Mr. CARTER. That is what they told me they could not get done.

Mr. BAsHAM. No, it is not native. The carrizo cane is not native
cane. But, right now, we are trying to determine how we are going
to get rid of the carrizo cane.

Mr. CARTER. I would agree with that.

Mr. BasHAM. And by then applying the cameras and the sensors,
and the appropriate level of Border Patrol staffing to be able to see
it, and interdict it before they get to that three-lane highway on a
sprint. A fence is not necessary there.

There is another occasion where the Border Patrol has made a
determination that the best effective operational approach there is
to get rid of the carrizo cane and put in technology, get the level
of Border Patrol agents necessary to interdict and react to those in-
cursions. We do not need a fence. We are not going to build a fence
where we do not need it.

Mr. PRICE. Let me interrupt the gentlemen. We need to get to
the floor. There will be two votes in rapid succession and we will
come back. Thank you.

[Whereupon, a short recess was taken.]

Mr. PrICE. Thank you for your patience. We will reconvene the
hearing now, and turn to Ms. Roybal-Allard.

Ms. ROYBAL-ALLARD. Thank you, Mr. Price. First of all, let me
thank you for your attention to a trade issue that I had in the Los
Angeles area. I have some very positive news on that front, and I
appreciate the work that you and your people did on that issue.
Thank you.

Mr. PrIiCE. Thank you.

MICHAEL TONY DEATH

Ms. ROYBAL-ALLARD. As you know, on February 8th, at Honolulu
International Airport, a two-week-old U.S. citizen named Michael
Tony died after he, his mother and a nurse were prevented from
leaving a locked CBP holding area, despite the fact that the child
needed medical attention. He was flying in to get medical attention
because of a hole in his heart.
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I understand there may be a lawsuit, so you may be limited in
how you are able to respond. But, to the best of your ability, can
you tell us what kind of training CBP officials receive in order to
adequately respond to these kinds of emergencies, and also what
procedures, if any, have been changed to make sure that a tragedy
like this does not happen again?

Mr. BASHAM. Let me just respond by saying that we recognize it
was a very tragic incident.

But if you look at the time lines that have been published, the
flight arrived at 5:35, they reached primary at I believe 5:55; and,
into secondary, about 6 p.m. At 6:07, there was a response to that
child by medical personnel and there was medical attention that
was given to the child.

I might also add that at no time, that our information provided,
had they requested oxygen, either during the flight or after the
flight, there was no request for any assistance once they arrived at
the port of entry.

And I want to tell you our personnel reacted immediately and ef-
ficiently to that child, and to that situation. To me, it is a tragic
situation, but for these officers now to be accused of not reacting
is just a very sad thing in my mind.

I will let Bob Jacksta, who is the deputy assistant commissioner
for operations, add to my thoughts.

Mr. JACKSTA. I would just add that it is under investigation and
we take this very seriously. We have looked at our operations; and
we have looked at our protocols to make sure that not only in Hon-
olulu but all of our airports and ports of entry we have personnel
ready to respond to any type of medical emergency.

The protocol is that where something happens like that, we
would immediately call for medical emergency personnel to come to
the port of entry to assist and help in any way possible, and our
officers are trained with just basic type of emergency capabilities.

But, as the Commissioner mentioned in this case here, our time
line is clearly different from the time lines that have been out
there. The flight did arrive at 5:30. By 6:00 in the morning, we
were taking action, notifying the 911 at the airport, as well as the
other security personnel, and they responded.

I think it is important to note that we did take this seriously and
we responded quickly to the actual event.

Ms. ROYBAL-ALLARD. The concern that I have, and I do not want
to get into all the details, but I guess one of the things that I re-
acted to was that both the nurse and the baby were American citi-
zens.

As I understand it, the nurse asked: Let me take the baby to the
hospital while you attend to whatever the issue was with the moth-
er. That was denied, and they had been there for about a half hour
when this incident happened.

I would just recommend that you look at that a little bit closer
to see if maybe some adjustments could be made so that would not
happen again.

Mr. JACKSTA. Once again, we are looking at it very carefully. We
do have specific emergency procedures to follow to insure that we
can respond quickly.
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We did work with the air carrier before the actual traveler ar-
rived in the United States to make sure that we could get them
through the process as quickly as possible, and we worked with the
glallrrier at the time the individuals arrived before the baby became
111,

I think that we do have a lot of protocols out there and we will
continue to look at them and evaluate them.

Ms. ROYBAL-ALLARD. Thank you.

UNACCOMPANIED JUVENILES

According to reports in the media and by non-governmental orga-
nizations, unaccompanied alien children apprehended along the
southern border continued to languish in Border Patrol stations,
sometimes up to weeks, and often without receiving a proper diet.

The law requires that these children be transferred within three
to five days to the Office of Refugee Resettlement. According to a
Congressional Research Service report published last month,
roughly 70 percent of the delay in transferring these children to
the Office of Refugee Resettlement is caused by a lack of space at
ORR facilities. However, 30 percent is due to delays by the CBP
in making these transfers.

When bed space is available at the ORR centers, what are the
reasons for the delayed transfers, and what are the specific stand-
ards that CBP is using to protect the health and well-being of these
children when they are being held in the CBP facilities and how
are these standards enforced?

I just want to emphasize that this is an issue that is brought to
our attention every single year. And every year I keep hoping that
this is being dealt with because we are dealing with children here.
So I would like to know what has happened since last year when
we mentioned this very same issue?

Mr. BAsHAM. Well, as you know, we work in collaboration, on the
detention removal services, within ICE on these issues. The com-
mittee has been very helpful in providing additional funding for
bed space, but we recognize that it is a serious issue when it comes
to how we are dealing with children.

I would like for Deputy Chief Colburn to tell you how the Border
Patrol handles it, and then Bob can tell you how it is so handled
at our ports of entry.

Mr. COLBURN. Thank you, sir, and thank you for the opportunity.

The mission of the United States Border Patrol is to capture
those who are entering, or attempting to enter illegally, between
the ports of entry, and process for the administrative or criminal
proceedings that are pertinent to the individual cases.

In those with unaccompanied juveniles, or juvenile-accompanied
families, we try to be as expeditious as possible in the hand-off to
the responsible parties. We work very closely with the non-govern-
mental organizations, as well as the governmental oversight orga-
nizations, in ensuring that they get the proper care in the short
time that they are in the custody of the United States Border Pa-
trol.

As you are all aware, the mission to hand-off detention and re-
moval of persons, including the hand-off of unaccompanied juve-
niles, is the responsibility of ICE’s detention and removals office,
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What we have done in the past year is to meet with these organi-
zations frequently, and to assign, at every sector, a representative
to deal with any and all questions that do come up regarding that.
And we of course invite visits to the sectors that happen on a semi-
annual basis, pretty much all of the nine southwest border sectors
from Texas to California.

I think that the number of complaints that you are hearing from
the non-governmental organizations have diminished distinctly in
the past several months. A lot of it probably is due to education,
the ability to have a dialogue with these organizations to hear their
concerns. But also, to work closely with detention removal oper-
ations to properly house unaccompanied juveniles.

Ms. ROYBAL-ALLARD. As a matter of fact, if I could just make this
one point. The concern is the conditions that we are hearing about.
These children are not given a proper diet. They are given dirty
blankets. They are not allowed to shower. These are things that
can be easily addressed, and I am hoping that there will be imme-
diate change to this, so that these children are being treated hu-
manely.

Mr. COLBURN. We absolutely agree with you. We work very close-
ly also with the government of Mexico on this.

As you know, Border Patrol facilities are not long-term holding,
or over-night holding facilities, so we do not, in most places, have
showers. We do provide nutrition. We work closely with the govern-
ment of Mexico as to what they consider is acceptable nutrition as
well. So it is actually a binational effort. But again, you are talking
about a long-term issue which is detention/removal operations and
those that handle juveniles.

Ms. ROYBAL-ALLARD. I think a lot of work needs to be done there
to protect these children.

Mr. COLBURN. And we are very happy to work very closely with
all interested parties.

Ms. ROYBAL-ALLARD. Thank you.

Mr. PriCE. Thank you. Mr. Farr.

CANADIAN BORDER VS. MEXICAN BORDER INTERDICTION

Mr. FARR. I was very interested in the comment last year where
we were talking about the role of this committee and risk manage-
ment, and essentially the contrasts between the two borders: the
Canadian border and the Mexican border.

I would just like to read the number of apprehensions you have
made for people who are terrorists, or have terrorist material, on
the Canadian border versus the Mexican border?

Mr. BasHAM. I believe you are referring to—there were several
incidents where there has been interdictions of individuals that we
felt had a connection to terrorism.

If you recall in Toronto, and in New York State, and then we had
a millennium bomber back in I believe it was 2000. Those inci-
dents, if that is what you are referring to, we recognize that the
threat is not just along the southwest border. The threat exists at
all of our borders.

That is why we are continuing to increase the number of agents,
we are increasing the technology that is being used on the northern
border. General Kostelnik can give you more information——
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Mr. FARR. What were the numbers?

Mr. BASHAM [continuing]. On the creation of additional air wings
up there. So we are addressing the concerns. We have tripled the
number of Border Patrol agents and increased the staffing at our
ports of entry.

One of the reasons that WHTI is—we are working on the West-
ern Hemisphere Travel Initiative is to reduce that number and
types of documents that can be used to enter this country. There
were 8,000 different types of documents, oral declarations of U.S./
Canadian citizens just declaring that I am Ralph Basham, I am a
U.S. citizen, come on in.

We ended that on January 31st of this year, recognizing that we
can no longer allow that kind of a process to proceed. The Congress
has mandated that we not implement WHTI until June 2009, and
we have heard those directions.

But ending oral declarations and requiring documentation for
citizenship are things that we feel—and increasing the number of
queries we're making on the northern border to check to see wheth-
er someone is a criminal, rapist and murderer, so make a lot of ef-
forts.

Mr. FARR. How many interdictions and nexus to terrorism were
there on the Canadian border?

Mr. BAsHAM. I am sorry, would you repeat that?

Mr. FARR. What is your number of interdictions and nexus to ter-
rorism?

Mr. BAsHAM. How many? Okay, Bob would you take that.

Mr. JACKSTA. Sir, I can give you an exact number right now, but
I think it is important to note that there are

Mr. FARR. Well, you gave it to us last year.

Mr. JACKSTA. I do not have it with me right now, the total num-
ber of——

Mr. FARR. Well, just a ballpark number?

Mr. JACKSTA. I would be careful with putting a ballpark number
out there, sir. I can get it to you. I do not have——

[The information follows:]

When travelers at the Port of Entry (POE) are identified during primary inspec-
tion as a possible match to the Terrorist Screening Database (TSDB), they are auto-
matically referred for secondary inspection. The TSDB is incorporated into the
standard TECS primary query. During secondary inspection, the Customs and Bor-
der Protection (CBP) officers at the POE will review the TSDB match in TECS and
contact the CBP National Targeting Center (NTC) to resolve potential or exact
matches.

When a Border Patrol agent suspects that an individual trying to enter the coun-
try has a possible terrorist connection, the agent contacts the Border Patrol station
to conduct additional name checks in TECS and begins the same resolution process
that is conducted by officers at the POE, including contacting the CBP NTC for po-
tential and exact matches.

In both instances, the NTC supports the field officer by coordinating with the Ter-
rorist Screening Center (TSC) and by reviewing the classified information contained
in the Terrorist Identity Datamart Environment (TIDE). The TIDE database is
maintained by the National Counterterrorism Center (NCTC) in conjunction with
the Terrorist Screening Center (T'SC).

Confirmed positive matches are included in the CBP BorderStat—TIDE report.
This report is generated by the CBP Office of Intelligence and Operations Coordina-
tion (OIOC) and is designed to provide CBP personnel a monthly, quarterly and
yearly snapshot highlighting terrorist-related encounters of individuals identified in
the Terrorist Identity Datamart Environment (TIDE) database. The statistics used
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in this report represent CBP’s tabulation of positive TIDE encounters as reported
by the NTC and Border Patrol.

Although data regarding positive TIDE matches (PTMs) that were refused entry
at the land borders were not formally collected until calendar year 2008, a rough
calculation of the FY 2007 data for PTMs refused entry concludes that 65 instances
occurred on northern land border and no instances occurred on the southern land
border. There were an additional 213 instances of people refused entry based on sus-
pected terrorist connections, but these occurred at airports and seaports—primarily
airports.

WARNING: The information contained herein is marked FOR OFFICIAL USE
ONLY (FOUO) and remains under the control of the Department of Homeland Secu-
rity (DHS), through U.S. Customs and Border Protection (CBP). It is being dissemi-
nated for authorized law enforcement purposes only. Requests for use or further dis-
semination of any material contained herein should be made to: William Houston,
Director, Office of Policy and Planning, 202—-344-2279.

Mr. FARR. Five, six?

Mr. JACKSTA. There is more than that. I would say that on a reg-
ular basis, we stop individuals——

Mr. FARR. This is nexus to terrorism?

Mr. JACKSTA [continuing]. Who have some kind of relationship to
terrorism that we have to

Mr. FARR. On the Canadian border?

Mr. JACKSTA. Yes, sir.

Mr. FARR. Now how about on the Mexican border because last
year you did not have any?

Mr. JACKSTA. I cannot give you the number on that, sir. I do not
have the exact number.

Mr. BasHAM. We will have to get back to you with the number,
Mr. Farr.

Mr. FARR. The reason I am interested in these numbers is be-
cause I think it has to do with the this whole testimony. It is al-
ways based on the Mexican border.

So it seems to me what we are doing is we are arming the Mexi-
can border. We have got every asset that technology can buy on
that border. Yet, the people who are crossing are the most vulner-
able, according to arrest histories is the Canadian border.

So we really have two policies. One policy is to keep undocu-
mented people out of the United States on the Mexican border; and
our other concern is that if terrorists are going to come, they are
probably going to come from the Canadian border because that is
where the history shows it is easier to get in.

These things are controversial, and the controversy is along the
southwest border. It is a long border; it is about 2,900 miles of the
whole border, creating these country concerns with our neighbor.
Yet we are not doing the same thing on the Canadian border. If
we were, we would have probably them screaming equally as loud.

Yet, from a risk-management standpoint, it sounds like the Ca-
nadian border is the higher risk than the Mexican border.

Mr. JACKSTA. I would just add, sir, I think as the Commissioner
mentioned, there are a couple of things that we are doing to try
to address that.

The first one that we tried to address on January 31st was pre-
venting people coming across the border with just an oral declara-
tion, both Canadians and U.S. citizens. That is a big step in identi-
fying who is coming across and requiring them to identify who they
are and their citizenship.
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The other things that we are doing is that we are putting equip-
ment up there. We are putting technology for our officers to use the
radiation portable monitors, both for vehicles and trucks. We are
putting out big ticket items regarding the ability to take back as
pictures of cargo coming across and the vehicles.

Mr. FARR. How about the portable radar systems that we found
were very effective on the southern border? Are any of those on the
Canadian border?

Mr. BasHAM. General Kostelnik can give you some information
on the air wings we are going to be deploying:

Mr. FARR. That is what you are flying. These were stationary, re-
member the ones we visited?

Mr. BasHAM. Yes, the ground-based radar that we saw out in
Nohair Hill and at——

Mr. FARR. Yes. Yes, the one that I felt, as well as the men and
Ko(rinen on the ground, that that was the most effective tool you

ad.

Mr. BAsHAM. Well, we actually, Greg, what, 40 additional——

Mr. JACKSTA. Thirty-six.

Mr. BAsHAM. I am sorry, 36. We just purchased 36 additional
grogrlld-based radar systems. Some are the ones you saw that are
mobile.

Mr. FARR. How many of those go to the Canadian border?

Mr. BAsHAM. I do not think we have any right now, do we? Right
now, there are only four deployed in the field, the others are manu-
factured by the vendor and they are deployed to the Tucson sector
and the Yuma Sector, which account for over half of all illicit traf-
ficking between ports of entry.

Mr. Jacksta was referring to ports of entry. Between ports of
entry, we had 858,000 arrests, and 1.1 million pounds of narcotics
seized on the southwest border; and only 600 people were arrested
crossing illegally from Canada into the United States last year by
border police.

We have tripled our staff over the last years on the Canadian
border, and we are bringing a robust technology to the Canadian
border. We will have 2,200 agents up there by 2010. So we are in-
creasing staffing, technology, and, to some degree, even infrastruc-
ture probably, as required on the Canadian border.

The ground surveillance radars, they are fantastic. My son is a
border Patrol agent and he called me the other day to say: I ar-
rested 52 people. We chased. They split into a group of 25. I got
reinforcements and we were able to capture them.

He said: Dad, that ground surveillance radar is fantastic. It
makes a difference. So we are believers in it, and that is why we
are acquiring and building more, augmenting what we are doing
with SBI and SBInet.

We are very worried, and very concerned, for different reasons on
the northern border, as we are on the southwest border. But both
are equally a threat to the security of the United States of Amer-
ica.

The nearly one million entries in the U.S., and nearly two million
pounds of narcotics interdicted by the Border Patrol last year,
speaks to part of that threat. Terrorism comes in many different
ways, not just a foreign-born person.




155

But along that line, on the Canadian border last year, we ar-
rested 122 people, most of whom did not enter from Canada. They
happened to be transiting near where we were working up there,
or were institutionalized up there, when we captured them, from
foreign countries of a special interest, and we know which countries
those are.

On the southwest border, we arrested 297, so significantly more
than——

Mr. FARR. What was the first number?

Mr. BasHAM. It is 297.

Mr. FARR. On the southwest border?

Mr. BASHAM. Yes, sir.

Mr. FARR. And how many on the northern border?

Mr. BasHaM. It is 122, and it does concern us.

As we all know, about the discussions about interests and groups
in vulnerabilities, and we are staffing up both the southwest bor-
der, the coastal marine, and the Canadian border. Thank you.

Mr. PrICE. Thank you.

LEO STATUS

Mr. Jacksta, as you well know, our committee included language
in this year’s bill to convert CBP officers to law-enforcement officer
status.

The budget proposal coming from the administration proposes to
repeal that provision, repeal the provision that would provide law-
enforcement officer retirement, and other benefits to CBP officers,
and would rescind the $50 million provided in the 2008 Appropria-
tions Bill to begin this process on July 1 of this year.

Mr. JACKSTA. Commissioner, I know that CBP has issued public
statements supporting the law as enacted, and I am confident that
you plan to continue the preparations to implement the law.

Mr. PRICE. Let me ask you about the underlying rationale for
what we did, though, and the kind of conditions that you are fac-
ing.

In your opinion, does recruitment and retention of CBP officers
remain an ongoing concern, and will these provisions be helpful?

Mr. BasHAM. First off, Mr. Chairman, I cannot think of one thing
in my 37 years in law enforcement that has been more positive for
the people, the men and women out there at our ports of entry,
than what you have done by recognizing them as law enforcement
officers.

Recruitment and retention remains a problem with officers trans-
ferring to the FBI, or to ICE, or the Secret Service, so I feel it
would be helpful. However, in answer to your question, we recog-
nize, and are moving forward, to implement the law as the Con-
gress has mandated.

And we will, on July 1st, be prepared to convert the 18,000 CBP
officers into that system. Funding, clearly, is an issue that we are
concerned about for 2009, as you recognized. But I believe when I
have been out there in the field, the one thing that I can tell you
that has been extremely positive is what you have done for these
agents and officers is recognize them.

Mr. PricE. Thank you.
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Mr. Jacksta, would you like to elaborate about the kind of steps
you are taking, and whether you think those steps are sufficient to
implement this law in the third quarter of this year?

Mr. JACKSTA. Is that the WHTI requirement, sir, or the law en-
forcement——

Mr. PricE. No, I am talking about the Law Enforcement Act re-
quirements.

Mr. JACKSTA. Well, from a CBP officer’s perspective, as the Com-
missioner mentioned, this is something that is very valuable.

We believe very strongly that our officers, over the years, have
been performing more enforcement work, and this is the recogni-
tion that they finally deserve for the efforts that they have been
putting out there.

We will work within CBP to make sure that we can move for-
ward and we are moving forward on July 1st to give the officers
the option of joining this retirement system.

Mr. PrIiCE. Well, from my own perspective, and I think that of
many members, I think repeal is highly unlikely.

We realize there is a challenge with respect to 2009 funding, and
we intend to apply ourselves to that challenge as we write the bill.

Mr. JACKSTA. I also think it is important that it is going to help
us with recruiting.

As you know, it is very difficult to recruit people to join various
law enforcement agencies. We think this is going to be an excellent
opportunity for people to see their capabilities and the ability to be
recognized, that is law enforcement.

P—-28

Mr. Prick. Thank you. I now want to return to the P-28 matter
that Mr. Rogers explored in some detail.

And I do want to make sure, though, that we know what the
take-away is from today’s session, as they say, about what you are
gaining from that effort, from that experience, and what your plans
are going forward.

Then, I want to give Mr. Stana, who has worked on this consid-
erably, a chance to comment on both looking back and looking for-
ward on this episode.

My basic question is: How do you rate the benefit that the Bor-
gelz? Patrol has derived from P-28, and what more are you looking

or?

Mr. BAsHAM. Well, first off, I would say that I feel that the P—
28 is in fact adding operational value to the Border Patrol. And at
the break, I was speaking with Deputy Chief Colburn about what
they are saying in the Tucson sector at P-28 and the value that
it has added in terms of apprehensions, and the Chief has got some
numbers here which I think are very impressive numbers that are
coming out of P-28.

Mr. COLBURN. Thank you, Mr. Chairman.

Mr. PRICE. Yes, sir.

Mr. COLBURN. The beauty of what we are being allowed to do to
call us as the American people the customers with SBI, SBInet, in
both tax flow infrastructure and the Smart Borders technology is
that we get to set the requirement. We go to the field to our tac-
tical commanders and those on the ground that are setting the re-



157

quirement and telling us what they believe they need and what our
vision is to SBI, to Greg and to Boeing and to those who are in-
volved in the acquisitions of the technology or the assistance of de-
sign for a fence.

With that said, with P-28, what we described to them in general
terms was we need the capability to detect an entry or an incursion
into this country, an attempt to come in. Besides detecting it, then
we need to identify and classify is it a threat, is it something that
we need to respond to. Then we need the capability to respond and
then finally resolve, interdict the rest.

With that said, just in the last four days, in the P-28 area that
we assigned value to that equipment, Smart Borders technology,
we had 223 detections the last four days. Of those, we arrested 103
people and turned back 55. That is about an 88 percent to 90 per-
cent effectiveness to call it that of those that we were able to de-
tect, identify and classify as a threat, meaning foreign-born nation-
als or mules as we call backpackers of drugs, types of threats and
risks coming into the United States, and actually be able to re-
spond to it and make the apprehension or turn them back and get
a count of that.

So we are pretty pleased with that. So far we have 2,495 arrests
that the agents in the field assigned have used the technology that
is now in place in that area just in the past couple of months. Some
of those arrests were during the test and evaluation portion where
agents were given for a short time the ability to get hands-on and
eyes-on and use the equipment, about 1,418 of those arrests. But
so far we assigned 2,495 arrests to the equipment. We are pleased.
We still have a lot more to do, but we are pleased so far with what
we are gaining on the border in Arizona with that.

Mr. PrICE. All right. Mr. Stana, you can answer in more detail
for the record obviously, but I wonder if you briefly could indicate
what your reasons are or what reasons you would give for P-28 not
meeting its stated goals. Are we talking here about errors in con-
tract or task order design? Are we talking about some kind of fail-
ure to capture in advance all the requirements by stakeholders?
Are we talking about some combination of factors? And then what
your expectations would be going forward as we have discussed
them here today.

Mr. STANA. Sure. I think I would like to answer it this way.
There is an expectation gap as we have seen at the GAO between
what the task order expected on a performance standard and what
the performance-based contract lists as the deliverable.

In the performance-based contract, there are very carefully pre-
scribed—I mean, I am sorry, in the task order, there are very care-
fully prescribed metrics like being able to identify 95 percent plus
or minus 5 percent of all border crossers, and be able to classify
them. There are others and I can go through them, but they are
in the documents, and maybe I do not need to do that here.

On the other hand, when the Department says that they met
contract requirements, when Boeing met contract requirements,
that may be true, but the contract requirements are much broader
and more output-oriented like deliver this many towers, this many
cameras, this many radars. So they could be right that they met
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contract terms, but is it working consistently and to the expecta-
tion of the performance standard? Not always.

We had my staff in Arizona just a week before the Department
accepted. We asked one of the agents who was showing us around
in a vehicle with P-28 equipment to stop next to the tower and
turn it on and let us see what it shows. And this was an experi-
enced agent who had used it. It took him 10 minutes to get a pic-
ture, 10 minutes to get a picture. We also found out that once the
radar acquires a target, the camera is supposed to train in on that
target, but that is done automatically about half the time. The
other half of the time, a person with a joystick has to manually
work the camera to find what the radar is finding.

We heard of hotspots where you can pull a signal down and
areas where you cannot pull a signal down. So I think it is impor-
tant as we move on and put Project 28 behind us so to speak not
to lose those lessons. On one level CBP says it was a success, and
I have no doubt that there could be camera acquisitions that are
extremely important to the Border Patrol. There could be radar ac-
quisitions that are extremely important to the Border Patrol. We
have had cameras on the southwest border for years doing the very
kinds of things that we see in some hearing rooms where they train
on a certain number of crossers coming across the border.

Going on from here, though, I think there are basically three les-
sons, and I think the SBI people are learning these lessons, one is
that the Border Patrol has to be involved much earlier than they
were in defining the requirements of the system, and there are
some open questions still. Should the Border Patrol take control of
cameras and radars in the vehicle? Is that necessary? It is costly.
Is that necessary, or should they go on the dispatch model that has
worked I think in these instances CBP is talking about?

The second thing is—I think Boeing is addressing this—is that
the equipment and the software need to be tested before you field
it, before you deploy it. You are going to save yourself lots of prob-
lems by doing so. That was the eight-month delay here. And by the
way, I ought to mention we never said that the eight-month delay
resulted in the three-year delay. That is a strawman argument. We
never made it.

And finally, the third thing is is that I think maybe our overall
expectations have to be tamped down a bit or at least made a little
more realistic. This is a tough thing to create a virtual fence, and
to think that you could take off-the-shelf hardware and easily inte-
grate it with software and within a matter of months come up with
a working camera and radar system that is going to integrate the
signals from sensors and UAVs may be one of the lessons we
learned. And I think what was learned in the deep dive in Sep-
tember is it is going to take a little more time than we had hoped
to make this all a reality, that it works consistently to our satisfac-
tion and expectation.

Mr. PrIiCE. Thank you, sir. Mr. Rogers.

Mr. ROGERS. Let me ask you, Commissioner Basham, about
DHS'’s original SBI goal for securing the entire southwest border by
2011 and how or if that has changed given P-28’s delays.
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SBI GOAL

Mr. BasHAM. Going back to the original conversations I know
that you had with Secretary Chertoff on this particular subject, I
think there were certain, Mr. Rogers, I think there were certain as-
sumptions that were made. And as the Secretary I believe dis-
cussed at that time, operational control of the southwest border de-
pend on several factors, getting a comprehensive immigration re-
form bill through, getting additional interior enforcement and in-
creasing the numbers of agents that would be working these work-
site issues, funding that would be necessary to build the fencing
and to continue to build the virtual fence on the border.

It would be very disingenuous for me to now sit here and give
you a date or a time that we are going to be able to accomplish
that. There are many factors that have to be taken into consider-
ation. How are we going to progress on technology? Where is the
spiral technology going to take us and how quickly can we get
there? Deploying the number of Border Patrol agents needed.
Again, the fencing and the vehicular barriers that need to go into
place.

So we are going to be pushing to meet those goals. We are going
to be pushing as best we can to deliver what you have required of
us. But I cannot with any assurance tell you right now that we are
going to meet that, and I would not want to come back up here and
face you again and have to explain why we did not meet a date
that I am not sure we are going to be able to meet.

And, Greg, you are certainly welcome to jump in here on this
issue in terms of the

Mr. GIDDENS. Well, sir, as I mentioned earlier, what we are
working the program to be in a position to do is to field our first
operational spiral this summer, have a deployment decision for a
broad deployment after that and then really looking at what the
available funding would be moving beyond that.

Mr. ROGERS. All right. Let me switch——

Mr. BAsHAM. 1 would like to just follow up, Mr. Rogers. That is
not to infer, however, that we are not making significant progress
in terms of getting the border secure. As we have said, we are hir-
ing additional agents. We are deploying the infrastructure. We
have made progress. The apprehensions that are going down be-
tween our ports of entry. So we are making significant progress in
getting control of the border, but like I say, to put a date specific
where we put our stamp on a piece of paper and say it is done, I
am just not in a position at this point to be able to say that.

ATIRCRAFT ALLOCATION

Mr. ROGERS. Let me switch gears now onto something completely
different, and I want to ask General Kostelnik about this. In the
Caribbean area in the deployment of maritime patrol aircraft from
Puerto Rico, they told me that three, I think three of the planes
that were based there have been transferred elsewhere, leaving
them only with the Dash 8. I think I am correct on this.

Mr. KOSTELNIK. Well, as part of our normal processes, we are al-
ways reallocating aircraft within the service and the various oper-
ating locations based on aircraft ages, mission needs and so forth.
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There are originally in CBP Air Marine six C-12 maritime aircraft.
These are the three aircraft that you are referring to. And origi-
nally before the Dash 8 acquisitions, we had those aircraft, three
deployed in Puerto Rico and three deployed in Miami doing mari-
time work, which is a very important AOR.

In our planning, it was always the plan to replace those aircraft
with the much more capable and dependable Dash 8. That is a
brand-new Bombardier aircraft. I know that we are in the process
of fielding, and it was always the intention to replace two of the
C-12s with that Dash 8. The third aircraft was reallocated as part
of the northern border branch standups in Washington, and that
airplane, that third airplane, is being now replaced by a loaner air-
craft, a chit aircraft in fact from Jacksonville.

The fourth Dash 8, actually we just accepted the green aircraft
this month. That is being modified for the maritime patrol environ-
ment, and that aircraft will return to Puerto Rico. So, at the end
state, you are going to have two brand-new modern, more capable
Dash 8s replacing the original three C—12s that were originally
planned to be retired. So there is no net plan to reduce our fixed
wing capability in Puerto Rico, and what you are seeing is a tem-
porary reduction in the number, but actually the airborne flight
hours that we can dedicate to the mission is actually enhanced
with the Dash 8 that is present.

Mr. ROGERS. Well, the Dash 8 is a great plane. We took a tour
on it patrolling Mona Pass. But the mission in Puerto Rico being
a U.S. territory and being a magnet for drugs and smuggled per-
sonnel particularly from the Dominican Republic across that 60-
mile-wide sea headquartered around Mona Island is a critical area,
and the Coast Guard says that when they do not have your plane
up there, they do not have any eyes and cannot deploy their ma-
rine assets. So it is a critical place and a critical piece of machinery
that we need there, and I am hopeful that it can be resolved.

Mr. KOSTELNIK. We are working this very hard. In fact, I think
you may realize thanks to the appropriations we had last year we
actually this year procured an additional three Dash 8s that will
be deployed into this scenario, so ultimately we are going to have
a substantial augmentation to the maritime fleet in that area.

Plus we are in the process of working towards advanced techno-
logical solutions to augment the manned solutions. I think you are
probably aware that we are developing a maritime variant of our
predator capability in concert with the U.S. Coast Guard, and in
fact this month in the Gulf of Mexico, we will be deploying the
United States Air Force CREDA Aircraft, their developmental
predator with an Israeli seaview radar that we are working to
%(r)medup with the joint requirements between us and the Coast

uard.

So we realize the importance of that scenario and are not only
acquiring new aircraft manned to deal with that scenario, we are
also adding unmanned aircraft and our potential needs to meet
those needs downstream.

Mr. ROGERS. Yes. Well, yes. The UAVs, but then you have got
all that commercial traffic in the Caribbean and the Miami area
that I wonder about the unmanned aircraft. I am wondering
whether the FAA is going to be cooperative in all this.
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Mr. KOSTELNIK. Well, it is a complex arena as you know. There
is a lot of concerns and issue with that, but if you look at the air-
craft that we are flying, it is one of the most sophisticated around
and one of the most experienced. It has been in service with the
United States Air Force for more than a decade, used very effec-
tively overseas. This aircraft is very capable.

With all the command and control facilities we expect and the
way that air and marine operates through our Air-Marine Oper-
ations Center out of Riverside, we are completely integrated with
the FAA. When the aircraft flies, it does fly on an IFR flight plan,
has IFF to identify itself from other aircraft. And we believe that
this aircraft and our mission and where we fly and when we fly
and how we fly it, we think we can safely fly this in these areas.

I mean, we will work very closely with the FAA. In fact, this
maritime demo that is going on this month in Florida, one of the
desired outcomes is to see some of the interface issues that we
might have working through the Air Force ranges in the Gulf of
Mexico and then in the airspace in the Key West AOR to determine
what the requirements might be. So we are very aware of those
things, working very closely with the FAA to resolve those issues
downstream.

BIOMETRICS/10 PRINT

Mr. RoGERS. I want to ask any of you that would like to respond,
but down in Puerto Rico, we observed the Coast Guard when they
intercept smugglers or particularly people trying to escape to the
U.S. territory on board the Cutter. Now they are able with a mobile
unit to take the 10-fingerprint test and that instant check it
against the database to determine whether or not the person that
they have apprehended is a repeat offender or wanted for arrest or
whatever or a terrorist.

Mr. BASHAM. Right.

Mr. ROGERS. And that is apparently having really good effects.
Am I correct in that?

Mr. BAasHAM. You are absolutely correct. And I can let Bob cer-
tainly address that.

Mr. MocNY. Absolutely it has. Well, just in the short time that
we have put this together, the year before, the Coast Guard had
one prosecution in that year prior. So far since we have had the
program in place, we have 118 individuals now prosecuted, many
of whom have been brought back to the U.S. and prosecuted for
crimes they have committed here in the U.S. So it is a resounding
zuccess working with the Coast Guard in deploying the biometric

evices.

We just began an expansion of that now to the Florida straits,
so in addition to the Mona Pass, we will now be deploying these
devices also to the areas in the Florida straits. So the Coast Guard
obviously has seen this as a very positive development for their of-
ficers. We will continue to deploy this as needs be and again to sat-
isfy their operational needs.

Mr. ROGERS. I have just got to tell you I have been on this stuff
for 26 years or whatever now on the old Commerce, Justice, State
subcommittee that funded the State Department and the old INS,
and to see that operational, and we actually ran it while we were
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on the Cutter out at sea, to see that work and to see instanta-
neously a flashback from databases confirming or not confirming
the identity of somebody on board a Cutter in the middle of the sea
was absolutely thrilling. I have to tell you that. We need to use
more of that kind of technology to do the job we are doing.

Mr. BasHAM. We are going to be going to Puerto Rico next week
and looking at exactly what you saw down there and so would be
happy when we come back to sit down with you and talk to you
about some of the thoughts that we gained from that trip. And
General Kostelnik is going to be going down with me as well, so
when we get back, we will try to reach out.

Mr. ROGERS. I was very impressed with all of what you are doing
there in that vicinity because it to me was a microcosm of the De-
partment of Homeland Security, coordination between Coast
Guard, ICE, Border Patrol, CPB, Air, US-VISIT, everybody, and
that is a model that I would like to see us repeat in other places.
So I would like to hear.

Mr. BASHAM. And I think you have been to Rejada South if I am
not mistaken in Key West, which is also a piece of all of that, being
able to look in and interdict what is coming at us.

POE OWNERSHIP

Mr. ROGERS. Yes. Now to finally wind up in a wholly different
topic, we talked before on the points of entry. Originally, of course,
they are owned by GSA and maintained by GSA in an era and it
was done that way in an era when we had Agriculture and Com-
merce and FBI and everybody else on the borders out those points
of entry. But now that Homeland Security is the sole occupant of
the points of entry, I think DHS needs to own and operate those
points of entry, because we can modify them and change them as
we get the money to accommodate the new needs of US-VISIT and
all of the agencies within DHS. We have had some discussions
about that. Are we going anywhere with that?

Mr. BAsHAM. Well, Mr. Rogers, we have had numerous conversa-
tions with GSA on this point, and we are concerned at the funding
level for our ports of entry. I think in 2009, I think there is 78 mil-
lion——

Mr. JACKSTA. Seventy-four.

Mr. BAsHAM. Seventy-four million dollars that has been budgeted
for our ports of entry. Our estimation of what it is going to cost
us to expand and improve the ports of entry is something in the
neighborhood of $5 billion. What I would like to see, what I would
like to propose and have discussion on, do we now need to create
for our ports of entry an SBInet approach, an SBI approach where
we are looking at the infrastructure, we are looking at the staffing,
looking at the technology that is going to be needed to meet the de-
mands that we know we are going to face in the years to come, put-
ting together what we would propose is $500 million for a 10-year
period to address this problem.

We do not necessarily feel that we have to have the money as
long as we would have an assurance that if that money were appro-
priated to GSA that that money be walled off for infrastructure for
our ports of entry. But we are going to face a very, very serious
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challenge in the years to come if we do not do something about the
port infrastructure.

Mr. ROGERS. Mr. Stana, do you have a comment on that?

Mr. STANA. Well, in addition to GSA owning about 96 ports, you
have private ownership of about 24 ports, which makes this even
more difficult to accomplish. But I think your central point is cor-
rect. You do not take a 1960 Chevy and put GPS on it and a sat-
ellite radio and power windows and brakes and call it a new car.
Perhaps we need to take a more comprehensive look at what a 21st
century port should look like, particularly when we are getting
more and more concerned about easing the passage of legitimate
travelers and cargo through the ports.

Mr. ROGERS. Well, I just do not see the cooperation between GSA
and DHS at the points of entry in modernizing them to accommo-
date the new needs that we have with US-VISIT and all your
other operations. And the longer we do not have that conversation,
the more costly it is going to become, and two, more importantly,
we are going to miss some important things that we need to do.

Mr. STANA. Well, you are right, because GSA has a different pri-
ority system, and ports might not have as high a priority as they
would have in DHS.

Mr. ROGERS. Right. Exactly. Will you pursue that, Commis-
sioner?

Mr. BAsHAM. I certainly will, and I will get back to you and let
you know what conversations we have.

[The information follows:]

CBP operates and is the primary tenant at each of the ports of entry while the
U.S. General Services Administration (GSA) is the primary owner or lessor from
various public/private entities. therefore, it is essential that both organizations work
in concert to ensure that the site and port infrastructure effectively supports oper-
ations. To properly accommodate this reality, CBP continues to partner with GSA
to address the balance of facility requirements in the land port inspection facilities.
Specifically, this partnership is premised on three key objectives: Increasing the
funding available to develop and sustain land port infrastructure, reducing the cost
and time that GSA requires to deliver land port enhancements, and improving the
performance of the resulting facilities. Over the coming fiscal years, both CBP and
GSA plan to continue building upon this partnership to implement this new model
across the inventory.

Mr. ROGERS. Thank you.

Mr. PrIiCE. Thank you. Mr. Rodriguez.

Mr. RODRIGUEZ. Thank you very much. And, Commissioner,
thank you for agreeing to dialogue with me on those issues, and I
look forward to working with you. And I agree, Mr. Giddens. There
are some that are not going to yield, but we have got to do what
is right in securing our borders and making sure that that occurs.

NATIONAL PARKS

I want to follow up on our national parks. On both borders, we
have a large number of national parks, and I want to make sure,
maybe get some feedback from you as to it, because we have a mil-
lion people, for example, at La Amistad. It could easily double to
two million. It is beautiful. We get 350,000 at Big Ben, and right
now they are pretty secure. In all honesty, as far as I know, there
are no problems, but I do not want it to get out of hand such as
we have had in others. And we want to make sure our Americans
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can go out there and take advantage of those beautiful parks. And
I know that there is a good number on the Canadian border. And
I wanted to get some feedback from you, either from yourself or the
Border Patrol, on those issues.

Mr. BasHAM. Yes. We have had, as you well know, many discus-
sions with the Department of the Interior, Bureau of Land Man-
agement, on these issues. And you mentioned Organ Pipe, and we
recognize that we have a challenge there. But in terms of what has
happened in the discussions, I will let the Deputy Chief give you
some idea of what we have been doing in those.

Mr. COLBURN. Thank you. We do have a very good and close
working relationship with the five major bureaus in the Depart-
ment of the Interior. That helps a lot since many of the publicly
stewarded lands fall within the auspices of DOI. Department of Ag-
riculture, Forest Service Lands, for instance, also has a big piece
along the border.

Where I hail from, Yuma Sector, and I did have the honor of
hosting many of you on visits to the sector while I was still chief
there before coming up here as deputy, 96 percent of all of the
lands abutted to the border between the U.S. and Mexico there are
publicly stewarded lands either with U.S. Fish and Wildlife Serv-
ice, Bureau of Reclamation, Bureau of Land Management, Depart-
ment of Defense and Travel Nations. So it is a quite a mix.

That is in contrast to Texas where most of the lands along the
border are privately owned, as you know, but you do have some
parts as you mentioned. The Organ Pipe Cactus National Monu-
ment even on an environmental website was listed as the most
dangerous park in America I recall. Having worked there myself,
the illegal alien and narcotics trafficking, smuggling that was going
on in that park five to seven years ago was dangerous enough that
Kris Eggle, a park ranger working closely with two Border Patrol
agents on an interdiction, encountered a narcotics trafficker, a
hitman with an AK—47, and unfortunately Kris lost his life in the
line of duty working closely with the U.S. Border Patrol.

So it is a shared mission, shared interest when it comes to secur-
ing America’s borders. Their concerns with Department of the Inte-
rior of course is protecting the American public who want to enjoy
anéi use those American public lands. Ours is in securing good
order.

Mr. RODRIGUEZ. What do we need to do I guess? And maybe this
was I guess to my Chairman in terms of how we make sure that
they get resources or you get resources to make sure that that
comes. And that also brings me to the other issue.

CAVE ERADICATION

As we look at the border and as we look at the other committees
that allow, for example, now Mexico to get 1.4 billion or whatever
is recommendations from, when we do something such as getting
rid of the cane on this side, it also would make sense to get rid of
the cane on the other side, especially in Texas with the river. And
it just gives you a few more minutes or even more time there, and
so I wanted to see if you would comment on some of those.

Mr. CoLBURN. I think that first part talking about working with
our partner agencies on the U.S. side, we honestly could not do it
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alone without the help of the Department of Interior. For instance,
we are actually clearing invasive brush along the Colorado River
that forms the border where you saw it when you visited Yuma
Sector. We are actually doing that. We could not have done that
without the assistance of Department of Interior, so that is working
very well in partnership.

With the government of Mexico, with the Border Safety Initia-
tive, the accords that we have with them and the funding that
probably will happen that you mentioned, we think that the ability
to do that in a binational effort probably exists greater now than
ever before certainly in my nearly 30 years doing this have I seen
the relationship with Mexico in not on our watch securing the
America borders. They share that interest. They do not want an act
to happen in this Western hemisphere just as we do not either, and
that is very encouraging with our partners to the south.

Mr. RODRIGUEZ. And I guess, Commissioner, that would be an
area that as we look in doing certain things on this side where the
Mexican side could be helpful to both sides.

Mr. BAsHAM. Well, and I think you are familiar with some of the
programs that we are initiating down there on the border, Stream-
line where we are prosecuting illegals, Oasis where the Mexican
government has agreed where we will not prosecute some of these
apprehensions, the Mexican government takes them back and pros-
ecutes them on the Mexican side, and we have been very, very en-
gaged with the law enforcement elements in Mexico on our border
violence protocols. So there is a lot of very good work aside from
the stewardship of the public lands, a lot of good work, a lot of ef-
fort just from an enforcement to stop the flow, which is really the
problem.

Mr. RODRIGUEZ. Okay.

Mr. BAsHAM. That is the problem.

Mr. RODRIGUEZ. And thank you, Commissioner. And once again,
thank you for agreeing to dialogue with me on the border issues
regarding the fence. Thank you.

Mr. PricE. Thank you. Mr. Farr.

US—VISIT PROGRAM

Mr. FARR. Thank you, Mr. Chairman. I have got a lot of ques-
tions racing through my mind. I am sure I am not going to have
time to get them all out, so I am just wondering if you could get
me some information. I would be curious as we compare these bor-
ders if you could give the committee the manpower that we have
on the Canadian border and the value of equipment and assets,
total air, all the other radar, so on, all the other assets of equip-
ment along the Canadian border versus along the Mexican border.

I want to go specifically to one thing that I am really concerned—
the US-VISIT program. And I understand that under that the goal
is to collect, store and share digital finger scans and digital photo-
%raphs? essentially for everybody coming in and out of the United

tates?

Mr. MocNy. That is correct. Foreign nationals coming into the
United States.

Mr. FARR. But the goal is to sort of know where the bad guys
are, but it is going to happen for every tourist coming in? So they
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s}t:spec%c that everybody who tours the United States is a potential
threat?

Mr. MocNy. Well, the goal really is to identify people who they
really are, and we want to make sure that the people who are
showing up at the ports of entry are in fact the rightful holders of
that visa. So the process starts with the State Department when
they take the initial fingerprints of the individual.

Mr. FARR. So every consulate, American consulate abroad who
issues those visas will have the equipment for digital photography
and digital fingerprinting?

Mr. MocNY. They do now.

Mr. FARR. They do now?

Mr. MocNy. Uh-huh.

Mr. FARR. And so how do you collect that on the port of entry?

Mr. MocNy. Well, it is the same way they collect it at the con-
sulates overseas.

Mr. FARR. I mean, how do you verify it at the port of entry?

Mr. MocNY. What happens simply is when the person gets a
visa, they are taking 10 finger scans now. We are transitioning
from a two-finger scan process to a 10-finger scan process, and so
those 10 finger scans and the photograph are taken at the con-
sulate and embassies overseas. That is married then to the visa
that they are given.

When that individual shows up at a port of entry, then a
verification of those prints, and sometimes it is just the slap of one
hand now at those locations where we have the temperant device,
or it may be still—again, we are in a transition phase—it may be
the two-finger scans.

Mr. FARR. So every single passenger (presuming they are all car-
rying visas) will have to do that?

Mr. MocNY. Any foreign national carrying a visa or coming
under the visa waiver program. And there are slight exceptions
such as diplomats do not go through the process.

Mr. FARR. And then I am just curious from a tourism standpoint,
how long does it take to process an A-380 with 500 passengers
coming out?

Mr. MocNY. Well, no longer than it did last year or, excuse me,
no longer than it took before we had the biometrics. We have been
able to incorporate into the inspection process the process of taking
the finger scans and the photographs so that you have basically no
wait time increase based on the biometrics. You have an increase
in security but without any impact on the facilitation.

Mr. FARR. And what about those places where we only have a
few consulates, like Brazil? It would be like being a resident of Los
Angeles and having to go to Chicago to get your visa.

Mr. MocNY. Yes. I know the State Department is looking at ways
we can facilitate that. They are looking at pilots where they can
perhaps use video conferencing to take the biometrics such as that,
but they are conscious of that issue and I think they are trying to
find steps to make sure that when we still need the person to come
into a consulate in person or at least be interviewed by the con-
sulate in person that we have to get their biometrics, so they are
trying to find new technology that might allow for that to happen
in more remote locations.
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EXIT

Mr. FARR. And how much additional workload do you think you
are going to have now that you are going to be detect overstays?

Mr. MocnNy. Well, there is an impact to ICE, no doubt about it.
When we send the 250 cases to ICE every week, they have to
prioritize those cases and they have to go over the most egregious
of those who are overstaying. The fact of the matter is people do
come here and will violate their visa, but we are now in a better
position to identify who those are and ICE now has with increased
resources been able to go out and make arrests and remove people
who are overstaying their visas.

Mr. FARR. I would be interested in that array of who those people
are. I mean, how many are students?

Mr. MocNY. I am sure we can get that to you, sir.

Mr. FARR. Okay. When do you think all this is going to be in
place so it will be seamless?

Mr. MocnNy. Well, we certainly have the——

Mr. FARR. Your testimony is that it is all sort of a work in
progress.

Mr. MocNy. Certainly. Well, we have the entry in place, and we
are now again transitioning from a two-finger scan process to a 10-
finger scan process. Our next challenge is to complete the exit, and
so our plans are through 2009 to implement portions of the exits
for air and sea but also to begin looking at how we might tackle
that at the land border ports of entry.

Mr. FARR. And how many ports of entry will you have them oper-
ational in?

Mr. MocNyY. Well, we do have biographic exit right now, so every
port of entry, every air and sea port of entry where people depart
from the airlines, and this is something that CBP monitors quite
vigorously, people have to, the airlines have to provide electronic
manifests of those individuals departing the U.S. So we have a bio-
graphic record of their exit. What we are working on now is a bio-
metric record of that exit, and that is working with the airlines and
the cruise lines.

Mr. FARR. And can you make that? Because you indicate in your
testimony there you are getting an $85 million decrease in your
budget.

Mr. MocNy. The portion of the budget required for the exit is
well-funded. The reduction there has to do with having completed
the interoperability issues with the FBI and the completion of de-
ployment of temperant devices. So we asked for the money that we
required to move to temperant and to interoperability with the
FBI. That will be concluded in large part by 2008, and so we will
be able to move now to the exit portion.

Mr. FARR. Thank you. My last question is to the GAO about
whether they think that the exit program will be completed by
2009.

Mr. STANA. We have not seen the plan yet, so we do not have
a basis to judge. Air exit pilots have not been very successful, but
we do not know if they are going to go to a different mode of exit
collecting data. They tried to use the voluntary kiosks, and I think
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there was only about a 24 percent success rate, and the goal was
70 percent.

Land is a tough nut to crack, frankly, because right now the
technology would permit a mirror image of entry to exit, which
would cause all kinds of construction and technology upgrades and
things like that. And frankly, from what we understand, it could
take another five to 10 years before the technology is mature
enough that you could have an exit capability that would capture
the kinds of information to verify someone’s exiting without incon-
veniencing or slowing down people trying to exit the country.

But as for the 2009 air plans, we would have to look at their plan
before passing judgement. The tendency of the airlines has been to
push their operations out. You can get your boarding pass online
in your home. You do not have to contact the airlines anymore.
And so if we are counting on the airlines to do something at the
airports, that may be a challenge. They may balk at that. So we
will just have to see what the plan is.

Mr. FARR. Well, we are also moving for perimeter security where
you can have your baggage checked in before you even get to the
airport.

Mr. STANA. Yes. It is going to be a challenge, particularly at land
ports.

Mr. FARR. Well, I am concerned. Jon Porter and I are chairs of
the Tourism Caucus, and there is a lot of pushback in the tourism
community about the inconvenience that this going to cause. You
know, members of Congress do not see it because we always get
VIP status, particularly when we are going to another country. And
we do not have to stand in those lines and go through all that stuff.

Mr. STANA. On the other hand, I would say that this is a system
that is required by law, and estimates have it that about a third
of the illegal alien population in the United States came through
ports of entry on a visa and overstayed. So, if we are talking about
a comprehensive method to address this issue, then some sort of
an entry-exit system would seem to be a part of that.

Mr. MocNyY. If T could, we have been endorsed by the Discover
America Partnership, a group I am sure you are well aware of. We
work very closely with the travel and tourism industry, under-
standing that we have an economic security issue to worry about
as well. So that is why we kind of do things in increments. We test
to make sure we get it right. We have the 10 locations right now
where we have the temperant devices. We are not going to move
beyond the 10 until we get that procedure right so that there is not
a major impact on operations for CBP. We are confident that we
can do that, and then we will do a full deployment.

So between Discover America Partnership, TIA, Roger Dow, who
we meet with on a regular basis, I think we are very well versed
on what US-VISIT has done, and I think if you ask the travel and
tourism industry, I think they will speak highly of what we have
done to make sure that we are not kind of sacrificing our economic
security on the altar of security.

Mr. FARR. Well, they are highly concerned. Airlines do not want
that role, they are concerned that they will take on extra burden
without being paid for it.
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Mr. PricE. Thank you. I appreciate the gentleman’s line of ques-
tioning, and we will be asking Mr. Mocny and the GAO to elabo-
rate some of these answers and to answer some additional queries
about the process going forward for US—VISIT.

I want to just clear up something, Mr. Mocny, one of your an-
swers to Mr. Farr. I understood you to be saying that you will com-
plete the air-sea exit solution deployment in fiscal 2009 or that you
anticipate being able to do that. Is that correct?

Mr. MocNY. On the air-sea side, we are fairly confident that in
working with the airlines and the cruise lines that we will have a
solution, and our original goal was the December 2008 timeframe.
We of course are having some administrative issues in getting an
NPRM out, a notice of proposed rulemaking, so we will continue to
work with OMB and with the airlines and cruise lines to make
sure we have a solution that meets both of our operational needs,
understanding that the airlines are kind of modifying their oper-
ations as well.

Mr. PrICE. Fairly confident, those are your words?

Mr. MocNy. Fairly confident. I cannot sit here and commit to an
absolute date. We had planned to have some movement on this in
the December/January timeframe, and frankly, we are a bit behind
on that. But I think once we have a rule out and once we get the
airlines to comment on what role we want them to play in this that
we will be able to move forward with this.

Mr. Price. We all understand how difficult that land exit solu-
tion is. I will remind you that in last year’s appropriations bill as
written by this committee, we asked for total candor on this. And
we are not looking for deadlines that keep getting pushed out. We
know it is a terribly difficult problem with a lot of potential com-
plications, and we are not just looking for good news. We want an
honest assessment of what is possible here, and as I read you
today, you have been very cautious in what you have promised.

You are saying that you are going to have a land exit solution
report by January of 2009, after which you will begin a planning
process and incremental deployment. So that counts I think as cau-
tion. Would you venture to say, though, what kind of land border
exit process you would expect to have in place let us say by the end
of fiscal 2010?

Mr. MocNY. Again, I think it is perhaps important to talk to kind
of relate it to what we have been talking about so far with Project
28. We want to make sure that we get it right first. We have to
make sure that we are getting the requirements down and that we
are not just moving forward just to move forward. We want to
make sure that we understand the environment that we are in at
the land border, and there are some things that we can do.

And so I am sure the report will talk about perhaps the pieces
of land border exit that we can bite off and chew rather easily, and
that would be perhaps the pedestrian where you have the ability
to have a controlled process by which people are leaving the U.S,,
walking through a turnstile, we are able to capture a biometric
whether it be a fingerprint, face, iris, some type of biometric.

So there are some things I believe that we can do. I think it is
fair to say that I cannot commit to a land border exit for vehicles
traveling at 45 miles an hour driving into Canada or Mexico and
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also then taking a biometric during that process. And so that is
where we need technology to catch up to us.

What we plan to do in 2009 with the money that you will be
hopefully providing to us is the planning exercises, engaging indus-
try, making sure that we tell them what our requirements are
much like we did with the temperant devices. And those did not
exist a couple of years ago. We now have a device that we asked
industry to engage us with, and they have kind of met our require-
ments. I am confident that the industry can come up with a solu-
tion. It may not be right away. It may take five years, as Mr. Stana
talks about, but I believe there is a solution out there eventually.

What I would like to be able to do, though, is walk before we run
and make sure that we cannot overcommit and put out in the areas
where we can do it, whether it be a pedestrian, where buses arrive,
where ferries arrives. We can begin that incremental process of im-
proving the land border exit process and then work towards a solu-
tion, which of course the vast majority of which are vehicles cross-
ing through.

Mr. PrICE. Thank you. Mr. Basham, we are aware of your time
constraints, but please.

FINISHING COMMENTS

Mr. BasHAM. I just wanted to add some points to Mr. Rogers’s
question earlier about the infrastructure at the ports. This is crit-
ical as we move forward with the technology that we make sure we
are building the kind of infrastructure that is going to give us that
capability. It has to be a coordinated integrated effort and that this
is a serious problem that we have to face.

Mr. PrICE. We do appreciate your time constraints. As we move
on to these next steps of SBInet and the common operating picture,
which of course includes a substantial appropriations request, $325
million for SBInet technology, nearly a 50 percent increase while
we are dropping the fencing and technical infrastructure funding,
as we move into this, Commissioner, I know you are trying very
hard to learn the lessons of P-28. I assume that it is your intention
to be certain that Border Patrol agents and the Border Patrol orga-
nization are involved at the outset and throughout the process to
ensure that your requirements are fully met in developing the com-
mon operating picture and the ultimate SBInet solution.

Mr. BAsHAM. Mr. Stana pointed out earlier that there were les-
sons learned, and we are learning as we go. And we do completely
understand that the Border Patrol has to be engaged from the very
beginning in providing those requirements that then is delivered to
the program office so that we are building toward—my fear, and
I think you and I have talked about this before in the past, I do
not want to build something that a Border Patrol agent puts in the
glovebox. We have wasted a lot of time. So it has to be something
that adds value. SBInet is a tool of the Border Patrol. The Border
Patrol is not a tool of SBInet. That is where we are going to.

Mr. PriCE. All right. Thank you. We will have some additional
questions for Mr. Giddens and others about this program going for-
ward, but we do need to wrap up today.

Mr. Rogers, do you have any parting questions?
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Mr. ROGERS. No questions. I will be really brief. I got to thinking
after I made a comment earlier this morning about the Cutter and
the Mona Pass, the fingerprint IDENT check against the records,
and I said there was a 10-point check. It is a two-point check. But
that gets us about 90, 95 percent there, does not it?

Mr. MocNY. We are still catching people with that.

Mr. ROGERS. Yes. Well, thank you for your testimony and more
importantly, thank you for your work. It is a tough, tough job we
have given to you, the country has given to you in these chores
that you have been assigned to, and do not mistake our questioning
for being nonsupportive. We are very supportive of what you are
doing. We want to try to help you achieve the goals that the coun-
try wants for you and us, and we wish you good luck.

Mr. PRrICE. Let me thank you as well and express the hope that
you have found this exchange useful this morning, indicative of
concerns of a wide range of committee members and of the kind of
discussions we are going to want to have going forward about the
budget, but we are appreciative of all you do and very appreciative
of your taking the time to come together here this morning. It has
been a very helpful session for us, and we are grateful.

Mr. BAsHAM. Thank you, Mr. Chairman.
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QUESTIONS F'DR THE RECORD SUBMZ!TT ED BY

CHAIR k AN‘ DAVH) PRICE

U »S (Ammmﬁ and Barder Pmtec&mn

Management

Question: Please list all CBP political appointee and Senior Executive Service (SES) employees who received
bonuses in 2007 by position, office, and bonus amount.

ANSWER: Please see following table:

ixec Dir, Mission Support Ajr and Marine $20.000
Deputy Assistant Commissioner Air and Muarine $15.444
Chief, Border Patrol Border Patrol $33,036
Deputy Chief, Border Patrol Border Patrol $20,000
Exer Dir, Mission Suppors Border Patzol $16.605
Chief Patrol Agent (Del Rio) Border Patrol $14,200
Chief, Southwest Border Div Baorder Patrol $10,000
Chief Patrol Agent (Laredo) Border Patrol $8,000
Chief Patrol Agent {Tucson) Border Patrol $7,259
Chief Counsel Chief Counsel $23.000
Deputy Chief Counsel Chief Counsel $20,000
Assoc Chief Counsel (Southwest) Chief Counsel $18,000
Assoc Chief Counsel (New York) Chief Counsel $14,000
Assoc Chief Counsel {Southeast) Chief Counsel $13,000
Assoc Chief Counse! (Administration) Chief Counsel $12,000
Assoc Chief Counsel (Enforcement) Chief Counsel $10.,000
Assoc Chief Counsel (Los Angeles) Chief Counsel $9,000
Commissioner Commissioner $33,600
Deputy Commissioner Commissioner $33.036
Exec Dir, Secure Border Initiative Commissioner $20,000
Assistant Commissioner Field Operations $31.000
Exec Dir, Traveler Sec & Facil Field Operations $20,000
Director, Field Ops (Buffalo) Field Operations $15,000
Director, Field Ops (New York) Field Operations $15.000
Dir, Comtainer Security Initiative Field Operations $13.000
Director, Field Ops {(Laredo) Field Operations $11,500
Exec Dir, Admis Regs & Mig Ctl Field Operations $10,000
Exec Dir, Cargo & Convy Sec Field Operations $10,000
Avea Director (Newark) Field Operations $9,300
Director, Field Ops (Bl Paso) Field Operations §9,300
Director, Field Ops (Houston} Field Operations 39,000
Director, Field Ops (Boston} Field Operations $9.000
Director, Field Ops (Los Angeles) Field Operations $7,500




173

Port Director (LAX) Field Operations £7,300

Port Director (LA/Long Beach) Field Operations $6.493

Dirvector, Field Ops (Chicago) Field Operations $6,282
Assistant Commissioner Finance 516,500
Executive Director, Budget Finance $10,000
Chief Procurement Officer Finance $8,000
Assistant Commissioner Human Resources $16,000
Deputy Assistant Commissioner Human Resources $10.049
Director, Labor & Empl Rels Human Resources $7,761
Acting Assistant Commissioner Information & Technrology $16,000
Exec Dir, Technology Ops Tnfermation & Technology 311,631
Exec Dir, Cargo Sys Prog Off Information & Technology $10.000
Exec Dir, Labs & Scientific Sves Information & Technology $9.153
Assistant Commissioner Internal Affairs $16,000
Deputy Assistant Commissioner Internal Affairs $7,730
Exec Dir, Regs & Rulings International Trade 5,130
Exec Dir, Regulatory Audit International Trade 510,000
Asst Commissioner, Infernat’l Trade International Trade 58,128

stant Commissioner Training & Development $7,500

Question: For non-SES employees, please list by office and pay grade level the number who received either a
bonus or quality step increase {gsi) in 2007, the total bonus/gsi expenditures for the particular office and pay
grade, and the total number of employees in the office and pay grade.

ANSWER: Please see following table.

1800 7

04 4
05 3 1780 3
06 5 3500 7
07 18 14715 26
ASSISTANT COMMISSIONER, CBP AIR & 0 19 9430 13
MARINE 10 5 3470 11 1339
it 33 24175 179
2 198 158727 292
K] 393 418595 537
14 205 304235 223
13 43 88650 34
04 i 750 1
a5 i 750 4
09 1 12350 3
OFFC OF INTELLIGENCE & OPERATIONS 1 4 5400 6
COORD 2 14 21250 17
13 26 2737113 3
14 30 86350 37
15 13 32108 13 137
OFFC OF INTERNTL AFFAIRS & TRADE 05 3 558 4 170
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RELATNS ) $ 3000 10
10 i 500 2
1 7 5808 10
12 10 67119 14
3 22 12250 31
14 53 57361 7
i5 5 24500 9
04 10 6285 35
05 18 18364.2 1685
06 3 43219 75
o7 132 142564, 2307
08 i3 16816 30
OFFICE OF BORDER PATROL ® 248 36230742 1984 16,218
10 196 2257126 338
1 3685 | 328505561 7049
2 1200 | 183271372 216
i3 464 | 86944758 539
14 229 555669 245
15 4 162800 39
@ 3 1900 2
11 2 2000 1
OFFICE OF CONGRESSIONAL AFFAIRS 12 a4 3230 2 15
13 i 500 1
1 3 6600 4
15 2 5843 i
® 2 760 s
03 5 2684 30
04 24 14649.79 @
05 133 51646.73 1280
06 2 31989.92 71
o 590 §73555.45 3100
QFFICE OF FIELD OPERATIONS o8 9 41065 2 25,307
09 998 | 112217994 1651
1 11010 | 154396117 14115
12 2606 | 412755828 2937
13 1349 | 250183254 1481
14 355 72812753 411
5 120 340974 124
OFFICE OF FINANCE 04 6 2162 8 716
05 5 2925 9
05 3 1512 8
o7 67 42965 84
o8 4 2200 5
09 2 30539 69
1 4 27108 57
12 05 78200 134
13 138 154604 161
14 118 153204 i
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15 64 140387 52
02 2 450 3
04 4 1964.56 13
05 10 5322.92 35
06 4 2005.8 26
07 34 22896.91 87
OFFICE OF HUMAN RESOURCES 08 12 9280.06 16
MANAGEMENT ; 663
09 32 26778.28 50
1 30 22921 43
12 95 102868.11 123
13 123 15377025 142
14 87 141323.17 92
is 35 82142 24
o1 1 250 9
02 1 250 13
04 2 300 9
05 3 1230 [
07 4 10560 25
OFFICE OF INFORMATION TECHNOLOGY 08 ! 1000 ! 1,207
09 14 9707.35 26
i1 47 53960 s
2 2 287200 380
3 203 284594 319
14 185 330310 196
15 78 196630 78
04 2 1800 13
08 5 2500 5
06 2 1500 4
07 7 7800 14
08 i 1200 3
OFFICE OF INTERNAL AFFAIRS 09 10 11750 15 70
1t 5 4200 18
12 26 28500 86
i3 77 103549 184
14 73 119650 101
15 23 66200 25
a3 i 250 2
04 4 1000 7
05 1 400 2
o7 5 2100 36
08 7 3750 10
OFFICE OF INTERNATIONAL TRADE 09 i3 16500 42 834
1 24 25700 47
: 7 112050 162
13 155 271350 277
14 137 343100 195
15 45 135050 48
OFFICE OF PUBLIC AFFAIRS 05 1 500 2 52
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09 1 750 3
1 6 4750 6
2 4 3000 s
13 9 7750 12
14 17 19000 15
15 6 11834 s
o 2 508 3
04 | 600 1
05 i 500 3
06 ! 750 5
o 4 3000 i
OFFICE OF THE CHIEF COUNSEL o8 3 2030 8 267
09 5 3450 9
1 3 13644 5
2 14 14700 3
13 2% 30900 a2
14 61 792 74
15 4 68200 47
05 3 146536 3
0 7 5923.92 8
09 7 10059.68 17
OFFICE OF THE COMMISSIONER i 2 388234 ix 199
iz i 13862.94 i6
3 3 3794201 4
14 43 8431261 60
5 27 69531 33
02 3 1694 2
0 s 1584 5
04 4 1043 4
05 | 265 i
06 2 4590 14
o7 14 307 12
OFFICE OF TRAINING & DEVELOPMENT 08 2 1573 : 639
0 55 26042 2
10 2 900 1
i 2 16987 2%
2 3 4770959 160
3 252 233104.7 273
14 109 17139249 8
15 4 35813.33 i2

Question: Please provide a table showing how much is requested in the 2009 budget for bonuses for CBP
employees who are political appointees, Senior Executive Service, and non-SES.

AMSWER: The amount requested in the 2009 budget for awards is based on the FY 2008 awards calculation.
CBP calculates the non-Senior Executive Service (SES) awards as one percent of the salary costs of current on-
board employees as of FY 2008 Pay Period 01. The FY 2009 award projections are based on the approximate
rate of increase as was calculated between FY 2007 and FY 2008,
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FY 2008 FY 2009
Non-SES $30, 302,372 $35,077,728
Senior Executive Service 811,978 933,778
Total 31,314,350 36,011,503

Question: Please provide for the record a table that shows all funds expended by CBP political appointees for
travel in 2007, Include name of individual traveling, purpose of travel, location(s) visited, and total cost,

ANSWER: Please sce following table.

TOUR PORT OF MIAMIKEY WEST $1,231.92
TO ATTEND MEETINGS/TOUR IN LONDON: ATTEND HIGH LEVEL STRATEGIC GROUP
(HLSG) MEETING IN BRUSSELS $6,723.55
SENTRI IN LAREDO, ACE CONFERENCE IN TUCSON. PORT TOUR IN LA $1,566.98
ATTEND COAC MEETING $217.60
TO SPEAK AT CONECT CONFERENCE TN NEW YORK $894.50
TOSPEAK AT USALITA CONF IN BOSTON, ATTEND DOJ CONEERENCE 1N ASHEVILLE,
NORTH CAROLINA $174.98
TO ATTEND MEETINGS IN PAKISTAN AND ATTEND WCO  MEETING IN CHENNAL INDIA $11,302.99
MEETING AT FLETC; WHTI ANNOUNCEMENT IN MIAMI $1,143.11
ACCOMPANY DEPUTY SECRETARY JACKSON ON SOUTHWEST BORDER TOUR, TX, NM,
AZ,CA $981.35
CONGRESSIONAL DELEGATION TRIP TO TUSCON $1,439.38
TO ATTEND CBP LEADERSHIP RETREAT - JACKSONVILLE, FL $848.30
A&M GRADUATION AND MEETINGS WITH MEXICAN OFFICIALS $2,691.24
MEDIA EVENTS, SECTOR CHIEF MEETING AND EPIC TOUR $735.05
BROWNSVILLE SENTRI LANE OPENING $876.29
OVERVIEW OF DETROIT BP AND OFO FACILITIES $607.80
CBP-CBYA BILATERAL MEETING AND SBACC $2,124,50
MEET WITH PORT DIRECTOR AND DIRECTOR OF FIELD OPERATIONS $229.30
MEET WITH CBF PERSONNEL $1,744.95
MEET WITH CHINEESE CUSTOMS AGENCIES $9.404.02
ATTEND WCO POLICY COMMISSION MEETINGS IN BRUSSELS $7,897.20
TOUR OF PORT OF OAKLAND AND SAN DIEGO CHANGE OF COMMAND CEREMONY $1.485.41
SIGNING WITH MEXICO AND §1 EVENTS $812.40
OCC CONFERENCE AT ACCOMPANY 82 TO SOUTHERN BORDER $1,628.20
MEET WITH AMO OFFICIALS BN L PASO/ALAMOGORDO, NEW MEXICO $863.10
TOTAL $57,624.12
TRIP TO MIAME $1,043.00
TO ATTEND JOINT INTELLIGENCE BRIEFING AND UAS ROLL QUT $1,183.07
PORT ORIENTATION IN TUCSON/SAN DIEGO $1,228.03
TO ATTEND THE CBP LEADERSHIP CONF, $1,136.27
INTELLIGENCE PILOT $1.427.42
INTELLIGENCE BRIEFINGS $987.95
$BI INTELLIGENCE ANTY OPERATIONS COORDINATION WORKING GROUP MTGS $1.941.15
SBI $1,201.70
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JOINT TERRORISM TASK FORCE CONFERENCE $1,270.91
INTEL PILOT BRIEFINGS, AERIAL TOUR W/S2&C1 884 86
TOTAL 12,304.36
WEAPONS OF MASS EFFECT TRAINING COURSE $993.15
US JAPAN AUSTRALIA TRI LATERAL COUNTER TERRORISM MTG $10,849.37
PA MIC INFLUENZA TABLETOP DEVELOPMENT $963.00
DETHECTING DECEPTION AND ELICITING RESFONSE (DDER) COACHES TRAINING $1,649.92
TRILATERAL TALKS, CT $12.615.49
TOTAL $26,875,62
RETREAT $436.00
CONGRESSIONAL DELEGATION TO TUCSON SECTOR $1,356.09
ORSERVE THE WEAPONS OF MASS EFFECT TRAINING PILOT $1,493.06
CONGRESSIONAL STAFF DELEGATION TG TUCSON SECTOR $1,700.28
CONGRESSIONAL HEARING $671,35
CONGRESSIONAL DELEGATION $3,193.78
TEXAS OBP FENCE WORKSHOP $898.50
YUMA BORDER FENCE WORKSHOP $1,708.80
TEXAS MOBILE WORKSHOP $1,270.40
NY STATE LEGISLATURE $749.30
CONGRESSIONAL DELEGATION TO LAREDO, TX $920.05
TOTAL $14,397.81
ASSIST WITH MEDIA COVERAGE ING FOR FENCE LAV, COLLEGE STATION, TX $934.81
INTERNATIONAL AIR TRANSPORT CONFERENCE $1,151.33
TOTAL $2,086,16
SW BORDER TOUR $1.858.75
TOTAL $1,858.78
COMMISSIONER TRIP $1,012.08
STAFF RETREAT $618.38
CONGRESSIONAL DELEGATION SW BORDER & LALB $2.276.81
C1 LEADERSHIP RETREAT $468.90
FIELD HEARING $670.36
TRIP TC YUMA $341.39
BRIEFING IN USV] $1.346.18
TO ACCOMPANY COMMISSIONER $605.80
CHIEFS CONFERENCE $1,333.21
CONGRESSIONAL DELECATION FOR HOUSE TO SW TX $1.450.20
FIELD BEARING $1.024.54
CONGRESSIONAL DELEGATION $1.878.90
ESCORT/FACILITATE CONG. STAFF DELEGATION $599.50
TOTAL $13,827.08
COAC MEETING $1,882.44
ME] “USTOMS OFFICIALS IN DUBAIL ISLAMABAD AND CHENNAT AND ATTEND THE WCO
POLICY COMM. MTG $11.097.62
COAC MEETING AND CBP HOUSTON PORT TOUR $1,831.94
MEETING WITH CANADIAN CUSTOMS AND INT'L COMPLIANCE MTG IN CHICAGO $2,240.56
SENIOR LEADERSHIP RETREAT $1,564.47
TRAVEL WITH Ci TO VISIT THE SOUTHERN BORDER $1.966.04
ATTEND GLOBAL FORUM CONFERENCE $8,235.79
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CONECT CONFERENCE

$986.40

N CUSTOMS OFFICIALS

$9.680.22

GATION PLUS LATIN AMERICAN

T QASIM OPENING AND MEG WITH INDIAN DEY

NAFTZ 215T ANNUAL SPRING SEMINAR, ATLANTA, GA

TO MEET WITH MEXICAN OFFICIALS AND DANAHER OF STATE DEPT.

TO MEET WITH THE CHINESE CUSTOMS DELEGATION

AIR NEXUS CEREMONY WITH MINISTER DAY OF CANADA

HATE WEST LAW ENFORCEMENT CONFERENCE HAWATI 6-12; BILATERAL SIGNING,
MEXICO 12-14

KUWAIT: TOUR PORT & IRAQI BORDER CROSSINGS AT: ABTC SIGN CEREMONY, MTGS ON
TRADE, CTPAT

$19,245.27

TOTAL $99,417.83
STATE VISIT TO NORTHERN BORDER $1.264.27
TOURS/MEETINGS IN LA/LONG BEACH, CA TUCSON, AX & SAN DIEGO, CA $1.941 87
TOTAL $3.236.14
TOUR OF MIAMVKEY WEST PORTS $1,250.92

SENTRI IN LAREDO, ACE CONFERENCE IN TUCSON, PORT TOUR IN LA

ACCOMPANY COMMISSIONER TO COAC MEETING ;

ACCOMPANY COMMISSIONER TO NY & BOSTON FOR USA-ITA AND CONECT SPEECHES $874.97
WHTT ANNOUNCEMENT IN MIAMI, ACCOMPANY COMMISSIONER $1,161.71
ACCOMPANY DEPUTY SECRETARY ON TOUR-SW BORDER TX, AZ, NM, CA $1,000.35
CONGRESSIONAL DELEGATION TRIP TO TUCSON $1.439.38
TO ATTEND CBP LEADERSHIP RETREAT $969.90
TO ACCOMPANY COMMISSIONER TO MEETING WITH MEXICAN OFFICIALS $1.602.82
TO ACCOMPANY COMMISSIONER ON POTUS EVENT 863502

TO ACCOMPANY COMMISSIONER ON OVERVIEW OF DETROIT BORDER PATROL AND OFC

$627.80

CBP-CBSA BILLATERAL MEETING AND SBACC

$2,124.50

ACCOMPANY COMMISSIONER TO MEET WITH CHINESE CUSTOMS AGENCIES $9.416.83
TOUR OF PORT OF OAKLAND AND CHANGE OF COMMAND CEREMONY-SAN DIEGG $1.321.56
SIGNING WITH MEXICO AND S1 EVENTS §1,433.16
TOTAL $26,117.38
VISIT PORTS AND MEET WITH STAFF MEMBERS $1,673.47
ATTENDING MEETINGS AND TOUR BORDER $1.754.28
TRAINING; TOUR OF BORDER $1,809.14
TOTAL $5.236.89
TOUR OF MIAMI PORTS 1.119.15
ACCOMPANY COMMISSIONER TO SENTRI OPENING AND ACE CONFERENCE $1,524.98
EPIC MEETING $980.96
CBP LEADERSHIP RETREAT $940.90
ACCOMPANY COMMISSIONER TO MEETINGS WITH MEXICAN OFFICIALS $1,630.72
ACCOMPANY COMMISSIONER 10 MEDIA EVENT, SECTOR CHIEF MEETING AND EPIC
TOUR $1.405.35
ACCOMPANY COMMISSIONER TO POTUS EVENT $1,167.84
10CC MEETINGS $1,074.13
FUNERAL SERVICE FOR JENNIFER DUNN - AGENCY REPRESENTATION $1.065.20
TOTAL $10,909.23
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Question: Please list the number, by office and pay grade level, of all CBP employees hired non-competitively
in fiscal years 2002, 2003, 2004, 2005, 2006, and 2007 and to date in 2008,

ANSWER: Noncompetitive hiring appointments are appeintments that can be made without following
competitive examining procedures. They do not require “public notice” as defined in the competitive service.
Nevertheless, these positions are still subject to the merit system principles. There are numerous
noncompetitive hiving authoritics that CBP utilizes to streamline hiring, meet agency needs, and support public
policy. Examples of such authorities include the Federal Career Intern Program (FCIP), Veterans Readjustment
Act Appointment, Presidential Management Fellows Program, and the Student Career Experience Program.
Noncompetitive appointments can also be made by way of lateral reassignment. A later reassignment is
noncompetitive when the employee has already competed for and currently holds, or has held, an equivalent
position to the one being filled. In such cases, the employee is considered a noncompetitive candidate/referral
and a second competition is not required.

£

TL AFFAIRS & TRADE RELATNS 01 |

0 1

03 3

04 9

05 3 17
FY 3002 | OFFICE OF FIELD OPERATIONS o1 20

02 9

03 24

04 50

05 261

06 i

o7 155

08 2

1 2 524
TV 2002 | OFFICE OF FINANCE o &

0 6

03 12

04 13

05 i 3%
FY 2002 OFFICE OF HUMAN RESOURCES MANAGEMENT o1 1

03 !

04 20

05 2 24
FY 2002 | OFFICE OF INFORMATION & TECHNOLOGY o 3

02 3

03 13

04 14

07 1 39
FY 2002 | OFFICE OF INTERNAL AFFATRS o |

03 1 2
FY 2002 | OFFICE OF INVESTIGATIONS o1 P

02 5
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03 7
04 18
65 14
a6 2
a7 286
o9 3

1 4 439
12 i
is f

FY 2002 | OFFICE OF PUBLIC AFTAIRS 04 t i
FY 2002 | OFFICE OF REGULATIONS & RULINGS a1 3
o4 i
'l 6
i 5

2 i 16
FY 2002 | OFFICE OF STRATEGIC TRADE 01 2
o3 i
04 1
05 1

o7 22 27
FY 2002 | OFFICE OF THE CHIEF COUNSEL o1 3
a7 3
o9 1
1 s
2 4

14 i 17
FY 2002 | OFFICE OF THE COMMISSIONER 01 3
o2 i
a3 2
04 2
14 1

15 2 i
FY 2000 | OFFICE OF TRAINING & DEVELOPMENT o1 2
) 6
o5 {
11 i
12 2z

13 i35 27

Y 2002 TOTAL 1,182
FY 2003 | ANIMAL & PLANT HEALTH INSPECTION SERVICE o1 2
0 k]
03 22
04 16

03 it 54
FY 2003 | OFFC OF INTERNTL AFFAIRS & TRADE o0 1
3 t
04 4

o5 2 8
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FY 2003 | OFFICE OF CONGRESSIONAL AFFAIRS 04 . |
FY 3003 | GFFICE OF FIELD OPERATIONS o1 8

02 19

03 15

04 28

05 468

06 1

07 339

09 ! 870
TY 7003 | OFFICE OF FINANCE 01 5

o2 i

03 7

04 23

09 4 40
TY 2005 | OFFICE OF HUMAN RESOURCES MANAGEMENT 02 3

03 4

04 i

03 i 10
FY 2005 | OFFICE OF INFORMATION & TECHNOLOGY o1 3

02 2

03 8

04 8

6 i

09 1

1 1 2
TV 2003 | OFFICE OF INTERNAL AFFAIRS o1 3

04 1 4
FY 3005 | OFFICE OF INVESTIGATIONS o1 4

02 i

03 6

04 1

05 51

07 191

09 4

1 16 284
FY 2003 | OFFICE OF PUBLIC AFFAIRS o1 |

04 i 2
FY 2005 | OFFICE OF REGULATIONS & RULINGS o |

03 t

03 i

i i

B 1

13 i 3
FY 7005 | OFFICE OF STRATEGIC TRADE oL 3

07 14 17
FY 2003 9CE OF THE CHIER COUNSEL ot 5

07 i

i 8
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iz 9
i3 2 25
14 3
FY 2003 | OFFICE OF THE COMMISSTONER o1 3
03 3
04 i
09 i 16
FY 2003 | OFFICE OF TRAINING & DEVELOPMENT o1 3
02 1
03 5
04 2
13 i 12
FY 2003 TOTAL 1,367
FY2004 | OFC OF CONGRESSIONAL AFFAIRS o4 1 |
FYI004 OFC OF INTERNATIONAL AFFAIRS AND TRADE RELATNS o i
04 2
15 1 4
FY2004 OFC OF REGULATIONS & RULINGS i 3
12 i 3
FY 2004 OFFICE OF BORDER PATROL o1 5
02 3
03 2
04 9
05 39
06 i
o7 18
08 1
10 2 77
FY2004 GFFICE OF FIELD OPERATIONS ot 3
o2 s
03 12
04 13
05 514
06 i
07 657 1,305
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FY2004

OFFICE OF FINANCE (CFOy

w

>

s

FY2004

OFFICE OF INFORMATION & TECH

10

FY2004

OFFICE OF INTERNAL AFFAIRS

FY2004

CFFICE OF PUBLIC AFFAIRS

FY2004

OFFICE OF STRATEGIC TRADE

[SCN0 PN PRI N WV PR PGS YOS IFNOS FUVIS SIS P

FY2004

OFFICE OF THE CHIEF COUNSEL

07

i1

12

13

14

FY2004

OFFICE OF THE COMMISSIONER

01

02

R N L N e e P e

03

04

03

FY2004

OFFICE OF TRAINING AND DEVELOPMENT

PUCIE PUCTN IR JUUR NS DUGS USRS JYCRS PR DU SO JON

FY

2004 TOTAL

1484

FY2005

DIRECTOR, AIR AND MARINE OFERATIONS

n

15

FY2008

OFC OF CONGRESSIONAL AFFAIRS

[

FY2008

OFC OF INTERNATIONAL AFFAIRS AND TRADE

03

04

05

[ P LV T e

EY2003

F REGULATIONS & RULINGS

i3

FY2008

OFFICE OF BORDER PATROL

05

Si8

o7

199

717
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EY2005

OFFICE OF FELD OPERATIONS

02 t
o4 3
05 578
07 908
09 113
i 3 1,606
FY2005 CFFICE OF FINANCE (CFO) o1 1
® 6
0 7
04 12
o7 i
09 i 28
FY2005 OFFICE OF HUMAN RESCURCES MGMT ot 5
02 5
03 i2
il 19
05 g
09 i
1 1
2 3 52
FY 2005 OFFICE OF INFORMATION & TECH o1 5
02 1
03 4
04 1
07 i
09 2
1 2
14 1 14
FYZ005 OFFICE OF PUBLIC AFFAIRS 13 1 |
EYZ2005 OFFICE OF STRATEGIC TRADE ey 1
03 i
o7 is
12 i 21
FY2005 OFFICE OF THE CHIEF COUNSEL o7 2
i1 2
i2 10
13 4
14 2 20
FY2005 OFFICE OF THE COMMISSIONER 0 B
03 :
05 i
09 ]
14 2
15 i 8
FY2005 OFFICE OF TRAINING AND DEVELOPMENT 02 3
12 1 4
FY 2005 TOTAL 2,502
Y2006 ASST COMMISSIONER, CBP AIR AND MARINE ' 2 -
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FY2006

OFC OF CONGRESSIONAL AFFAIRS

04

2

FY2006

OFC OF INTERNATIONAL AFFAIRS AND TRADE RELATNS

i

02

% Jrme o e

03

o

IO N

FY2006

OFC OF REGULATIONS & RULINGS

FY2006

OFFICE OF BORDER PATROL

oo [ 1o~ [da {1 b (10 (20

o
[

o
et
P

FY2006

OFFICE OF FIELD OPERATIONS

wn

IS

08

2
=3

o
S

%
bt

1,604

FY2006

OFFICE OF FINANCE (CFO)

[0

[

o fen

FY2006

OFFICE OF HUMAN RESOURCES MGMT

[FRIN]

FY2006

OFPICE OF INFORMATION & TECH

FY2006

OFFICE OF INFORMATION TECHNOLOGY

FY2006

OFFICE OF INTERNAL AFFAIRS

FY2006

OFFICE OF PUBLIC AFFAIRS

JHURS P PSS PO PV FIOTD POV P (O E N T [ R L ol D = Y
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FY2006

OFFICE OF STRATEGIC TRADE

o7 a
09 4 13
FY2006 QOFFICE OF THE CHIEF COUNSEL 02 2
07 3
11 7
12 14
13 3 28
FY2006 QFFICE OF THE COMMISSIONER 03 1
Od 3
11 i
i3 2 7
FY2006 OFFICE OF TRAINING AND DEVELOPMENT 02 7
03 i
11 i 9
FY 2006 TOTAL 3,627
FY2007 ASST COMMISSIONER, CBP AIR AND MARINE 1t 10
13 1 11
FY2007 OFC OF CONGRESSIONAL AFFAIRS 04 1 i
FY2007 OFC OF INTERNATIONAL AFFAIRS AND TRADE RELATNS o 2
03 3
04 6
08 i
0% i 13
FY2007 OFFICE OF BORDER PATROL o )
03 i
4 7
03 2923
07 1023
09 i4
12 34
14 7
i35 i 4,018
FY2007 OF FIELD QPERATIONS 02 i
03 3
04 14
03 1101
a7 1297
09 38
15 2 2,506
FY2007 OFFICE OF FINANCE (CFO) 03 6
04 2
03 1
09 3 12
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FV3007 | OFFICE OF HUMAN RESDURCES MGMT o >

03 2

04 4

05 3

07 10

09 2

i !

12 i

i5 2 27
Y2007 | OFFICE OF INFORMA TION TECHNOLOGY 01 3

02 8

03 4

04 [

05 i

09 2

12 t

14 i 31
FY2007 | OFFICE OF INTERNAL AFFAIRS 04 P

07 2

1 7

12 46

13 95

14 8

15 i 165
FY2007 | OFFICE OF INTERNATIONAL TRADE o 25

09 9

1 6

12 i

13 i 42
FY2007 | OFFICE OF PUBLIC AFFAIRS " 1 .
FY2007 | OFFICE OF THE CHIGE COUNSEL 0 .

a5 H

o7 3

09 i

it 10

12 i8

13 8

14 i

15 1 44
FY2007 | OFFICE OF THE COMMISSIONER 03 3

i 3

05 i

09 4

i 1

14 2 14
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FY2007

OFFICE OF TRAINING AND DEVELOPMENT

02 2
12 !
13 3 2
FY 2007 TOTAL 5,908
FY2008 | ASST COMMISSIONER, CBE AIR AND MARINE I 2
04 1
t 4 7
FYI008 | OFC OF CONGRESSIONAL AFFATRS 05 ;
09 ! 2
FY2008 | OFC OF INTERNATIONAL AFFAIRS AND TRADE RELATNS 04 |
07 1
09 t 3
FY2008 | OFFICE OF BORDER PATROL o1 3
02 3
03 i
04 )
03 1243
07 267
UL SN N 32
10 i
12 4
14 2 1359
FY2008 | OFFICE OF FIELD OPERATIONS P ;
03 8
04 5
05 580
07 583
08 25
1 : 1,204
FYI008 | OFFICE OF FINANCE (CFO) 02 3
09 5 7
FY2008 | OFFICE OF HUMAN RESOURCES MANAGEMENT o5 ;
07 2
09 i
s i 5
FY2008 | OFFICE OF HUMAN RESOURCES MOMT 06 ;
09 3 4
FY2008 | DFFICE OF INFORMATION TECHNOLOGY o ;
02 i
09 2
13 3 7
FYI008 | OFFC OF INTELLIGENCE & OPERATIONS COORDINATION 07 :
09 !
1 ! 3
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FY2008

OFFICE OF INTERNAL AFFAIRS

07

09

i

12

13

14

15

44

FY2008

OFFICE OF INTERNATIONAL TRADE

a7

09

i

2

10

FY2008

E OF THE CHIEF COUNSEL

12

i3

FY2008

OFFICE OF THE COMMISSIONER

07

08

is

FY2008

OFFICE OF TRAINING AND DEVELOPMENT

02

o3

07

09

3

o
2

13

FY 2008 TOTAL as of 3/18/2008

2,898

Question: Please provide a list of sole source coniracts exeeuted by CBP in 2007. Organize by contractor,
purpose, dollar award, full performance value, contract start date, contract end date, and reasan for sole-source.

ANSWER: Please see following table.

§421906 ONTARIO E £ 48, 108.00

111572006

120142006

YO

INCORPORATED SOURCE -
OTHER

24SEVEN COPICOP Foll Page $6.000.00 §6,000.00 0873072007 073172008 | ONLY ONE

NEWSFAPER advertisement 1 year SOURCE -
OFHER

401 HOTEL LIMITED HRM Job Fair for $4.000.00 $4.000.00 Q771672007 O%/30/2007 1 ONLY ONE

PARTNERSHIP (3144) Auditors SOURCE -

OTHER




AA ACTION BP, REPAIR WATER §7.717.50 87.717.50 1172002006 QL9007 | URGENCY
PLUMBING OF YUMA | LEAK
INCORPORATE
ACCESS LOGIC, INC Inspection 312,217.18 10172006 0973072007 | ONLY QNE
SOURCE -
OTHER
ACCUSCRIPT $5.223.00 $5,225.00 1271172000 1271572006 § ONLY ONE
INCORPCRATED SOURCE -
OTHER
ACE ELECTRIC Debris removal $7,500.00 $7.300.00 10172006 09/3012007 | GNLY ONE
INCORPORATED SOURCE -
OTHER
ACR ELECTRONICS Distress marker lights $17.850.00 $17.850.00 | 08/24/2007 12/3172007 | ONLY ONE
NG SOURCE -
OTHER
HON Cleaning and $15,500.00 $15,500.00 /24712006 09/30/2007 | ONLY ONE
EXTERMINATING Sanitization of AC SQURCE -
OTHER
ACTION SPORTS “ast Border Patrol 25.000.00 2500000 | 08/20/2007 0928/2007 | ONLY ONE
IMAGE LLC SOURCE -
OTHER
CE OFFICE Sharp 45020488 SI5,103.20 | Q1172007 061/17/2007 | ONLY ONE
RONICS CTR SOURCE -
INC OTHER
ADVANCED S00P2100-301 MR $8,585.00 SES83.00 1 0271272007 04/26/2007
COMPQSITE Blade Repair SN C175
STRUCTURE INC
ADYANCED Repair Abrasion $12,000.00 S12,000.00 | 0771972007 0%9/19/2007
COMPOSITE Strips 369D21102-523
STRUCTURE INC
Repair Abraston $12,000.00 00000 | 0771972007 09/19/2007
Strips 369D21102-523 .
OTHER |
ADVANCED SOOP2300-503 M/R 514,106.48 $14.106.48 0807/2607 1070972007 | ONLY ONJ
COMPOSITE Blade SN: U068 SOURCS
STRUCTURE INC OTHER
ADV ANCELY SN: $09999-3043 $18.141.50 S8 44050 | 012672007 03/30/2007
COMPOSITE
STRUCTURE INC
ADVANCED DETECTIVE H1O.713200 S16713.00 | Q9152007 /1972007
MEASUREMENT OPT-3 wansport case
TECHNOLOGY
AERIAL MACHINE & Phatform, signal / $20.685.00 §20,685.00 | 04/04/2007 OR/O1/2007 | ONLY ONE
TQOL CORP survival kit SQURCE -
OTHER
AERO PRODUCTS Fast Rope Kif $63,971.60 $63.971.60 08/23/2007 082172007 | ONLY ONE
COMPONENT SVCS SOURCE -
INC OTHER
AEROMETALS INC T/R Controt Assy $18,250.00 $18,250.00 /0672007 07/06/2007 | ONLY ONE
AM3IOOH1800-501 SOURCE -
OTHER
AGILENT $7.736.00 $7.736,00 1 0972572007 10312007 1 UNIQUE
TECHNOLOGIES SOURCE
AGILENT e §6,330.00 §6,330.00 14/01/2006 110672006 | ONLY ONE
TECHNOLOGIES instrument SOURCE -
INCORPORATED OTHER
AIRPORT PARK N Kenneling $16.000.00 $16,000.00 107012006 09/30/2007 | ONLY ONE
BARK LIMITED SOURCE -
LIABILITY COMPANY OTHER
ALBANY PARKING Albany Parking $10,710.00 $10.710.00 10/31/2006 O9/30/2007 | AUTHORIZED
AUTHORITY Authority Seven (7) BY STATUTE
Space
ALERUS € 2x12and5x 13 $15,000.00 $75,000.00 00172007 09/30/2012 | ONLY ONE
Advertising SOURCE -
QTHER
ALEUT GLOBAL Custodial Service .598.72 $53,398.72 10/01/2006 0973042007 | ONLY ONE
SOLUTIONS LLC SOURCE -
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ALL ANIMAL Animal Services $13,000.00 $13,000.00 100172006 0973072007 | ONLY ONE
HOSPITAL SOQURCE -
OTHER
ALL LANGUAGE Translator Services for $3,700.00 $3,700.00 B6/06/2007 06/15/2007 | ONLY ONE
ALLIANCE INC PowerPoint Pres. SOURCE -
OTHER
ALL PRESTIGHE Janitorial Services $6.183.00 §6,183.00 HYOL2006 09/30/2007 | OML
MANAGEMENT CORP SOURCE
OTHER
AMERICAN ASSNFOR | Assessment Feg $62,395.00 $62,395.00 0242872007 02772009 | ONLY ONE
LABORATORY Springfieid Labh SOURCE -
OTHER
AMERICAN BANK Laminate $20,060.00 $20,000.00 011872007 03/30/2007 | ONLY ONE
NOTE SOURCE -
HOLOGRAPHICS OTHER
AMERICAN BANK Security Laminate $30,000.00 $30,000.00 0642772007 (7312007 | ONLY ONE
NOTE SOURCE -
HOLOGRAPHICS OTHER
AMERICAN BANK Security Laminate F30.000.00 $30,000.00 0971372007 12/1472007 | ONLY ONE
NOTE SOURCE -
HOLOGRAPHICS OTHER
American Telecom $9.920.56 $9,920.56 097262007 HY26/2007 | FOLLOW-ON
SOLUTIONS LL.C Sohutions CONTRACT
ANCHOR'S AWAY DOCK 8PACE $3,600.00 $3,600.00 050172007 G9F30/2007 | ONLY ONE
MARINA CORP SOURCE -
OTHER
ANGIE MILLER Janitorial/Grounds- $9,000.00 $2.000.00 130172006 09/30/2007 | ONLY ONE
Pinecreek SGURCE -
OTHER
ANIMAL HOSPITAL Kenneling of K-8 - $4,876.00 $4.876.00 Q340142007 09730/2007 | ONLY ONE
OF ROCKY HHLL Hartford, CT SOURCE -
OTHER
ANN GOSLINE Arbitrator: Ann GO.00 (0.00 047182007 092872007 | SIMPLIFIED
Gosline ACQUISITION
PROCEDURES -
NON-
COMPETITIVE
APICAL INDUSTRIES Repatr & recert Float S1L080.00 $11,080.00 6712312007 OB73172007 | ONLY ONE
INC Kit for QHE SGURCE -
OTHER
APOGEN Cabling - Stennis $1,532,973.45 $1,532,973.45 06/27/2007 071772007 | URGENCY
TECHNOLOGIES INC
APPTIS INC Visie Pro 2007 - 34,126.85 $4,126.85 03/1972007 0472072007 | FOLLOW-ON
Livenses CONTRACT.
APPTIS INC Dell OptiPlex620D $6 00 01172007 (2/23/2007 | ONLY ONE
Small Desktop SQURCE -
OTHER
APPTIS INC CLIN 5108XX HP $41,366.00 $41,366.00 030172007 03302007 | UNIQUE
LASER JET P3GOSDN SOURCE
PRINTE
APPTIS INC CLIN: 1013DE1 (Dell $298,436.00 $295.456.00 0371542007 CH/16/2007 | FOLLOW-ON
Optiplex 745 Deskiop CONTRACT
A-PROFESSIONAL DX H4IPKG one $4.957.00 .00 Q13072007 (030572007 1 ONLY OV
LOCKS INC additional card veader SOURCE -
OTHER
ARBEE ASS0C Reconfiguration $63,000.00 $65,000.00 0RF20/2007 12/3172007 | ONLY ONE
Services SOURCE -
OTHER
ARBEE ASS0C Arbee Proposal - $90,399.25 §90,399.28 F012006 09302007 | FOLLOW-ON
Project # 500250 CONTRACT
ARINC INC Avinet - CLIN 001 $238,600.00 $238,600.00 0272112007 0973072007 | ONLY ONE
SOURCE -
OTHER
ARLZONA DEPT OF Cireu $6.148.89 56,148.89 10M12006 0973072007 | ONLY ONE
PUBLIC SAFETY 10LIGDAIBS062- SOURCE -
Tucson OTHER
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Conference Dee $46.136.00 $46.136.00 121172006 12/13/2006 | ONLY
3106 SOURCE
AD FOR 820,27, S14.813.08 31481308 OBAG/Z007 Oo10/2007 UNIQUE
973,107 SQURCE
Caning ca $4.518.00 S4SIB00 1 0M23/2007 0973072007 | ONLY ONE
Keaneling SOURCE -
Asp Red $31,200.00 $31.200.00 02/26/2007 O3/16/2007
Radio{tem#07394)
ASPINC Red Guns HEKP000 $46.500.00 $46.800.00 | 091772007 1273412007
(weighted)
ASPG Help Key Maint $14,232.90 SH25290 | 022072007 03312008

repairs for mold
abatement

$4.278.00

$4.278.00

0200272007

0272272007

Recruitment $105.000.00 B135,000.00 Q80172007 97302007
Advertisement
wilukland A's
AUTOMOTIVE Vehiele Tech Support $21.956.580 $21,956.80 | 07012007 06/30/2008 | ONLY ONE
RENTALS INC (ARD SOURCE -
OTHER
ANCIAL B0 $16,530.60 10012006 973062007
OTHER
AVITECTURE £23,923.00 92300 12/01/2006 093072007 | ONLY ONE
NCORPORATED Plan SOURCE -
QTHE
AWARE INC $46,342.50 $46,342.50 0971172007 09102008 | ONLY ONE
Sofiware License SOURCE -
OTHER
BAE $315,155.44 $457.751.44 Q012007 01312007 | ONLY ONE
Telephone $6.420.00 $6,420.00 1 080172007 077312008
CATIONS Maintenance
LIZABETH Trainer $39.940.00 $39.540.00 (71972007 QR/2472007 | ONLY ONE
SOURCE -
QTHER
BERRYHILL ANIMAL Kenneling and $1L000.00 $1L.000.00 103172006 893062007 ONLY ONE
HOSPITAL Veterinarian Services -
NDS PET Best Friends Kennel $73,400.00 $75.400.00 012006 120312006 ;
RE SOURCE -
OTHER
BEST MADE DESIGNS | CBP Protective Plute $9.920.00 §9.920.00 | 097232007 L1/302007 | ONLY ONE
e Vests SOURC
OTHER
BLAINE BAY REFUSE | D il of seized $4.200.00 $4.200.00 10/0172008 059430/2007
INCORPORA items.
BOOTH PRODUCTION | Installation & $3,398.91 1271372006 12/15/2006
SERVICES Dismantiing Booth
INCORPORATED
BOSTON PROPERT 321,37375 $21.573.75 Q1232007 01/25/2007
INCORFORATED
(2660
BRIDGE APPLETON 2 Rens for 1 Nt July 21 $12833.00 | 0972102007 0723002007
HOTE SOURCE -
OTHER
BRINK'S CAR $16.866.72 $17.616.72 O9/18/2006 09302007 | URGENCY
INCORPORATED
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BRIX CORP Selfridg §34.204.00 $34.204.00 Q91972007 /312007 | AUTRORIZED
Replddnstall New BY STATUTE
Windows
3 CUSTODIAL SVUS. $9.053.88 $9,053.88 100172006 ONLY ONE
CONTRACT SERVIC SOUTHBOUND SOURCE -
INCORPORATED CANOPY OTHER
Lems for FMAT Toof 5616595 $6,165.93 09712/2007 12/1472007 { ONLY ONE
Kits SQURCE -
OTHER
BRUCE FOX INC $22.487.99 073042007 O8/3072007 | ONLY ONE
50 !
OTHER
Overhead Crande PMI $12,500.00 100172006 007302007
BUFFALO DRILLING Maove & Store Tower .00 H/16/2006 1O/ 32

COMPANY and shed
RPORATED
S dismantie and move $9.685.00 2007 0972002007
ENVIRONMENTS worksiation furniture
Jan Services $12,832.44 012006 09730/2007 | ONLY ONE
SOURCE -
OTHER
Female GS Dog Cindy $9.400.00 $9.400.00 | 09262007 1071172007 | ONLY ONE
vom Haus Lohre SOURCE -
OTHER
Consuhants - support $435.154.92 04/30/2007 03/31/2008 | ONLY ONE
ME services SOURCE -
SOLUTIONS OTHER
CAPITAL CLEANING (7 Janiorial Sves SCC $10.746.00 $10,740.00 012006 09302007 | FOLLOW-ON
CONTR INC MiamifL
CARIBBEAN 1l hoist 38.000.00 $38,000.00 1 05/3G/2007 0772372007
CONTROLS GROUP
al Software $7.000.00 $7.000.00 (971902007 Q9182008 | ONLY ONE
Licence Pee SOURCE -
QTHER
Reconfigure, n $12.976.00 $12,970.00 1302007 Q2092007 | ONLY ONE
apdd fnstall workst SOURCE -
OTHER
6030 Environmentat $50,566.00 $50,566.00 097112007 162007 | UNIQUE
Chamber SOURCE
Repair Caron Units $5,000.00 $5,000.00 11162006 1241572006 7
AND SERVIC
NCORPORA
Board, fod SE000.00 $I000.00 12R072006 0973072007 P
Females SOURCE
OTHER
CATHOLIC Housing of F4LO00.00 10/01/2006 0973072011 ONLY ONE
CHARITIES OF THE Undocumented Alens -
i OF SAN OTHER
IHEGO
CCCGROUP INC Rewrofit & Installation R77.850.00 $77850.00 09/ 1472007 12282007 | ONLY ONE

of Loriseopes SOQURCE -
QTHER
DG DISPLAYS INC Fabric Mural 528,77%.00 $28,779.00 (972472007 10/282007 | STANDARDIZA
THON
ERRITY K Kenneling $35.000.00 $35.000.00 12006 093072007 | ONLY ONE
SOURCE -
I
CH GROU CERTS TRAINING $56.000.00 031372007 031272008
{CH GROUP INC | Director's Special $71,744 80 $71,744.80 312302007 037222008 | ONLY ONE
Praject Team SOURCE -

QOTHER
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HGROUP INC | Cross Traning $99.966.61 S09966.61 | 05082007 T 052008
iCH GROUP INC $124.94377 SUADALTT | 0S/08/3607 | 05Ai2008
CENTECH GROUP INC STISa0da0 | OB/132007 | 03/12/2008
Team SQURCE -
OTHER -
CENTECH GROUF INC 98.96 SI36,09856 | OGATI00T | 06/06/2008 | ONLY ONE
Ak
CENTECH GROUF ING 5193.989.60 SIG3.589.60 | O6O8Z007 | 06/07/3008
CENTECH GROUP INC $199 5800, STOOS80.00 | 06472007 | U6/13/2008 | ONLY ONE
SOURCE -
OTHER
CENTECH GROUD INC $231.502.36 06/1S/2007 | OWT4R008 | ONLY
SOURCE
OTHER
CENTECH GROUP INC | THSD Tabor rates $476.130.41 O6/0172007 | 08/31/2007 | ONLY ONE

ECH GROUP ING

Field Training Team

$844,084.00

$844.084.00

05/252007

O3/24/2008

CENTRAL DISPATCH
INC

SLOK0.00

$6.426.00

020172007

0973072010

CERTIFION
CORPORATION

$2300.00

112008

D9/30/2011

CHADWICK- $4.658.10 $4.658.10 OL312007 03/30/2007
control hox & SOURC
OTHER
BSO0C+ $5.358.70 021232007 U3/30/2007 | ONLY ONE
Balance SOURCE -
Kennelt S10.000.00 $10,000.00 1210172006 H30720067
Servie DES
HD Bl Worksuations $146.215.00 $149.215.00 Q971972007 FO/19/2007
MVE Quick Ref W $36.602.00 $76.865.00 03/13/2007 V312057
Maint
oundation Q000 $183.950.00 O3/172005 04730/2008 h
are Maintenanee BY STATUTE
Churubuseo fanitorial 56.864.00 36,864,600 10/02/2006 037312007 | FOLLOW-ON
Services
CITY OF DULUTH Parking $3.040.00 $3.040.00 100172006 O9/30/2007 | ONLY ONE
{5103 SOURCE -
OTHER
CITY OF LONG O00.00 $75.000.00 070172007 063072008 | ONLY ONE
BEACH SOURCE -
GTHER
CITY OF MIDLAND §23.019.12 $23.619.12 10172006 O%/30/2007 | ONLY ONE
(0608} SOURCE -
OTHER
CLARA LINDA BERG 175.02 17502 /0112606 093012007 | ONLY ONE
Sou -
OTHER
$9,450.00 $9.450.00 097072007 W/26/2007 | AUTHOR

BY STA
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Trenton BPS Mold $13.22000 $13.22000 MA62007 017222007
Abmement and Repair
CLASSIFIED FOREIGN | NARCOTICS $3.029.70 $3.129.70 12872000 0973072007 QUE
CONTRACTOR N SOURCE
SIFIED FOREIGN $86.683.00 $39.683.00 0912872007 09/30/2008 | STANDARDIZA
CONTRACTOR development TION
CLAUDIA L S CACHU Yol - B C $153.563.00 02006 (93072008 {1 ONLY ONE
Patrol § SOURCE -
OTHER
Janiorial Jacksonville F1L200:00 $11.200,00 1240172006 0973072007 | ONLY ONE
FL SOURCE -
CUTHER
CLEAR CHA Clear Channel Radio $208,095.00 $208.095.00 612007 09/30/2007 | ONLY ONE
RADIO (2883) Advertising SOURCE -
OTHER
<D INDIANS | RECRUITING AD 37.300.00 £7.500.00 0T T2007 08312007 | ONLY ONE
ALLCOLF SOURCE -
OTHER
CMC ELECTRONICS avigational $37.128.00 $193,563.00 031972006 012372011 | ONLY ONE
INC. ’ SQURCE -
QTHER
COLONIAL PARKING | Parking for 14001, $99,997.20 $99.997.20 310172007 02028/2008 | FOLLOW-ON
stregt CONTRACT
COLONIAL PARKING Parking 500.00 10/01/2006 09/30/2007 | ONLY ONE
INCORFORATE
(5818)
COMBINED SYSTEMS Bang $39.000.00 | 06/1172007 077132007
INC Warning Rounds
COMTRAIN LLC Basic Tower CHmbing §10.00 0a/08/2007 Q312007 | ONLY ONE
Safety & Rescue T CE -
INAInterpretath $4.349.060 UO52007 02/28/2007
EquipmentRental
SPEAKER/FACILITA $4.265.50 012372007 012572007
Containers $0.00 S300.000.00 Q302007 O%/29/2008
Lockerroom buildout $11,160.00 $11,160.00 (8/24/2006 OB/242006
Renovations $93.693.00 $93.693.00 1 DRO62007 H/06/2007
CORDA Corda 7 Ent $19.931.73 F19931.73 1243212006 FAIR007 | SIMPLIFIED
TECHNOLOGIES, 1! Seftware ACQY. THON
PROCEDURES -
NON-
COMPETITIVE
CORPORATE $27450.00 $27,450.00 Q9072007 09/06/2008 | AUTHORIZED
EXECUTIVE BOARD R BY STATUTE
) RATE S 542.306.00 $42,200.00 Q1312007 O1/30/2008 | ONLY ONE
EXECUTIVE BOARD Applications SOURCE -
ivi OTHER
CORPOR/ $117.300.00 300.00 12/152008 12/30/2007 | ONLY ONE
EXECUTIVE BOARD SOURCE -
OTHER
¥ OF TAYLOR $8,400.00 S8.400.00 10/01/2006 093072011 | ONLY ONE
SOURCE -
OTHER
COVADONGA $7.020.00 $7.020.00 100172006 09302007 | ONLY ONE
PARKING SOURCE -
ASSOCIATES INC OTHE
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Construction of $20.000,00 $20,000.00 0871772007 0973072007 | URGENCY
Housing for Generator
Human 5 STO.800.00 £76,800.00 OG/24/2007 TH/3072007 | ONLY ONE
smet Rep SOURCE -
OTHER
training aid sorap SHLT84.00 $10,764.00 D417/2007 0471572008
vehicles
CYBERSOURCE CORP | Maintenance Renewal 7.180.00 $17,180.00 1070172006 09/30/2007 | NATIONAL
SECURITY
CYBERSOURUE CORP STTIR0L00 $17.180.00 0943002007 09729/2008
CYRACOM $26,537.18 10172006 1272072006
INTERNATIONAL INC
DALLAS COWBOYS Sponsorship wih the SIS0.000.00 S150.000.00 ORA772007 120312007
FOOTBALL CLUB LTD | Dallas Cowboys
DARTFISH USALTD Dartfish 1 J6.070.00 O4/3072007 O5/3172009
Mation And RCE -
OTHER
DATA INTERCHANGE | ACSX12 Annual Dues $4.016.00 $4.010.00 09012007 Q87312008 | ONLY ONE
STANDARDS (12 Month
Membership)
DAVIS, MORRIS E. Arbitrator SDZ006- $3.500.00 FR500.00 6012007 087302007
0411
1727 N Male §9.184.77 £9,184.77 OHIN007 Q9/30/2007 | ONLY ONE
Connector -
DAY WIRE 3 Stand ofl moums $45.762.10 $49.762.10 08/15/2007 09302007
SYSTEMS
UR RADAR $24.998.00 $24,998.00 0771172007 080972007
MOBIL
3037 DRAG §76.622.27 0741972007 0873172007
STABILIZED BEAN
CORPORATION OF BAG 12GA OTHER
AMERICA
DELL MARK Maintenance $19,660.04 $19,660.04 O926/2007 09725/2008 | ONLY ONE

Deli/E

T OXI00

SOURCE -
OTHER

EK S
TORPORA

Project Connect -
vent User
icense

$6.610.00

$6.610.00

FHIS2005

302006

DETROIT TIGERS INC | recvuiting $13.000.00 3.000.00 O8/3 172007 (973052007 3
advertisement SOURCE -
OTHER
DETROIT TICERS INC. | Program Advertising L000.00 000.00 OB/1 772007 HY262007 | ONLY ONE
SOURCE -
DEWEY MSPB Book Only $65.611.35 $65.611.35 08/03/2007 OR/03/2008
PUBLICATIONS INC
DHANE E CONLOGU $4. 800,00 $4,300.00 12/0172006 F1302007 | FOLLOW-ON
CONTRACT
DA CONLOGUE £8.400.00 §8.400.00 1240172006 THA0/2007 | FOLLOW-ON
Bridgewater, ME CONTRACT
DIGATRON INC 15-Channek /ADY AR $536,201.60 $56,201.60 0970 iy 093072007 | ONLY ONE
Gold 4TB
DIGGING & RIGGING Crane Service $9.166.56 $9,166.56 031972007 037212007 | URGENCY
It
D Saellie TV S $7.651.20 $7.651.20 12/12006 GU30R2007 | ONLY ONE
INCORPORATED for Tucsor SOURCE -
{1465} OTHER
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DONNA M STONE 3011 $12,600.00 HB12006 OR/30/2007
JaniterialfGrounds
DOUBLETREE Conierence Fee $5189.00 12/0472006 124712006
CORPORATION (6433)
DOUBLETREE HOTEL | Conference Room $8.910.00 $8.210.00 3511572007 0341772007 | ONLY ONE
BETHESDA Meeting Package )
B HRM Testing in San 3000 S030.00 08032007 OBA4/2007 3
CALIFORNIA Diego SOURCE -
OTHER
DR MILDEN J FOX IR Arbitration $4.7100.00 $4.700.00 0872312007 08/23/2007 | AUTHORIZED
BY STATUTE
BROWN .00 $4.834.00 BLO2007 0973072007 | ONLY ONE
STATIO SOURCE -
OTHER
SROQ.000.00 SROCL000.00 0972372007 4012008 | ONLY ONE
E RCE -
OTHER
EFIX IMAGE Maintenanoe SKT.00 02006 Q9372007 | FOLLOW.
agr ent for 12 CONTRACT
copiers
EG&G TECHNICAL CBP - Appropriations U000.00 $2,700.000.00 V012006 127342006 NLY ONE
SERVICES, INC. - Bridge Contract CE -
QTHER
BETH G Management Retreal $13.660.00 $13.660.00 O9182007 091972007 | ONLY ONE
NEY SQURCE -
OTHER
EMBASSY SUT $5.335.00 $8,335.00 762007 (772242007 | ONLY ONE
Juan SOURCE -
OTHER
EMBASSY SUITES 06126 & 06/27 $7442.00 $7442.00 0672572007 (62972007 | ONLY ONE
Conference Room |
EMBASSY SUITES HRM Teding. Tucson $3.320.00 $5.520.00 OR/OD2007 0871072007
TUCSON
SMBASSY SUITES P Compresse 36,000.00 $6.000.00 Q8A0/2007 0541072007 o
TL ng
EMBASSY SUITES HRM Testing, Tucson $6.000.00 $6,000.00 0872272007 05/30/2007 7
TUCSON SOURCE -
OTHER
SSY BUITES BP Tesung Facility $2.480.00 SEAR0.00 2007 GAM920067
TUCSON
ERY - Survival Trag SERT,000.00 000,00 09/28/2006 0973072007
TIONAL
CORPORATED
PARKING $23,400.00 400.00 012006 093072007
MONTHLY FEE 23}
SPAC
Repair of Delineator H.00 HHE1/2006 0973072041
Egpt and Parts
TE NG
1 BALLISTIC 12-ga Frangible Safery L0000 O6/0472007 092007 | ONLY ONE
RESEARCH INC Shug Ammo SOURCE -
OTHER
ENNLEASING INC BP Testing San $3,084.00 $3.084.00 0672972007 Q6/32007 | STANDARDIZA
Auntonio TION
ENNLEASING INC HRM, Recruitment $3,084.00 $3.084.00 G71342007 07152007 | SIMPY
Testing ACQL N
PROCEDURES -
| NON
i COMPETITIVE
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SING INC HRM Testing in San §3,290.00 29000 O7/24/2007 Q973072007
Aptonio
ENN LEASING INC NR compressed testing 20.00 QL26/2007 01/28/2007
effort
N Maintenance $4.695.00 $4.695.00 HYO5/2006 H42007 | FOLLOW-ON
INCORPORATED pport CONTRACT
EPCON INC $3.650.00 O9I72007 101772007
EPCON INC $7.300.00 10.00 06/ 1872007 0782007
OTHER
EPCONINC El Paso Air Branch $31.900.00 $31,900.00 037292007 0441372007 | AUTHOR
Painting. Carpet . et¢ BY ST
-Hawthorne $3.950.00 F3,950.00 03/01/2007 OW3O2007 | ONLY ONE
SOURCE -
QTHER
3018 .00 10012006 09730£2007
Janitorial/grounds
3020 $12,12000 100172006 09302007 1 ONLY ONE
Janitoria¥/grounds SOURCE ~
QTHER
FAIRCOUNT LLC Advertisement 00 1 0a08/2007 973072007

BF Agents

FAIRCOUNT LLC Recruiument Ad £12,950.00 $12,950.00 474312007 1273172007
witQudoor Channel
Magazine
FARWE PUMP REPAIR AT $19315.00 $19.315.00 Q113172007 027112007
COMPANY
INCORPORATED OTHER
{15343
FEDEX §6,900.00 S6,500.00 Q172372007 O12572007 | ONLY ONE
FIRST AMERICAN Monthly Subseription $4.500.00 S4300.00 ] 09032007 V9052008
CORELOGIC INC SOURCE -
OTHER
$264218.88 $I64.218.88 Q80172007 073172008 | FOLLOW-ON
$139.841 .00 $130.841.00 0972402007 TH13R2007
L MOVERS Pembroke Pines HL0.000.00 $10,000.00 12/05/2006 F2AS2006
BPSQH Packing and
Move
Repair US300 FLIR $3.569.00 $3.369.00 | 08/16/2007 0972872007
Linit SN &U0%
FLIR SYSTEMS INC $3.372.00 $5.372.00 | 08162007 09128/2007
FLORIDA K 3511000 $3,110.00 32006 09/30/2007 | ONLY ONE
OF BREVAR SOURCE -
INCORPORA OTHER
FNH USA L FN 303 Launcher 722.632.00 $2.722.642.00 | 090282007 1292007 | STANDARDIZA
48001 TION
POINTED $4,525.00 $4525.00 | 06/29/2007 07/1372007 | ONLY ONE
WORKOUT Reprints SOURCE -
FOX 24 KPEJ Recraitment Ads for $31,600.00 3160000 ) 07012007 12131720067
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FOX 25 Recruiument ad for $54.500.00 $54.500.00 10/01/2007 12/31/2007 | ONLY ONE
Oct. 2007 OKC-TV SOURCE -
OTHER
FRANZEN SECURITY Weapon Lockbox $167.500.00 $167.500.00 09/06/2007 12/2172007 | ONLY ONE
PRODUCT INC SOURCE -
OTHER
FREEDOM Public Notice - Yuma $3.095.20 $3,095.20 G7/11/2007 07/28/2007 | ONLY ONE
NEWSPAPERS OF SW Sun SOURCE -
AZ OTHER
FRONTLINE SYSTEMS | QuitePro Single $68.820.00 $68.820.00 09/13/2007 12/30/2007 | ONLY ONE
LLC Motorota XTS Kit SOURCE -
OTHER
GAFFANEYS OF Ambrose $12.900.00 $12,900.00 10172006 09/30/2007 | FOLLOW-ON
MINOT Copier/C1275105/SN4 CONTRACT
INCORPORATED 5043811
GARDEN CITY HOTEL | Lite Refreshiments w/ $22.008.00 $22.008.00 {  08/28/2007 08/30/2007 | ONLY ONE
Services Charges SOURCE -
OTHER
GAYLE SUTTON Whitlash-Custodial $11,412.50 $11,412.50 11/01/2006 09/30/2007 | ONLY ONE
Service SOURCE -
OTHER
GAYLEN DOODY 07 Faniorial Services - $4,500.00 $4,500.00 12/03/2006 FH30/2007 | FOLLOW-ON
Easion. ME CONTRACT
GEMINI Blackside40-THD $8.060.00 $8,060.00 04/1172007 05/16/2007 | ONLY ONE
TECHNOLOGIES INC. Sound&Flash SOURCE -
o1 OTHER
GIRARD CLEANING Scobey-Custodial $11.880.00 $11,880.00 12/1572006 09/30/2007 | ONLY ONE
Service SOURCE -
OTHER
GLOBAL Copier Maintenance $6,241.00 $6.241.00 01/01/2007 12/31/2007 | ONLY ONE
OPERATIONS TEXAS SOURCE -
LIMITED OTHER
PARTNERSHIP
GOOD WORKS INC Janitorial Service $3.840.00 $3,840.00 10/01/2006 09/30/2007 | ONLY ONE
SOURCE -
OTHER
GOODWILL Janitorial srvcs. $4,058.00 $4.059.00 10/0172006 09/30/2007 | ONLY ONE
CONTRACTING SOURCE -
SERVICES OTHER
GOODWILL Mailroom Services $226,415.11 $226,415.11 05/01/2004 04/25/2009 | PUBLIC
INDUSTRIES OF INTEREST
CENTRAL
GOODWORKS INC LA5002 - $7.176.93 $7.176.93 02/01/2007 09/30/2007 | DIRECTED TO
JANITORIAL SVCS - JwoD
FY 07 NONPROFIT
AGENCY
GOODWORKS, INC. LA 5002 - $9,602.88 $9.602.88 10/0172006 04/30/2007 | DIRECTED TO
JANITORIAL . Jwob
Services FY07 NONPROFIT
AGENCY
GOVERNMENT Fujusu Part $64,643.57 $64.643.57 01/18/2007 02/23/2007 | ONLY ONE
ACQUISITIONS INC #PWORIDIIU SOURCE -
OTHER
GOVERNMENT BO Dashboard $275,208.71 $275.208.71 12730672006 12/30/2007 | FOLLOW-ON
ACQUISITIONS INC Manager CPU CONTRACT
GOVERNMENT HFP3 Warehouse $529,000.00 $529.000.00 | 08/24/2007 12/31/2007 | AUTHORIZED
SERVICES IPTLLC Design Funds BY STATUTE
GOVERNMENT Harpers Ferry Phase $792,092.00 $792,092.00 | 0872472007 12/31/2007 | AUTHORIZED
SERVICES IPTLLC Hil ture d BY STATUTE
GRADUATE SCHOOL | HR Training $14,580.00 $14.580.00 10715/2007 1H0715/2007 | ONLY ONE
USDA SOURCE -
OTHER
GRAHAM RESEARCH | Guest Speaker for $4.500.00 $4.500.00 03/12/2007 05/08/2007 | ONLY ONE
CONSULTANTS. N.A. FY07 DFO leadership SOURCE -
Co OTHER
GRAND FORKS CO estimated jai} expenses $12,752.00 $63,760.00 | 01/01/2007 09/30/2011 | ONLY ONE
CORRECTIONAL CTR SOURCE -
QTHER
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GRANDE GARBAGE GARBAGE $4,320.00 $21.600.00 10/01/2006 (9/30/2011 | ONLY ONE
COLLECTION COLLECTION - RGC SOURCE -
COMPANY STATION OTHER
GRANT THORNTON Contract Support $1.104,199.00 $1.104,199.00 03/22/2007 12/31/2007 | FOLLOW-ON
LLP CONTRACT
GREAT LAKES FAATOWER $4,704.00 $4.704.00 07/03/2007 08/03/2007 | ONLY ONE
TOWER & ANTENNA INSPECTION SOURCE -
co LABOR OTHER
GREAT LAKES REMOVE 250FT $25,000.00 $25.000.00 08/12/2007 09/12/2007 | ONLY ONE
TOWER & ANTENNA TOWER SOURCE -~
Co OTHER
Guif South Research SME’s Environmental §1.034,927.16 $1.411.185.00 0710372007 07/02/2008 | ONLY ONE
Corp Planning SOURCE -
OTHER
HAGEMEYER NORTH Lion MT94 multithreat $17,516.08 $17.516.08 0612612007 07/27/2007 | ONLY ONE
AMERICA INC. police ensemble SOURCE -
OTHER
HALL Border Patro) $4,662.00 $4,662.00 0972612007 12/3072007 | ONLY ONE
COMMUNICATIONS Recruiting Advertising SOURCE -
INC OTHER
HALSEY & GRIFFITH Aficio 80 s/t $4.065.00 $4.065.00 09/30/2007 09/30/2007 | AUTHORIZED
H1710300606 BY STATUTE
HARRIS CORP MUX CARDS $20.925.00 $20.925.00 03/17/2007 05/31/2007 | URGENCY
(Exchange)
HARTE-HANKS. INC. TS Quality license $309.456.00 $309,456.00 07/30/2007 07/29/2010 | ONLY ONE
SOURCE -
OTHER
HAWAII DEPT OF Kenneling for $32.850.00 $32.850.00 10/01/2006 09/30/2007 | ONLY ONE
AGRICULTURE Honohdu Dogs SOURCE -
OTHER
HAWAII MODULAR OFFICE TRAILER $16.667.40 $16.667.40 10/0172006 09/30/2007 | ONLY ONE
SPACE 10X32 AT PIER | SOURCE -
INCORPORATED OTHER
HBEARST ARGYLE ADVERTISING $180.000.00 $180,000.00 08/07/2007 02/28/2008 | ONLY ONE
SYNDICATION LLC SERVICES SOURCE -
OTHER
HECKLER & KOCH Prototype threaded $6.650.00 $6.650.00 03/1472007 07/13/2007 | ONLY ONE
DEFENSE INC Barrel (hem#234641) SOURCE -
OTHER
HECKLER & KOCH H&K P2000 SK $17.850.00 $17,850.00 09/10/2007 06/30/2008 | ONLY ONE
DEEFENSE INC Magazines P/N SOURCE -
207323 OTHER
HECKLER & KOCH ltems for FMAT Tool $42,465.00 $42,465.00 09/13/2007 11/13/2007 | ONLY ONE
DEFENSE INC Kit SOURCE -
OTHER
HECKLER & KOCH A&MH&K P-2000 $46.200.00 $46.200.00 00/10/2007 03/31/2008 | ONLY ONE
DEFENSE INC MAGAZINES P/N SOURCE -
217439 OTHER
HECKLER & KOCH FOA-H&K P-2000 $54.687.50 §54,687.50 O9/10/2007 04/30/2008 | ONLY ONE
DEFENSE INC MAGAZINES P/IN SOURCE -
217439 OTHER
HECKLER & KOCH H&K P-2000 $53,000.00 $55.00000 | 07/03/2007 10/31/2007 | ONLY ONE
DEFENSE INC MAGAZINES SOURCE -
OTHER
HECKLER & KOCH H&K 14.5" 416 .223 $82,150.00 $82,150.00 03/08/2007 05/04/2007 | URGENCY
DEFENSE INC CARBINE
HECKLER & KOCH BPA-H&K P-2000 $113,750.00 $113.750.00 09/10/2007 05/31/2008 | ONLY ONE
DEFENSE INC MAGAZINES P/N SOURCE -
217439 OTHER
HECKLER & KOCH H&K P-2000 $114,400.00 $114.400.00 0741212007 09/28/2007 | ONLY ONE
DEFENSE INC MAGAZIINES SOURCE -
OTHER
HECKLER & KOCH P2000 .40 S&W $352,000.00 $352,000.00 | 07/03/2007 11/23/2007 | ONLY ONE
DEFENSE INC Magazines SOURCE -
OTHER
HECKLER & KOCH P2000 MAGAZINES $653.867.00 $653,867.00 09/1012007 07/31/2008 | ONLY ONE
DEFENSE INC P/N 217439 SOURCE -
OTHER
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HEI HOSPITALITY OT Conlerence Reom $20.152.55 $20.152.55 09/17/2007 09/20/2007 | ONLY ONE
FUND HOLDINGS LP Rental SOURCE -
QTHER
HELENS CLEANING 07 Janitoria) Service, $4.200.00 $4.200.00 12/01/2006 1173072007 | FOLLOW-ON
SERVICE Hamlin ME CONTRACT
HELM INC 164-R9450 1DS $17.786.00 $17.786.00 09/28/2007 10/18/2007 { ONLY ONE
Advantage package SOURCE -
OTHER
HHC TRS MELROSE Confrence room for 2 $3.324.00 $3,324.00 027212007 02/22/2007 | ONLY ONE
LLC days SOURCE -
OTHER
HHC TRS MELROSE Meeting Room Rental $32,307.58 $32,307.58 017222007 02/01/2007 | ONLY ONE
LLC SOURCE -
OTHER
HILLTOP TRAILER O7Rental office at Ely $3.675.00 $3.675.00 10/01/2006 09/30/2007 | ONLY ONE
SALES Apr-Dec SOURCE -
INCORPORATED OTHER
HOFFARTH DONALD Janitorial/Grounds- $15,000.00 $15.000.00 10/04/2006 09/30/2007 | ONLY ONE
D Maida SOURCE -
OTHER
HOLIDAY INN Breaks $4,797.90 $4.797.90 09/13/2007 10/25/2007 | ONLY ONE
SOURCE -
OTHER
HOLIDAY INN Lodging $5.640.00 $5.640.00 01/29/2007 0240272007 | ONLY ONE
CENTRAL SOURCE -
OTHER
HOLIDAY INN Lodging $16,920.00 $16.920.00 | 02/04/2007 02/10/2007 | ONLY ONE
CENTRAL SOURCE -
OTHER
HOLIDAY INN HRM Testing. $3.460.00 $3.460.00 | 09/20/2007 09/22/2007 | ONLY ONE
EXPRESS HOTEL & McAllen SOURCE -
SUITES OTHER
HOLIDAY INN HRM Testing, $3,500.00 $3.500.00 0872272007 05/30/2007 | ONLY ONE
EXPRESS HOTEL & McAllen, TX SOURCE -
SUITES OTHER
HOLIDAY INN HRM Testing. $3.650.00 $3,650.00 09/06/2007 09/07/2007 | ONLY ONE
EXPRESS HOTEL & McAtien SOURCE -
SUITES OTHER
HOLIDAY INN Room Renal $12.833.00 $12.833.00 0712172007 07/30/2007 | ONLY ONE
SELECT OF SOURCE -
APPLETON OTHER
HOLT OF Remote Touchscreen $18,700.00 $18.700.00 08/26/2007 09/26/2007 | ONLY ONE
CALIFORNIA Contro} SOURCE -
OTHER
HOST HOTELS & HRM Recruitment $10.640.00 $10.640.00 09/10/2007 09/10/2007 | ONLY ONE
RESORTS LP Hiring Event SOURCE -
OTHER
HOST HOTELS & COPIC2] $6.651.61 $6,051.61 04/09/2007 05/31/2007 | ONLY ONE
RESORTS LP Requirements SOURCE -
Workshop Conf OTHER
Rooms
HOTEL OPERATIONS HRM Testing in $3,650.00 $3,650.00 08/05/2007 08/06/2007 | ONLY ONE
COMPANY INC, McAllen, TX SOURCE -
OTHER
HOWARD O MILLS JR | Boathouse Lease $12,162.33 $12.162.33 10/01/2006 09/30/2007 | ONLY ONE
SOURCE -
OTHER
HSS INTERNATIONAL | BP, ADVANCE $27.135.00 $27,135.00 09/03/2007 09/14/2007 | ONLY ONE
INC TRAINING IN TAC SOURCE -
MED OTHER
HUITT-ZOLLARS INC TUNNEL CAT AND $180,076.86 $180,076.86 09/21/2007 09/2172008 | ONLY ONE
A-E SERVICES SOURCE -
QTHER
HUMAN Direct Threat $16,205.00 $16,205.00 03/28/2007 06/11/2007 | ONLY ONE
PERFORMANCE Assessment SOURCE -
SYSTEMS INC OTHER
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HYATT ACE xch.conf. Det 2- $73.810.00 $73.810.00 02/25/2007 03/01/2007 | ONLY ONE
CORPORATION DEL 26-3-2/07 SOURCE -
OTHER
HYATT REGENCY Conference Room $7.385.40 $7,385.40 0371472007 03/15/2007 | ONLY ONE
CHESAPEAKE BAY SOURCE -
OTHER
JACP Conference Booth $27.600.00 $27.600.00 0971872007 10/17/2007 | ONLY ONE
SOURCE -
OTHER
1BM CORP Lotus Maintenance $158.000.00 $322.320.00 1172372006 11/22/2008 | ONLY ONE
Support - Base Year SOURCE -
OTHER
IDENTIX INC Scan Fingerprint $7,749.00 $7,749.00 08/24/2007 097242007 | PATENT/DATA
System RIGHTS
IMTECH CORP System Software, $166,739.75 $166,739.75 08/1672007 09/30/2008 | ONLY ONE
Hardware & Tube SQURCE -~
upgrades OTHER
INDIO PONTIAC GMC | Parts & labor o $4.630.26 $4,630.26 05/0872007 09/30/2007 | ONLY ONE
BUICK INC replace engine SOURCE -
OTHER
INDUSTRIAL GFK trenching and $3,125.00 $3.125.00 0771972007 08/19/2007 | ONLY ONE
CONTRACT SERVICES | conduit SOURCE ~
OTHER
INGERSOLL-RAND CO | AIR COMPRESSORS $5.200.00 $5.200.00 /0172006 09/30/2007 | ONLY ONE
- PMI SOURCE -
OTHER
INGERSOLL-RAND CO | Repair Compressor $10,966.61 $10,966.61 04/17/2007 05/17/2007 | ONLY ONE
SOURCE -
QTHER
INNOSYS INC License & $18,540.00 $18.540.00 09/28/2007 09/27/2008 | FOLLOW-ON
Maintenance Service CONTRACT
Renewal
INNOSYS INC InnoSys Manager $20,000.00 $20,000.00 05/21/2007 06/21/2007 | AUTHORIZED
BY STATUTE
INNCVATION DATA FDR Maintenance $31,100.00 $31,100.00 04/0172007 03/31/2008 | ONLY ONE
PROCESSING INC SOURCE -
OTHER
INNOVATION DATA FDR/CPK/ABR/FDRI $102,363.00 $102,363.00 04/09/2007 03/31/2008 | ONLY ONE
PROCESSING INC NSTANT SW Maint SQURCE -
OTHER
INNOVATIVE X-bat enforcer system $26,082.00 $26.082.00 09/06/2007 10/05/2007 | ONLY ONE
RESPONSE TECH. INC. SOURCE -
OTHER
INSTITUTE OF Targeting and $493.260.00 $493,260.00 09/28/2007 09/27/2008 | ONLY ONE
GLOBAL MGT information services SQURCE -
QOTHER
INSTRON CORP UNIVERSAL $46.,450.00 $46,450.00 08/27/2007 107122007 | UNIQUE
TESTING SYSTEM. SOURCE
INTERNATIONAL mail service $20,000.00 $20.600.00 047252006 09/30/2007 | ONLY ONE
BONDED COURIERS SOURCE -
OTHER
INTERNATIONAL IBM - WorklLenz $245,756.00 $245,756.00 05/16/2007 09/30/2007 | ONLY ONE
BUSINESS MACHINE support SQURCE -
OTHER
INTERNATIONAL CS-Assessment $250.000.00 $250,000.00 0972772007 09/30/2008 | ONLY ONE
BUSINESS MACHINE Emerging Trends SOURCE -
OTHER
INTERNATIONAL IBM Tivoli Software $278,892.20 $278,892.20 05/03/2007 04/30/2008 | ONLY ONE
BUSINESS MACHINE Maint SQURCE -
OTHER
INTERNATIONAL IBM Total Storage §507,523.27 $507,523.27 05/03/2007 05/04/2007 | ONLY ONE
BUSINESS MACHINE SAN40M Cabinet SOURCE -
w/EFCM OTHER
INTERNATIONAL Contract Support $745,592.00 $745.592.00 09/22/2007 09/30/2008 | ONLY ONE
BUSINESS MACHINE SOURCE -
OTHER
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INTERNATIONAL 1BM Tivali Access $1.036.930.00 $1.036,930.00 09/22/2007 09/30/2008 | ONLY ONE
BUSINESS MACHINE Mgr Lic 5.1 GOES SOURCE -
OTHER
INTERNATIONAL Websphere $9.561,468.00 $9.561.468.00 0572572007 09/30/2008 | ONLY ONE
BUSINESS MACHINE Application Server SOURCE -
SwW OTHER
INTERNATIONAL Training $15.616815.24 | $15,616.81524 09/27/2007 09/3(/2008 | ONLY ONE
BUSINESS MACHINE SOURCE -
OTHER
INTERNATIONAL WebSphere $67.624.00 567,624.00 08/14/2007 09/30/2008 | ONLY ONE
BUSINESS MACHINES | Application Server ND SOURCE -
CORPORATION SW OTHER
INTERNATIONAL PD Conf $5.020.29 $5,020.29 Q9/10/2007 09/14/2007 | ONLY ONE
HOTELS GROUP SOURCE -
OTHER
INTERNATIONAL Coniractor as $86,900.00 $86.900.00 1172072006 12/2472007 | URGENCY
SECURITY GROUP Validation
Coordinator
INTERNATIONAL 2007 Houston Cougars $24.000.00 $24.000.00 08/15/2007 11/30/2007 | ONLY ONE
SPORTS PROPERTIES Marketing Package SOURCE -
INC OTHER
INTERSTATE POWER | Electrical Connection $5,574.00 $5.574.00 09/18/2007 10/18/2007 | ONLY ONE
SYSTEMS for New Generator SOURCE -
OTHER
IRA F JAFFE Arbitraior's Fee $2.600.00 $5,200.00 02/08/2007 02/08/2007 | ONLY ONE
SOURCE -
OTHER
IRON MOUNTAIN Tron Mt $10.000.00 $10.000.00 11/28/2006 09/30/2007 | ONLY ONE
SOURCE -
OTHER
ISMAEL LARA CBP Customs $3.269.00 $3.269.00 077112007 08/11/2067 | ONLY ONE
Emergency WO 07- SOURCE -
OTHER
ISMAEL LARA CBP Customs $3.392.00 $3.392.00 07/02/2007 08/02/2007 | ONLY ONE
Emergency WO 07- SOURCE -
G080 OTHER
ISMAEL LARA CBP Customs $4.509.00 $4,509.00 07/02/2007 08/02/2007 | ONLY ONE
Emergency WO Q7 SOURCE -
0089 OTHER
ISMAEL LARA CBP Customs $7.064.00 $7.064.00 07/02/2007 08/02/2007 | ONLY ONE
Emergency WO 07- SOURCE -
0091 OTHER
ISMAEL LARA CBP Presidio BP $8.285.00 $8.285.00 08/25/2007 09/25/2007 | ONLY ONE
Housing W.0. 07- SOURCE -~
0143 OTHER
ISMAEIL LARA CBP Presidio BP $11.938.00 $11.938.00 08/25/2007 09/25/2007 | ONLY ONE
Housing W.0, 07- SOURCE -
0144 OTHER
JACKSONVILLE mon. inspection to $7,758.00 | $22,274.047.00 10/03/2006 0973072009 | UNIQUE
SOUND AND security system SOURCE
COMMUNICATIONS
INC
JACO GENERAL Labor $20,430.00 $20,430.00 0872772007 09/27/2007 | ONLY ONE
CONTRACTORS INC SOURCE -
OTHER
JAMES MACKIE EEQ Investigation $25.000.00 $25.000.00 08/31/2007 08/30/2008 | ONLY ONE
Services SOURCE -
OTHER
JAY ROBINSON NASCAR Recruiting $80,000.00 $80,000.00 06/01/2007 1110412007 | ONLY ONE
RACING LLC Booths SOURCE -
OTHER
JOHNNY BLUE Rental of portable $4.650.00 $4.630.00 10/01/2006 09/30/2007 ; ONLY ONE
INCORPORATED toilets SOURCE -
OTHER
JOHNS HOPKINS Ag Inbond $1.799,675.00 |  $10.400,452.00 09/28/2007 09/27/2012 | MOBILIZATION
UNIVERSITY . ESSENTIAL

R&D
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JONES. ROBERT L. Temp Employee $24.000.00 $24.000.00 037122007 09/30/2007 | ONLY ONE
SOURCE -
QOTHER
JOSEPH A GENTILE Arbitrator $3.278.69 $3.278.69 | 08/20/2006 08/22/2006 | ONLY ONE
SOURCE -
OTHER
JOSEPH F GENTILE Arbitrator $3.278.69 $3.278.69 083172007 09/01/2007 | ONLY ONE
SOURCE -
OTHER
JP INDUSTRIES INC JANITORIAL $14,847.00 $14,847.00 10/01/2006 09/30/2007 | ONLY ONE
SERVICES SOURCE -
OTHER
KALTHIA HRM Testing in El $3,352.52 $3,352.52 | 09/06/2007 09/06/2007 | ONLY ONE
CONSTRUCTION Centro SOURCE -
OTHER
KELLY JAMES F INA GBSLE & EXBS §72.000.00 $223.200.00 | 01312007 0171072010 | UNIQUE
SME/Train Coord SOURCE
KELLY'S CLEANING Janitorial service for $3,300.00 $3,300.00 10/01/2006 03/31/2007 | UNIQUE
SERVICE STX SOURCE
KENCOOR LLC Vehicle Light Bar and $8.849.76 $8.849.76 0572512007 06/15/2007 | ONLY ONE
Siren SOURCE -~
OTHER
KEYENCE DIGITAL $85,948.63 §85,948.63 08/21/2007 09/21/2007 | UNIQUE
CORPORATION OF MICROSCOPE SOURCE
AMERICA
KISCALLLC Adjunct Instruciors BP $410,328.80 $410,328.80 09/28/2007 09/27/2008 | UNIQUE
K-9 SOURCE
KOLOB Disposal service for $25,320.00 $25,320.00 10/01/2006 09/30/2607 | ONLY ONE
INCORPORATED AMB/BWB SOURCE -
OTHER
KOONS WENDY § Janitorial/Grounds- $10,200.00 $10,200.00 10/012006 09/30/2007 | ONLY ONE
Antler SOURCE -
QTHER
KRAMM & Deposition SD-2007- $4,000.00 $4.000.00 04/17/2007 09/30/2007 | ONLY ONE
ASSOCIATES INC 0121 572107 SOURCE -
OTHER
KROESCHELL SERVICE/MAINT. $6,000.00 $6.000.00 09/61/2007 08/31/2008 | ONLY ONE
ENGINEERING F/COND. UNIT SOURCE -
COMPANY (3970} OTHER
KYO-YA HOTELS & HRM Auditor Job Fair $9.690.00 $9.690.00 0772772007 07/27/2007 | ONLY ONE
RESORTS LP SOURCE -
OTHER
L3 Contracior Support $3,579,244.40 $3,579,244.40 112112006 09/30/2009 | UNIQUE
COMMUNICATIONS SOURCE
TITAN CORPORATION
(8754)
L P PADRES RECRUITMENT $40.000.00 $40.000.00 08/07/2007 09/30/2007 | ONLY ONE
EVENT ONLINE SOURCE -
ADVERTISING OTHER
L-3 STEFNBDT $64.365.00 $64,365.00 09/18/2007 06/30/2008 | ONLY ONE
COMMUNICATIONS Office(ISDN/PSTN) SOURCE -
CORP Secure Termin OTHER
LAB SAFETY SUPPLY, | PPE Equip - CIS $47.000.00 $47,000.00 0372772007 11/02/2007 | URGENCY
INC.
LAB SAFETY SUPPLY, | PPE - Personal $2,162,103.00 $2.162,103.00 0372172007 117302007 | URGENCY
INC. Protective
Equip/Supplies
LAFAYETTE Polygraph equipment $137.198.75 $137,198.75 (19/19/2007 1071972007 | ONLY ONE
INSTRUMENT CO INC SOURCE -~
QOTHER
LAMAR MEDIA ADVERTISING $24,990.00 $24,990.00 0971972007 09/30/2008 | ONLY ONE
CORPORATION RECRUITMENT SOURCE -
OTHER
LANAKILA Continental Air Cargo §$14,586.48 $14.586.48 $0/01/2006 09/30/2007 | ONLY ONE
REHABILITATION Custodial Service SOURCE -
CENTER OTHER

INCORPORATED
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LANCLOS AIR Messenger service $18.200.04 $18,200.04 10/01/2006 09/30/2007 | ONLY ONE
TRANSPORT STX/USCS SOURCE -~
OTHER
LANDAUER Radiation Monitoring $13.000.00 $13.000.00 12/01/2006 09/30/2007 | ONLY ONE
INCORPORATED SOURCE -
QTHER
LANDMARK Kenneling for CBP $71.540.00 $71,540.00 10/01/2006 09/30/2007 | ONLY ONE
KENNELS Canines SOURCE -
OTHER
LARGE ANIMAL Horse Veterinary $20.600.00 $40.000.00 10/01/2006 09/30/2007 | ONLY ONE
VETERINARY ASSOC Services SOURCE -
OTHER
LAW ENFORCEMENT | Suand and springs $39.968.35 $59,968.35 0972212007 10/22/2007 | STANDARDIZA
TARGETS INC TION
LAWN RANGER OF ST | Groundskeeping/Lawn $17.000.00 $17.000.00 10/01/2006 09/30/2007 | ONLY ONE
AUGUSTINE Maimenance Service SOURCE -
INCORPORATED THE OTHER
LEGG LONNIE L. Janitorial/Grounds- $9.600.00 $9,600.00 100172006 09/30/2007 | ONLY ONE
{Westhope SOURCE -
OTHER
LEXIS-NEXIS 2006 CIS INDEX $4,771.00 $4,771.00 01/01/2007 12/31/2007 | ONLY ONE
SOURCE -
OTHER
LHO DALLAS ONE Seized Property $9.128.96 $9,128.96 05/21/2007 05/25/2007 | ONLY ONE
LESSEE LIMITED Conference SOURCE -
LIABILITY COMPANY OTHER
LIEBERT CORP UPS System $54.286.00 $54.286.00 0372072007 05/07/2007 | ONLY ONE
SOURCE -
OTHER
LIEBERT GLOBAL power maintenance for $6,935.00 $6.939.00 10/01/2006 09/30/2007 | ONLY ONE
SERVICES ain frame SOURCE -
INCORPORATED OTHER
(8453)
LIFTECH HANDLING service forklift $4.,869.00 $4.869.00 10/26/2006 11/27/2006 | ONLY ONE
INCORPORATED SOURCE -
OTHER
LIPMAN & PLESUR, Private attomey $4.000.00 $4,000.00 06/26/2007 05/30/2008 | URGENCY
LLP
LISA WHITTIER BP, DETENTION $99.000.00 $99.000.00 10/0172006 10/0372007 | ONLY ONE
SERVICE SOURCE -
OTHER
LOCKHEED MARTIN LM-PDM ESSI - AC $20,733,718.00 | $20.733.718.00 1112272006 06/30/2008 | ONLY ONE
AIRCRAFT CTR 741,452,299, 431 SOURCE -
OTHER
LOGICUBE, INC. CellDEK Cellphone $154,240.00 $154,240.00 0471112007 05/1172007 | ONLY ONE
w/l yr. contract NY SOURCE -
OTHER
LOMARS DOG HAVEN | kenneling $40,300.00 $40,300.00 10/01/2006 09730/2007 | URGENCY
LOOMIS FARGO & CO | Armored Car Service $4,989.60 $4,989.60 0271512007 09/30/2007 | ONLY ONE
for FY07 SOURCE ~
OTHER
LTI LANGUAGE Feoreign Language $91,200.00 $91.200.00 09/06/2007 09/05/2008 | AUTHORIZED
TESTING Testing BY STATUTE
INTERNATIONAL
LUKAS MICROSCOPE | ZEISS $74,959.30 $74,959.30 09/25/2007 107312007 | UNIQUE
SERVICES INC. AXIOSKOP40A POL SOURCE
MICROSCOPE&
ACCESS
M DAVID VAUGHN Arbitration $5,000.00 $5,000.00 10/03/2006 12/04/2006 | ONLY ONE
ATTORNEY SOURCE -
OTHER
MACE SECURITY Mace Pepper Gel $49.974.60 $49.974.60 09/29/2007 11/30/2007 | STANDARDIZA
INTERNATIONAL (active) TION
MACLEAN BUNNIE Janitorial/Grounds- $10,800.00 $10.800.00 10/01/2006 05/302007 | ONLY ONE
Sarles SOURCE -

OTHER
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MACLEAN HARRY N, Arbitration Case SD- $3,500.00 $3,500.00 0571472007 09/30/2007 | ONLY ONE
2007-0041 5/18/07 SOURCE -
OTHER
MARINE CORPS ASSN | BP, LEATHERNECK $19.620.00 $19,620.00 09/04/2007 09/30/2008 | ONLY ONE
MAGAZINE AD SOURCE -
OTHER
MARINE EXCHANGE Ship Traffic Info - $3.300.00 $3.300.00 1010172006 09/30/2007 | ONLY ONE
OF SAN FRANCIS Acct 794859 SOURCE -
OTHER
MARIO RAMIREZ CPB Customs Housing $4.864.00 $4.864.00 07/31/2007 08/31/2007 | ONLY ONE
W.0.07-0123 SOURCE -
OTHER
MARIO RAMIREZ CPB Customs Housing $6,867.25 $6.867.25 08/01/2007 09/0172007 | ONLY ONE
W.0.07-0124 SOURCE -
OTHER
MARITIME ASSOC OF | Ship Arrival Reporting $8.160.00 $8,160.00 100172006 09/30/2007 | AUTHORIZED
THE PORT OF BY STATUTE
MARRIOTT Field Readiness $10.032.00 $16,032.00 07716/2007 07/19/2007 | ONLY ONE
COLORADO SPRINGS | Coord. Event 7/16- SOURCE -
19/07 OTHER
MARSH CANADA Canadian Vehicle $4.996.00 $4,996.00 070512007 07/05/2008 | ONLY ONE
LIMITED Insurance SOURCE -
OTHER
MARSH CANADA Vehicle Insurance $5,316.80 $5,316.80 11012006 10/3172007 | ONLY ONE
LIMITED SOURCE -
OTHER
MARTIN ELLENBERG | Arbitrator Martin $6,052.25 $6.052.25 {8/08/2006 01/24/2007 | ONLY ONE
ESQ Eltenberg SOURCE -
OTHER
MARTIN WARREN Court Reporter $3.600.00 $3.600.00 117142006 11/15/2006 | ONLY ONE
INCORPORATED Scrvices SOURCE -
OTHER
MARYLAND 2006 Leadership $169.44 $8.166.99 12/0872006 03/20/2007 | ONLY ONE
ECONOMIC Conference SOURCE -
DEVELOPMENT OTHER
MATERIAL SALES Panels,PS Angle, Tube $4.340.16 $4.140.16 08/3172007 09/28/2007 | ONLY ONE
INC. and Exp. Materials SOURCE -
OTHER
MAVAG] Renew custodial $40,292.91 $40,292.91 10/01/2006 09/30/2007 | ONLY ONE
ENTERPRISES INC contract for San SOURCE -
Antonio OTHER
MAYFLOWER PARK Mission Support $11.483.86 $11,483.86 08/21/2007 08/23/2007 | ONLY ONE
HOTEL INC Training Workshop SOURCE -
OTHER
MCQUAY heat/ac $13,012.96 $13,012.96 10/01/2006 09/30/2007 | ONLY ONE
INTERNATIONAL SOURCE -
OTHER
MEDTRONIC PHYSIO Maintenance on AED $4.300.00 $4,300.00 03/15/2007 03/14/2008 | AUTHORIZED
CONTROL CORP Equipment BY STATUTE
MEGGITT DEFENSE maintenance $6,408.00 $6.408.00 10/01/2006 09/30/2007 | ONLY ONE
SYSTEMS CASWELL SOURCE -
OTHER
MEGGITT DEFENSE Upgrade Indoor Firing $4,895.00 $4,895.00 | 08/02/2007 09/62/2007 | ONLY ONE
SYSTEMS CASWELL Range SOURCE -
INC OTHER
MEGGITT DEFENSE range mainenance $6,780.00 $6,780.00 | 09/01/2007 08/31/2008 | ONLY ONE
SYSTEMS CASWELL SOURCE -
INC OTHER
MELLON BANK NA Decal/Transponders $812,392.46 $812,392.46 03/01/2007 08/31/2007 | UNIQUE
SOURCE
MELLON BANK NA Application $3,600,000.00 $3.600,000.00 | 08/01/2007 07/31/2008 | UNIQUE
Processing SOURCE
MELROSE HOTEL Conference Room $10,390.00 $103%0.00 | 02/26/2007 03/08/2007 | ONLY ONE
Rental w/20% Svc SQURCE -
charge OTHER
MENCIA'S PARKING Parking @ Redhook $11,120.00 $11,120.00 12/01/2006 09/30/2007 | ONLY ONE
LoT SOURCE -

OTHER
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MENDEZ BRUNNER AJE Services AQH $24.123.00 §24.123.00 06/25/2007 06/30/2007 | FOLLOW-ON
BADILLO AND Annex CONTRACT
ASSOCIATES
MERIDIAN IMAGING Mode} NEC 72} Fax - §9,161.04 $9.161.04 1011972006 09/30/2007 | FOLLOW-ON
SOLUTIONS SN- C471864177 CONTRACT
INCORPORATED
METRON-ATHENE Athene SW Licenses $9.735.00 $9,735.00 09/13/2007 0971272008 | ONLY ONE
INC for Linux SOURCE -
OTHER
METRON-ATHENE Athene Software $19.470.00 $19.470.00 | 09/28/2007 09728/2008 | ONLY ONE
INC Linux 8.1 SOURCE -
OTHER
MGE UPS SYSTEMS BP. CORRECTIVE $4,586.17 $4,586.17 04/2372007 09/30/2007 | ONLY ONE
INC MAINTENANCE SOURCE -
FORTHE UPS § OTHER
MIAMI DADE Tanitorial Services $4,973.28 $4.973.28 10/01/2006 09/30/2007 | FOLLOW-ON
COUNTY Shed E Miami FL CONTRACT
MICHELLO Construction $2.000.000.00 $2.000,000.00 062372007 06/25/2008 | AUTHORIZED
INCORPORATED Mai BY STATUTE
MICHIGAN STATE FYO07 Estimated LEIN $22.800.00 $22.800.00 10/01/2006 09/30/2011 ONLY ONE
POLICE - DTATE OF M} | fees SOURCE -
OTHER
MIDLAND SPORTS Recruitment for $25.500.00 $25,500.00 1 0972472007 049/3012008 | ONLY ONE
INC Border Patrol Agenis SOURCE -
OTHER
MIDWEST RECRUITMENT $56,388.00 $56,388.00 | 08/03/2007 12/31/2007 | ONLY ONE
TELEVISION INC EVENT 100.7 JACK SOURCE -
FM OTHER
MILLENNIUM FIRE & Dedicated Micros 16 §$10.225.50 $10,225.50 08/31/2007 09/04/2007 | STANDARDIZA
SECURITY channel DVR 250 GB TION
MILT WRIGHT & Worker's Comp Conf $5.121.09 $5,121.09 07/24/2007 07/24/2007 | ONLY ONE
ASSOCIATES. INC. Speaker's Fee SOURCE -
OTHER
MISCELLANEOQUS PD Office furniture $4.873.14 $4.873.14 0171272007 031/12/2007 | FOLLOW-ON
FOREIGN CONTRACT
CONTRACTORS
MISCELLANEOUS PARKING RENTAL $8.400.00 $8.400.00 10/01/2006 09/30/2007 | UNIQUE
FOREIGN MONTHLY FEE SOURCE
CONTRACTORS
MISCELLANEOUS VL0712 MESH BACK $11,091.60 $11,091.60 09/61/2007 0972072007 | ONLY ONE
FOREIGN CHAIR SOURCE -
CONTRACTORS OTHER
MIXD GREENS INC 07 Grounds Maint $22,980.00 $22,980.00 11/09/2006 09/30/2007 | URGENCY
H d FL
MOBILE MIN}INC MOBILE MIN} $8,430.51 $8.430.51 10/01/2006 09/30/2007 | ONLY ONE
OFFICES SOURCE -
OTHER
MOBILE MINI Naogales two Storage $19,908.00 $19.908.00 10/01/2006 09/30/2007 | ONLY ONE
INCORPORATED Coniainers SOURCE -
OTHER
MONITOR SECURITY Vault Monitoring $27.324.00 $27.324.00 F1/28/2006 12/31/2007 | ONLY ONE
AND CONTROL Services SQURCE -
SYSTEMS INC OTHER
MONITOR SECURITY TEST & EVALUATE $3.607.58 $3.607.58 06/15/2007 09/30/2007 | ONLY ONE
CONTROL SYSTEMS CCTV & SECURITY SOURCE -
SYSTEM OTHER
MONITOR SECURITY Open Eye Digital $5,350.00 $5,350.00 08/24/2007 08/23/2008 | ONLY ONE
CONTROL SYSTEMS Video Reeorder SOURCE -
OTHER
MONITOR SECURITY | REPAIR/RE- $8,937.54 $8,937.54 | 0711622007 09/30/2007 { ONLY ONE
CONTROL SYSTEMS INSTALL ALARM SOURCE -
SYSTEM/CCTV OTHER
MONITOR SECURITY Materials/Equip-- $51,707.42 $51,707.42 04/1872007 06/19/2007 | NATIONAL
CONTROL SYSTEMS CCTV SECURITY
MONITRON INC Encoder/Decorder $8,110.00 $8,110.00 02/06/2007 04/06/2007 | ONLY ONE
Card SQURCE -
OTHER
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MONITRON INC Training at Laredo $17,500.00 $17,500.00 08/3172007 (8/31/2008 | ONLY ONE
Sector SOURCE -
OTHER
MONROE COUNTY April 2007 Monthly $14,104.00 $14,104.00 | 09/06/2007 09/06/2007 | UNIQUE
SHERIFFS OFFICE Detention Costs SOURCE
MOTORGOLA SYST- $161,496.00 $161,496.00 09/17/2007 09/16/2008 | ONLY ONE
QUNTAR/QUANTR SQURCE -
© Base Stations OTHER
MOTOROLA INC R2118A_OPT3I $6,075.00 $6,075.00 09/14/2007 01/14/2008 | ONLY ONE
WINDOWS AUTO SOURCE -
TEST FOR FM/P OTHER
MOTOROLA INC X157, ADD: $17.800.00 $17.800.00 |  08/18/2007 12/18/2007 | ONLY ONE
Advanced Wildcard SOURCE -
Operation OTHER
MOULDS BROTHERS PEMB PORT VACIS $6,000.00 $6,000.00 09/06/2007 10/06/2007 | ONLY ONE
INC BUILDING INSTALL SOURCE -
GARAGE OTHER
MULTI SERVICE AIR Nonfuel ems $14,500.00 $14,500.00 10/01/2006 09/3072007 | ONLY ONE
CORPORATION SOURCE -
OTHER
MUTUAL Centrifugal Pumps - $7.500.00 $7,500.00 12/04/2006 11/30/2007 | ONLY ONE
SPRINKLERS INC PM1 SOURCE -
OTHER
MUTUAL Fire Control System - $12,000.00 $12,000.00 12/01/2006 11/30/2007 | ONLY ONE
SPRINKLERS INC PMI SOURCE -
OTHER
MYTHICS, INC Oracle BPEL $53,896.91 $53,856.94 0712012007 07/19/2008 | ONLY ONE
SOURCE -
OTHER
NATIONAL On-Line Vehicle $35.000.00 $35.000.00 | 08/22/2007 08/21/2008 | ONLY ONE
AUTOMOBILE Appraisal Service SOURCE -~
DEALERS ASSOC OTHER
NATIONAL JOURNAL | Advertisernent $3.500.00 $3,500.00 09/25/2007 09/28/2007 | ONLY ONE
GROUP INC SOURCE -
OTHER
NATIONAL JOURNAL | On-line ad to promote $7.500.00 $7,500.00 04/1072007 04/30/2007 | UNIQUE
GROUP INC Jjob fair SOURCE
NCIENGINEERING Engineer's fees for Del $6,000.00 $6.000.00 0972072007 10120/2007 | ONLY ONE
COMPANY Bonita, MT SOURCE -
OTHER
NCMA NCMA Membership $13,530.00 $13,530.00 0710112007 06/30/2008 | ONLY ONE
Subscription SOURCE -
OTHER
NELSON VICKH) Janitorial Services- $5,400.00 $5,400.00 10/01/2006 09/30/2007 | ONLY ONE
Sherwood, ND SOURCE -
OTHER
NEOPOST mot on letier stuffer $5,367.00 $5.367.00 10/01/2006 09/30/2007 | ONLY ONE
INCORPORATED SOURCE -
OTHER
NEUTRON MEDIA HR Recruitment $13,000.00 $13,000.00 04/30/2007 05/06/2007 | ONLY ONE
GROUP INC Adveriising SOURCE -
OTHER
NEUTRON MEDIA Advertising in Las $24,500.00 $24,500.00 0300212007 03/31/2007 | ONLY ONE
GROUP Vegas SOURCE -
INCORPORATED OTHER
NEW ORLEANS Light Refreshments $242,847.48 $242,847.48 | 04/02/2007 04/06/2007 | URGENCY
MARRIOTT and Lunch
NEW YORK TIMES Satute Qur Heroces Job $5,495.00 $5,495.00 11/02/2006 12/05/2006 § ONLY ONE
SYNDICATION SALES | Fair SOURCE -
CORPORATION OTHER
NEXTEL OF Sprint Cell Phone $10,148.11 $10,148.11 /0172006 09/30/2007 | FOLLOW-ON
CALIFORNIA INC Service CONTRACT
NMS MANAGEMENT, | BPJANITORIAL $162.863.88 $917415.84 10012006 09/30/2008 | ONLY ONE
INC. SVCFOR 4 SOURCE -~
LOCATIONS OTHER
NNA INCORPORATED | Wall Street Journat $3.083.26 $3,083.26 12/30/2006 12/2972007 | ONLY ONE
SOURCE -
OTHER
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NORTH AMERICAN Marine First Aid Kits $117.700.00 $117,700.00 09/18/2007 10/18/2007 | ONLY ONE
RESCUE PRODUCTS SOURCE -
INC OTHER
NORTH DAKOTA NLETS Line $3,420.00 $3.420.00 10/012006 09/30/2007 | ONLY ONE
STATE RADIO SOURCE -
COMMUNICATIONS OTHER
NORTHROP Vehicie Counter $0.00 $337.939.00 1211112006 09/30/2007 | SIMPLIFIED
GRUMMAN Systems ACQUISITION
INFORMATION PROCEDURES -
TECHNOLOGY INC NON-
COMPETITIVE
NORTHWEST CENTER | Janitorial Srves, $36,985.92 $36,985.92 10/01/2006 09/30/2007 | ONLY ONE
FOR THE RETARDED SOURCE -
OTHER
0AG WORLWIDE Internationaf and $13.032.00 $13.032.00 01/01/2007 12/312007 | ONLY ONE
INCORPORATED Domestic Flight Info SOURCE -
OTHER
OAKLANE KENNEL K-9 Kennel $15,330.00 $15.330.00 10/01/2006 09/30/2007 | ONLY ONE
INC SOURCE -~
OTHER
OFF ROAD BUGGY BP, $14,998.98 $14,998.98 0772372007 08/31/2007 | ONLY ONE
SUPPLY UPGRADE/MODIFIC SOURCE -~
ATION TO OTHER
SANDRAIL
OFFICE WAREHOUSE | BP, SERVICE $5.499.97 $21.928.30 10/01/2006 09/30/2009 | ONLY ONE
STORAGE SOLUTIONS | AGREEMENT 7 SOURCE -
UNITS OTHER
OKLAHOMA CITY Okla City NAC $5.000.00 $5.000.00 | 06/14/2007 06/14/2008 | ONLY ONE
AIRPORT TRUST Easement Fees 1o SOURCE -
Airport OTHER
ORDINATE Services for Foreign $99,900.00 $99.900.00 12/0372006 09/30/2007 | ONLY ONE
CORPORATION Language Testing SOURCE -
OTHER
ORGANIZATIONAL Engineering & Tech $3.285,157.19 $5,763,788.74 01/01/2007 1173072007 | UNIQUE
STRATEGIES INC Suppt Srves - Labor SOURCE
ORGANIZATIONAL 35083 $495.657.20 $1,644.415.60 01/0172007 03/3172007 | FOLLOW-ON
STRATEGIES CONTRACT
INCORPORATED
ORI SERVICES BP SEPTIC TANK $124,590.00 $480,930.00 10/01/2006 09/30/2007 | AUTHORIZED
CORPORATION PUMPING & BY STATUTE
PORTABLE TOILET
OUTDOOR MEDIA RECRUITMENT $39,900.00 $39,900.00 10/0172007 12/3172007 | ONLY ONE
CONSULTING INC BILLBOARDS SOURCE -
RAMEY PUERTO OTHER
RICO
OUTERLINK CORP tracking devices $218,400.00 $218.400.00 10/01/2006 0973072007 | ONLY ONE
. SOURCE -
OTHER
PACIFIC APPLIED Proprietary Sofiware $97.152.00 $97,152.00 1070172006 08/31/2010 | UNIQUE
TECHNOLOGY Renewal SOURCE
INCORPORATED
PALS PET RESORT Boarding/Kenneling of $7.300.00 $7,300.00 10/01/2006 00/30/2007 | ONLY ONE
INCORPORATED two canine dogs SOURCE -
OTHER
PANALYTICAL INC XRD EXPRO $153,050.00 $153,050.00 09/25/2007 01/30/2008 | ONLY ONE
SOURCE -
OTHER
PEACHIE TIANVAN estimated cost for mail $24,500.00 $24.500.00 | 01/24/2007 09/30/2007 | ONLY ONE
drop SOURCE -
OTHER
PENINSULA PET kenneling $5,392.44 $5,392.44 10/01/2006 12/31/2006 | ONLY ONE
RESORT SOURCE -
INCORPORATED OTHER
PEPPERBALL Tactical PAVA $500,000.00 $500.000.00 0972372007 10/23/2007 | STANDARDIZA

TECHNOLOGIES INC

Pepperbails

TION
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PEPPERBALL PEPPERBALL $6.000.00 $6,000.00 1271872006 Q1/05/2007 | ONLY ONE
TECHNOLOGIES LAUNCHING SOURCE -
INCORPORATED INSTRUCTOR OTHER
COURSE
PERCEPTICS CORP LPRO&M $2.823,300.00 $8.743,828.00 10/01/2006 09/08/2009 | ONLY ONE
SOURCE -~
OTHER
PHILADELPHIA Philadelphia Parking $8.400.00 $8,400.00 10/01/2006 09/30/2007 | ONLY ONE
PARKING Authority SOURCE -
AUTHORITY OTHER
PHOENIX FUEL CO BP RED DYE $16,120.50 $16,120.50 03/26/2007 03/30/2007 | ONLY ONE
INC DIESEL FUEL SOURCE -
OTHER
PHOENIX Advertising for BP $21,931.61 $21,931.61 05/3 12007 09/30/2007 | ONLY ONE
NEWSPAPER INC Phoenix Event SOURCE -
OTHER
PIERS DIVISION OF PIERS Subscription $448.416.00 $448,416.00 03/22/2007 04/18/2008 | UNIQUE
COMMONWEALTH SOURCE
PITNEY BOWES main sve, Postage $7,058.00 $7.058.00 10/0172006 09/30/2007 | ONLY ONE
INCORPORATED Machine SOURCE -
(5050) OTHER
PLEVAINC 48 Stot KeyWaicher $22,506.00 $22,506.00 | 0972572007 1173072007 | ONLY ONE
Cabinet SOURCE -
OTHER
PORT CITY AIR R3IBSF Pants $14.949.17 $14,949.17 09/25/2007 09/28/2007 | ONLY ONE
SOURCE -
OTHER
PORTAL CITY OF P/Q-VAL VERDE $7,200.00 $7,200.00 10/0172006 (9/30/2007 | ONLY ONE
CTY-DETAINEES SOURCE -
OTHER
PORTAL CITY OF Building Rental Porial, $7.200.00 $7.200.00 1070172006 09/30/2007 | ONLY ONE
ND SOURCE -
OTHER
POWERCOOLING & REPLACE LIEBERT $6,275.00 $6,275.00 08/13/2007 09/30/2007 | AUTHORIZED
CONTROLS INC UNIT AT CARIT BY STATUTE
POWERCOOLING & repairs of oil separator $11.079.40 $11,079.40 03/21/2007 09/30/2007 | URGENCY
CONTROLS INC on chiller #2
POWERCOOLING AND | BURNT MEMRY $6.697.68 $6.697.68 11/29/2006 0171272007 | URGENCY
CONTROLS BOARDS
INCORPORATED
PRAGMATICS INC Contract Support $739,973.40 $739,973.40 04/03/2007 04/02/2008 | ONLY ONE
BEMS/Admin SOURCE -
OTHER
PRESIDIO CORP 32" Toshiba LCD TV $7,643.70 $7,643.70 0173072007 03/29/2007 | ONLY ONE
SOQURCE -
OTHER
PROFESSIONAL Master Elec. Cent. fees $6,007.50 $6,007.50 05/03/2007 03/09/2007 | ONLY ONE
PRODUCTS INC SOURCE -
OTHER
PROFESSIONAL CDL Traming $13,300.00 $13,300.00 10/01/2006 09/30/2007 | ONLY ONE
TRUCKING SCHOOL SOURCE ~
OTHER
PROMUS OPERATING | BP Hiring Event $4,040.40 $4,040.40 052212007 0572212007 | ONLY ONE
COMPANY INC SOURCE -
OTHER
PUBLIC SAFETY TX ON-LINE $3.431.23 $3.43123 11/14/2006 09/30/2009 | ONLY ONE
DEPT OF (0130) INVESTIGATIVE SOURCE -
SVCs OTHER
PUBLIC SAFETY TX PROVIDE $4,950.60 $24,753.00 10/01/2006 09/30/2009 { ONLY ONE
DEPT OF (0130) CRIMINAL SOURCE -
HISTORY OTHER
QE D CONSULTING Consulting Services $498,638.44 $498,638.44 09/15/2007 01/04/2008 | URGENCY
LLC
QUANTAQ USIM Detective $8,330.00 $8.330.00 04/09/2007 05/10/2007 | UNIQUE
SOLUTIONS Safiware License SOURCE
QUANTUM HEALTH DETAINEE MED $4,950.43 $4,950.43 01/09/2007 09/30/2007 | URGENCY
INC INV.MICHAEL

YORK
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QUANTUM HEALTH DETAINEE MED $6.366.02 $6,3606.02 1272912006 09/30/2007 | URGENCY
INC INV JAIME
MENDOZA
QUANTUM HEALTH DETAINEE MED $21,907.51 $21.907.51 0172412007 09/30/2007 | URGENCY
INC INV.GINA LOUISE
LICARI
QUARTER MOON Poriable wilets $8,080.00 $8,080.00 1070172006 01731/2007 | ONLY ONE
PORTABLES invoices SOURCE -
OTHER
RIS INCORPORATED | Software Mainienance $60.000.00 $60,000.00 | 03171272007 06/30/2007 | ONLY ONE
SOURCE -
OTHER
RANCHO TRADE Suddie Repl. $9.200.00 $56,166.72 10/01/2006 09/30/2011 | ONLY ONE
INCORPORATED Pans/Misc. Horse SOURCE -
Supplies OTHER
RANGER AMERICAN Armored car service §21.600.00 $21,600.00 02/06/2007 09/30/2007 | ONLY ONE
OF VHINC St. Croix SOURCE -
OTHER
RANGER AMERICAN Armored car service $21,600.00 $21,600.00 0171772007 09/30/2007 | ONLY ONE
OF VIINC St. Thomas SOURCE -
OTHER
RE ARENA INC Zambonie/Blimp/Marq $22,400.00 $62,400.00 10/01/2007 09/30/2010 | ONLY ONE
uce Advertising SOURCE -
OTHER
READY & Security guard service $342,515.70 $342,515.70 03/0172007 05/31/2007 | AUTHORIZED
RESPONSIBLE for Aguaditia BY STATUTE
SECURITY INC
READY & Contracted Security $321,552.00 $6,455,983.25 1012007 03/31/2007 | PUBLIC
RESPONSIBLE Guards INTEREST
SECURITY,
RECOURSE USA Today March $22,702.50 $22,702.50 0371272007 04/30/2007 | ONLY ONE
COMMUNICATIONS Madness & Final Four SOURCE -
INC OTHER
REID PARK HOTEL Tucson ACE $6.531.18 $6,531.18 01/0572007 01/05/2007 | ONLY ONE
VENTURES LIMITED Exchange 10/29/06- SOURCE -
LIABILITY COMPANY | 11/4/06 OTHER
REMINGTON ARMS Maritime SBIT $23,394.15 $23,394.15 0971572007 11/30/2007 | ONLY ONE
COINC Shotguns (Remingion SOURCE -
870) OTHER
REMINGTON ARMS Remington 870 {See $293,926.50 $293,926.50 | 09/22/2007 12/31/2007 | ONLY ONE
COINC Page 2) SQURCE -
OTHER
RENAISSANCE ACE Exch. VI, $38.394.61 $58,394.61 1041572007 10/19/2007 | ONLY ONE
CONCOURSE HOTEL Atlanta, 10/15-19/07 SOURCE -
OTHER
RESCUE TRAINING CSE Classes $222.000.00 $222.000.00 01/31/2007 01/30/2008 STANDARDIZA
ASSOC TION
RESCUE TRAINING EMT - TACTICAL $12,510.00 $12,510.00 12/19/2006 02/16/2007 | ONLY ONE
INCORPORATED COURSE SOURCE -
OTHER
RESCUE TRAINING Basic & Intermediate $20.430.00 $20,430.00 127192006 02/09/2007 | ONLY ONE
INCORPORATED Course EMT - 1 SOURCE -
OTHER
RESTAURANT Software $24,000.00 $24.000.00 05/09/2007 05/31/2007 | UNIQUE
INDUSTRY SYSTEMS Enhancements SOURCE
INC
RESTAURANT ECS Support Services $73,820.00 $73.82000 | 092172007 09/20/2008 | UNIQUE
INDUSTRY SYSTEMS SOURCE
INC
RICOH CORP Copier $10,524.75 $10,524.75 | 07/27/2007 09/30/2007 | FOLLOW-ON
CONTRACT
RIGAKU AMERICAS Repair XRF $4,090.00 $4.090.00 | 097242007 10/17/2007 | AUTHORIZED
CORP. BY STATUTE
RIQ HONDO FYO7 Firing Range $40.000.00 $40,000.00 10/0172006 06/30/2007 | ONLY ONE
COMMUNITY renewal SOURCE -
COLLEGE OTHER
RITZ CARLTON Lodging rooms (4 $348,612.00 $348,612.00 | 08/27/2007 08/30/2007 | URGENCY

PENTAGON CITY

days)
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RIVERA MARIA Janitorial Service $7.200.00 $7,200.00 10/01/2006 09/30/2007 | ONLY ONE
SOURCE -
OTHER
ROBERT JONES Modification of Pistol $16,000.00 $16,000.00 0512112007 07/31/2007 | ONLY ONE
GUNSMITH Team Firearms SOURCE -
OTHER
ROBERT VINTZE Permit, DTSC $6,533.00 $6,533.00 02/26/2007 04/30/2007 | ONLY ONE
Imperial County SOURCE -
CcuUPA OTHER
ROCKWELL COLLINS, | Basic System-SCADA $88,198.00 $88,198.00 07/3112007 09/28/2007 | ONLY ONE
INC. (MOTHERBOARD SOURCE -
see Text OTHER
ROCKWELL COLLINS, | Clin 19.02.08.04 FSE $485,226.00 $485.226.00 09/28/2007 097102008 | ONLY ONE
INC, {See Text) SOURCE -
OTHER
ROCKWELL COLLINS, | Control Terminal Kit $6,676.00 | $20.000,000.00 07/31/2007 09/28/2007 | ONLY ONE
INC. (see 1ext) SOURCE -
OTHER
ROCKWELL COLLINS, | Clin 19.02.08.08 Shart $108.100.00 | $20,000,000.00 08/07/2007 08/07/2008 | ONLY ONE
INC. Term FSE (text) SOURCE -
OTHER
ROGGEMAN AIR HVAC - HGR 1&2 $14,000.00 $14.000.00 10/01/2006 09/30/2007 | ONLY ONE
CONDITIONING PMI SOURCE -
OTHER
RONALD E STONER CA2518 - Security $54,600.00 §54.600.00 08/26/2007 1071172007 | ONLY ONE
door repiacement. SOURCE -
OTHER
ROSS BARNEY AMOC - Feasibility $63.100.00 $63,100.00 06/27/2007 102772007 | ONLY ONE
ARCHITECTS INC Study Update SOURCE -
OTHER
ROTH BROS Monthly Monitoring $9.768.00 $9.768.00 10/0172006 09/30/2007 | ONLY ONE
INCORPORATED Service SOURCE -
OTHER
RYAN CONSULTING IT Services for FMSC $896,259.00 $2.688,991.50 10/01/2006 09/30/2008 | ONLY ONE
GROUP SOURCE -
OTHER
SAN ANTONIO Recruitment $18,776.00 $18,776.00 | 09/06/2007 09/30/2007 | ONLY ONE
EXPRESS NEWS Newspaper advertising SOURCE -
OTHER
SAN DEJGO OFFICE Furniture & Storage $5,000.00 $5,000.00 10/01/2006 05/312007 | FOLLOW-ON
INTERIORS CONTRACT
SAN FRANCISCO Parking - GOV in San $3.600.00 $3.600.00 10/01/2006 09/30/2007 | ONLY ONE
PARKING Francisco SOURCE -
INCORPORATED OTHER
SANDRA ROBBIE Speaker for Diversity $4,000.00 $4,000.00 Q9/19/2007 09/20/2007 | ONLY ONE
Event SOURCE -
OTHER
SCHEDULED Sato Travel $50.400.00 $50,400.00 04/01/2006 12/29/2006 | FOLLOW-ON
AIRLINES TRAFFIC CONTRACT
OFF
SCIENCE Site prep/instaliation $70.000.00 $70.000.00 09/28/2006 05/31/2008 | FOLLOW-ON
APPLICATIONS INT costs Ft. Covingt CONTRACT
CORP (SAIC CANADA)
SCIENTIFIC DNM - Sand Trap $8,955.20 $69,747.20 02/01/2007 09/30/2011 AUTHORIZED
RESEARCH & Cleaning (1,000 BY STATUTE
TECHNOLOGY gallonsy
SCREENVISION Advertisement $86,000.00 $86,000.00 08/22/2007 §1/30/2007 | ONLY ONE
CINEMA NETWORK SOURCE -
1Le OTHER
SDA SECURITY Update System - $9.474.00 $9,474.00 0975372007 09/30/2008 | ONLY ONE
SYSTEMS INC Equip & Insiailation SOURCE -
OTHER
SDA SECURITY Purchase and $11,324.00 $11,324.00 10/01/2006 09/30/2007 | ONLY ONE
SYSTEMS INC Instaliation SOURCE -
OTHER
SDA SECURITY Surveitiance Cameras $18.583.46 $18,583.46 0872472007 Q9/30/2007 | ONLY ONE
SYSTEMS INC CE-VFCD955 SOURCE -

OTHER
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SELIAS COURT Court Reporting $4.196.35 $4.196.35 05/25/2007 05/29/2007 | ONLY ONE
REPORTERS Services SOURCE -
OTHER
SEHAS COURT Court Reporter $7.316.80 $7,316.80 09714/2007 09/30/2007 | ONLY ONE
REPORTERS Scrvices SOURCE -
OTHER
SENTRILLION CLIN.SDACBW-PG- $41,490.77 $41,490.77 0B/28/2007 09728/2007 | ONLY ONE
El SOURCE -
OTHER
SEVEN SEVENTEEN Audio Visual $46.600.13 $46.606.13 | 04/2872007 05/03/2007 | ONLY ONE
HB DALLAS CORP. SOURCE -
OTHER
SHADOWTV TV Monitoring $4.500.00 $4.500.00 | 01/01/2007 09/30/2007 | ONLY ONE
Services SOURCE -
OTHER
SHARP CHULA VISTA | Detainee medic $3.300.00 $3.300.00 | 02/08/2007 09/30/2007 | URGENCY
MEDICAL CENTER invoice for Ramiro
Tinoco
SHARP ELECTRONICS | Los Indios PP Sec $36.100.50 $36,100.50 1010112006 09/30/2007 | ONLY ONE
CORPORATION (8872) | Bi613 AR-M237 SOURCE -
OTHER
SHELTON SECURITY Guard Services $65,043.13 $65.043.13 1073172006 10/3172006 | ONLY ONE
SERVICE SOURCE -
INCORPORATED OTHER
SHELTON SECURITY Guard Services for §65.043.13 $65,043.13 HASR2006 11/30/2006 { ONLY ONE
SERVICE November 2006 SOURCE -
INCORPORATED OTHER
SHELTON SECURITY Guard Services for §65,043.13 §65.043.13 02/0172007 09/30/2007 | ONLY ONE
SERVICES iINC Fehruary 2007 SOURCE -
OTHER
SHERIDAN ELECTRIC | Install new canopy $4.305.00 $4.305.00 0971212007 10/12/2007 | ONLY ONE
COOP INC lights ar Whitetail SOURCE -
OTHER
SIGNET ELECTRONIC | Security and Fire $400.00 $10,000.00 0972072007 0973072007 | ONLY ONE
SYSTEMS INC Alarm Monitoring SOURCE -
Syste OTHER
SILENT PARTNER 16 Chan Duplex Color $143,650.00 $143,650.00 05/16/2007 05/3172007 | ONLY ONE
SECURITY Multipiexor SOURCE -
OTHER
SILENT PARTNER HID RP40 $155,968.00 $155,968.00 0772312007 08/20/2007 | ONLY ONE
SECURITY Prox/F1PS201 Card SOURCE -
Readers OTHER
SIMON DRURY MODULAR $16.300.00 $16,30000 | 08/06/2007 09/28/2007 | UNIQUE
LIMITED FURNITURE- SQURCE
INCORPORATED DELIVERY &
INSTALLATIO
SKYWAVE MOBILE Custom DMR200C $11,990.00 $11,990.00 08/16/2007 09/17/2007 | ONLY ONE
COMMUNICATIONS SOURCE -
OTHER
SKYWAVE MOBILE mthly srvs - sateilite $20,466.00 $20,466.00 10/01/2006 09/30/2007 | ONLY ONE
COMMUNICATIONS wacking devices SOURCE -
INCORPORATED OTHER
(0000}
SMARTALK INC SBI Training $44,000.00 $44,000.00 10/15/2007 J0/18/2007 | ONLY ONE
SOURCE -
OTHER
SMITH & WESSON Smith & Wesson $6,400.00 $6,400.00 02/07/2007 02/28/2007 | ONLY ONE
Mode] 64 Firearm SOURCE -
OTHER
SMITHS DETECTION 20220102 CAB 2000 $16,059.60 $16,059.60 |  09/28/2007 107312007 | UNIQUE
INC License SOURCE
SOCIETE SITA Bridge $253,974.77 $253.974.77 | 06/01/2007 05/31/2008 | ONLY ONE
INTERNATIONALE DE SOURCE -
TELECOMMUNICATIO OTHER
NS AERONAUTIQUES
(CORP)
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SOUTHWEST TEXAS EMT PARAMEDIC $5,000.00 $5,000.00 08/2172007 09/14/2007 | ONLY ONE
EMS TRAINING COURSE - ED SOURCE -
LOPEZ OTHER
SPECIALTY VEHICLE | BP. ATV $3,720.00 $3,720.00 04/26/2007 035/26/2007 | ONLY ONE
INSTITUTE OF AM INSTRUCTOR SOURCE -~
COURSE, OTHER
CIB3066031
SPECTRO Power Supply Replace $3.500.00 $3,500.00 03/0772007 04/06/2007 | UNIQUE
ANALYTICAL SOURCE
INSTRUMENTS
INCORPORATED
SPOKANE AIRPORT HRM Testing in E $4,000.00 $4.000.00 | 07/28/2007 07/28/2007 | ONLY ONE
PROPERTY LLC Paso SOURCE -
OTHER
SPOKANE AJRPORT HRM Testing in El $3,500.00 $3.500.00 0871072007 08/11/2007 | ONLY ONE
PROPERTY, LLC Paso, TX SOURCE -~
OTHER
SPRINGHILL SUITES HR National $5,556.00 $5,556.00 | 02/0972007 02/11/2007 | ONLY ONE
Recruitment SOURCE -
OTHER
SRT SUPPLY INC SNC5308990 Sims Kit $20,782.92 $20,782.92 03/26/2007 03/27/2007 | ONLY ONE
SOURCE -
OTHER
ST.CYR PLUMBING & | installation of base $4.400.00 $4,400.00 09/14/2007 10/01/2007 | ONLY ONE
HEATING INC. boards SOURCE -
OTHER
STARWOOD HOTEL & | HRM. Auditor Job $5.812.50 $5.812.50 08/14/2007 Q8/14/2007 | ONLY ONE
RESO WORLDWIDE Fair SOURCE -
INC OTHER
STARWOOD HOTELS ACE Field Readiness - $3,744.30 $3,744.30 06/18/2007 06/18/2007 | ONLY ONE
& RESORTS 6718107 SOURCE -
WORLDWIDE OTHER
STERLING Consuliant (NTE 500 $40,000.00 $40.,000.00 12/1272006 04/30/2007 | ONLY ONE
GOVERNMENT hrs @ $200 p/hr) SOURCE -
SERVICES OTHER
STEVEN E FULLER Expansion of parking $13,085.00 $13,085.00 08/31/2007 10/31/2007 | UNIQUE
EXCAVATING INC lot. SQURCE
STEWART & Diesel Pumps - PM1 $3.200.00 $3.200.00 10/0172006 0973072007 | ONLY ONE
STEVENSON SOURCE -
SERVICES INC OTHER
STRATECON contract support $175,000.00 $175,000.00 11/01/2006 03/31/2009 | ONLY ONE
SOURCE -
OTHER
STRATECON LLC Acq. Spt.-One year $1.073,550.40 $2,189,996.60 04/01/2007 03/31/2009 | AUTHORIZED
from date of award BY STATUTE
STRUCTURE PROBE Combination 59 $3.898.99 $3,898.99 06/15/2007 07/13/2007 | ONLY ONE
INC Standard Mt SP1# SOURCE -
02757-AB OTHER
SUN SELF STORAGE Rental of unit 11 $14,580.00 $14,580.00 10/01/2006 09/30/2007 | FOLLOW-ON
INCORPORATED CONTRACT
(9366)
SWEDISH INSTITUTE annual support $13.977.03 $13,977.03 03/01/2007 02/29/2008 | ONLY ONE
OF COMPUTER (SICS) | renewal-Quintas SOURCE -
Prolog. OTHER
SYMANTEC CORP Maintenance $16,904.91 $16,904.91 02/2872007 09/30/2007 | ONLY ONE
SOURCE -
OTHER
SYMMETRICOM INC GPS Receiver, $25,345.00 $25,345.00 1 07/31/2007 09/3072007 | ONLY ONE
Telecom Interface SOURCE -
OTHER
SYN TECH SYSTEMS Fuel master $4.927.50 $4.527.50 10/0172006 09/30/2007 | ONLY ONE
INCORPORATED maintenanee for SOURCE -
Tucson Sector OTHER
SYSTEMS Alliance Server $37,356.00 $37.359.00 | 03/0112007 02/29/2008 | ONLY ONE
INTEGRATION INC Maintenance SOURCE -

OTHER
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SYSTEMS Call processing $148.957.45 $148.957.45 0871012007 10/3172007 { ONLY ONE
INTEGRATION INC Hardware and SOURCE -
software OTHER
TAB ELECTRONICS LABOR $6,159.30 $6.159.30 0672512007 09/30/2007 | ONLY ONE
INC SOURCE -
OTHER
TAC PRC SHOOTING Al AW SNIPER $57,989.50 $57.984.30 09/18/2007 03/14/2008 | ONLY ONE
CENTER WEAPON SYSTEM SOURCE -
308 MILITAR OTHER
TACHYON AD CPE w/.96 $193.837.00 $193.837.00 | 09/17/2007 09/1772008 | ONLY ONE
NETWORKS INC, Antenna 7RU case SOURCE -
wiradio OTHER
TACOMA CITY Firearms Range Rental $16,800.00 $16.800.00 10/01/2006 09/30/2007 | ONLY ONE
TREASURER SOURCE -
OTHER
TACOMA GOODWILL | Janitorial Srves. $5,220.00 §5,220.00 10/01/2006 09/30/2007 | ONLY ONE
INDUSTRIES SOURCE -
REHABILITATION OTHER
CENTER
INCORPORATED
TASKE TECHNOLOGY | Telephone Systems for $35.854.00 $35,854.00 | 08/21/2007 09/20/2007 | ONLY ONE
INC NTCC in Herndon SOURCE -
OTHER
TASKE Telephone System for $34,754.00 $34.754.00 | 0872012007 092072007 | ONLY ONE
TECHNOLOGY, INC. NTC in Reston SOURCE -
OTHER
TELE MOBILE Celiphones $17,000.00 $17,000.00 100172006 09/30/2007 | ONLY ONE
COMPANY SOURCE -
OTHER
TELECOM Telephone system $23,613.00 §23,613.00 03/28/2007 03/30/2007 | AUTHORIZED
REMARKETING CORP | repair BY STATUTE
OF AMERICA
TESSCO Bulkhead Arrestor, $6,603.59 $6,603.59 08/21/2007 09/30/2007 | ONLY ONE
TECHNOLOGIES INC N/F SOURCE -
OTHER
THALES AVIONICS Repair of VEMD SN $12.837.00 $12,837.00 02/02/2007 04/02/2007 | ONLY ONE
INC 1497 SOURCE -
OTHER
THE CENTER FOR Conference rooms for $10,867.50 $10.867.50 11/30/2006 09/30/2007 | ONLY ONE
ASSOC LEADERSHIP 7 days SOURCE -
OTHER
THE CORNER Lite Refreshments and 85,622.93 $5,622.93 09/17/2007 09/21/2007 | ONLY ONE
BAKERY CAFE Lunch SOURCE -
OTHER
THE GOLDEN PAW Golden Paw Kennels $78,960.00 $78,960.00 10/01/2006 12/31/2006 | ONLY ONE
SOURCE -
OTHER
THE LAMAR BILLBOARD $30,000.00 $30,000.00 | 09/13/2007 03/31/2008 | ONLY ONE
COMPANIES ADVERTISEMENT SOURCE -
OTHER
THE LIGHTHOUSE Clerical Services $31,919.92 $31,919.92 10/01/2006 09/30/2007 | AUTHORIZED
FOR THE BLIND IN BY STATUTE
NEW ORLEANS
INCORPORATED
THE MITRE ATS-L Support $119,976.00 $231,823.00 02/28/2007 08/31/2007 | ONLY ONE
CORPORATION SOQURCE -
OTHER
THE MITRE ATS support $1,057,856.00 $9,278,700.00 | 09/01/2007 08/31/2012 | ONLY ONE
CORPORATION SOURCE -
OTHER
‘THE PRESIDIO 2200-16000-001 $10,598.92 $10,598.92 | 09/28/2007 10/31/2007 | ONLY ONE
CORPORATION Sound Station 2 SOURCE -
OTHER
THERMO EBERLINE INT-GNid nterceptors $99,000.00 $99,000.00 0972212007 12/31/2007 | ONLY ONE
LLC - SOURCE -

OTHER
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THERMO ELEC SCNT REPAIR OF LCQ $15.269.48 $15,260.48 10/17/2006 10/31/2006 | ONLY ONE
INST LIMITED DECA XP+MASS SOURCE -
LIABILITY COMPANY | SPEC OTHER
THERMO ELECTRON Repair to X-ray $9,132.00 $9.132.00 | 05/17/2007 05/31/2007 | ONLY ONE
NORTH AMERICA LLC | diffractometer SOURCE -
OTHER
THERMO ELECTRON Gas Chromaiograph $127,451.00 $127.451.00 01/3172007 07/31/2007 | ONLY ONE
NORTH AMERICA LLC SOURCE -
OTHER
THERMO FISHER Metal cabinet with $3.711.00 $4,995.00 | 0872472007 09/30/2007 | ONLY ONE
SCIENTIFIC LLC cpoxy top table 72"W SOURCE -
OTHER
THOMAS ANGELO Arbitration hearing $4,800.00 $4,800.00 082172007 12/30/2007 | AUTHORIZED
BY STATUTE
THOMAS N.RINALDO | arbitrator fees/Rhodes $10,000.00 $10,000.00 | 04726/2007 {9/30/2007 | SIMPLIFIED
case ACQUISITION
PROCEDURES -
NON-
COMPETITIVE
THOMAS R SKULINA Arbitrator Fee $6,072.28 $6,072.28 09/20/2007 09/20/2007 | ONLY ONE
SOURCE -
OTHER
TIME WARNER 3-Cables & Road $4.690.68 $4.,690.68 10/01/2006 09/30/2007 | ONLY ONE
ENTERTAINMENT Runner @ SOURCE -
COMPANY LIMITED HAP(#522907017) OTHER
PARTNERSHIP
TISTCORP LLC Deobligation of $99,973.44 $99,973.44 01/25/2007 09/30/2007 | ONLY ONE
Funding SOURCE -
OTHER
TITAN SYSTEMS $VIC maintenance $3,i181.00 $3,181.00 10/01/2006 09/30/2007 | ONLY ONE
CORP SOURCE ~
OTHER
TONY DORN Lease of Copier $6,888.00 $6.888.00 10/01/2006 09/30/2007 | ONLY ONE
INCORPORATED C124280% SOURCE -
OTHER
TONY DORN Lease of Copier $8.016.00 $8.016.00 10/01/2006 09/30/2007 | FOLLOW-ON
INCORPORATER CONTRACT
TRADE CENTER Food. Beverage, and $87.518.80 $87.518.80 12/13/2006 12/15/2006 | ONLY ONE
MANAGEMENT Misc. Services SOURCE -
ASSOCIATES LIC OTHER
TRAILER VAN Office Space Lease - $33.600.00 $33.600.00 1070172006 09/30/2007 | ONLY ONE
CORPORATION Trailer 438 & 439. SOURCE -
OTHER
TRANSWORLD WIRELESS $3.599.88 $3,599.88 10/01/2006 09/30/2007 | ONLY ONE
NETWORK INTERNET SOURCE -
CORPORATION SERVICE OTHER
TRANSZELL Sonora Translators $3.390.00 $3.390.00 107312006 110272006 | ONLY ONE
LANGUAGE SOURCE -
SERVICES OTHER
INCORPORATED
TREASURY DEPT PTIP distribution $40.000.00 $40,000.00 10/01/2006 09730/2007 | ONLY ONE
FEDERAL CREDIT services SOURCE -
UNION OTHER
TRECO SERVICES DEL RIO $1,794.848.79 $1,794.848.79 10/01/2006 09/30/2007 | AUTHORIZED
INCORPORATED BY STATUTE
TRIAD ENGINEERING | Initial Abatement $18,940.00 $18,940.00 02/05/2007 03/26/2007 | URGENCY
INCORPORATED Phase
TRIANGLE ELECTRIC { FORTUNA MOVE $5,660.00 $5.860.00 05/09/2007 06/09/2007 | ONLY ONE
INC. THE COMPUTER SOURCE -
CIRCIUTS OTHER
TRIED & TRUE BP Curlew Station $11,508.60 $11,508.60 12/0172006 09/30/20607 | ONLY ONE
CORPORATE CLG Janitorial SOURCE -
OTHER
TRINITY HIGHWAY Adiem Modules $63.500.00 $63,500.00 02/1272007 02/23/2007 | URGENCY

SAFETY PRODUCTS
INC
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TRIUMPH GEAR 369A1200-619 MR $142,147.65 $142,147.65 02/06/2007 03/09/2007 | ONLY ONE
SYSTEMS INC SN (002222-4193 NTE SOURCE -
OTHER
TRIUMPH GEAR Y35AIR369A 1200- $170,577.18 $170,577.18 05/08/2007 0972572007 | ONLY ONE
SYSTEMS INC 619 Main Rotor 18- SOURCE -
0367 OTHER
TRIUMPH GEAR 369A1200-619 MR $10,000.00 $10.000.00 0171272007 03/302007 | UNIQUE
SYSTEMS Hub SN 98-0877 SOURCE
INCORPORATED
TRIUMPH GEAR EXC 369A1200-619 $34,523.00 $34.523.00 1272012006 01/31/2007 | ONLY ONE
SYSTEMS, INC MR Hub SN 19-1776 SOURCE -
OTHER
TRONAIR INC Tronair 112820C $61.662.00 $61,662.00 | 09/05/2007 11/09/2007 | ONLY ONE
Ground Power units SOURCE -
QTHER
TUCSON AERO RENTAL OF T- $18,500.00 $18.500.00 10/19/2006 10718/2007 | ONLY ONE
HANGARS LLC HANGARS SOURCE -
OTHER
TX RX SYSTEMS Cable $5.834.64 $5.834.64 Q10972007 02/09/2007 | ONLY ONE
INCORPORATED SOURCE -
OTHER
UNDEFINED ARBITRATOR $4,000.00 $4,000.00 11/13/2006 11/122007 | ONLY ONE
SOURCE -
OTHER
UNICORF P} ALSP0O025 ALUM- $5,617.00 $5.617.00 03/20/2007 05/18/2007 | UNICOR
SCREEN-PRINT-
CUSTOM-SIGN
UNICORFPI DESK, 60" DOUBLE $7,753.00 $7.753.00 | 09/13/2007 117302007 | UNICOR
PEDESTAL OAK
UNICOR FP} ALUMINIUM-DIE- $17,019.25 $17.019.25 05/18/2007 07/18/2007 | UNICOR
CUT CUSTOM
SIGNS
UNIVERSITY Detainee Medical $21,507.51 $21.907.51 0172412007 0472472007 | URGENCY
COMMUNITY Services
MEDICAL CTR
VAL VERDE COUNTY | DETENTION $151L.710.00 $151,710.00 10/01/2006 0973072011 | ONLY ONE
OF SERVICE FOR SOURCE -
ALIENS OTHER
VALESCO BATTERY Adapter Il NTNE610 $67,485.76 §67,485.76 0971172007 11/09/2007 | ONLY ONE
SUPPORT SYSTEMS 02-000066 SOURCE -
. OTHER
VERIZON WIRELESS AC Power--Red $289,455.00 $289.455.00 0972472007 09/30/2011 | ONLY ONE
Mauntain SOURCE -
OTHER
VIATECH SYSTEMS Critical Maintenance $2.096,929.59 $4.201,797.00 12/01/2006 05/31/2007 | FOLLOW-ON
CONTRACT
VIDED LABS CORP HRM Training $3,757.50 $3.757.50 08/22/2007 08/21/2008 | ONLY ONE
CD's/Sleeve & SOURCE -
Assembly OTHER
VINCENT Provide and Install $10,558.00 $10,558.00 09/27/2007 11/30/2007 | ONLY ONE
MARCHIANNO security shutiers SOURCE -
OTHER
VIRTUALAGILITY WCABSCUTL User $265.500.00 $265,500.00 04772472007 07/23/2008 | ONLY ONE
INC. Licenses SOURCE -
OTHER
VISTA HILLS ANIMAL | kennchng $128,000.00 $255.500.00 | 07012007 06/30/2009 | ONLY ONE
HOSPITAL SOURCE -
OTHER
VISTACOM INC Projector and Screen $29.367.00 $29.367.00 | 09/12/2007 09/30/2007 | ONLY ONE
SOURCE -
OTHER
VIVA Emergency $21,673.1 $21,673.11 05/29/2007 071312007 | URGENCY

ENVIRONMENTAL
INC

containment/clean up
of diesel
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WAGGIN WEST Kenneling of CBP $21.000.00 $21.000.00 10/01/2006 09/30/2007 | SIMPLIFIED
KENNEL & Canines ACQUISITION
GROOMING PROCEDURES -
NON-
COMPETITIVE
WARREN & ASSOC Court Reporting $3.925.08 $3.925.08 01/22/2007 01/24/2007 | ONLY ONE
Services SOURCE -
OTHER
WASHINGTON Audio Visual $41.467.20 $41,467.20 072472007 07/25/2007 | URGENCY
MARRIOTT Equipment for WCP
Conference
WASHINGTON Metrochecks $550,000.00 $550,000.00 01/31/2007 05/31/2007 | UNIQUE
METROPOLITAN SOURCE
AREA TRANSIT
AUTHORITY
WASHINGTON Metrochecks for PTIP $550.000.00 $550,000.00 01/3112007 05312007 | UNIQUE
METROPOLITAN SOURCE
AREA TRANSIT
AUTHORITY
WASHINGTON PLAZA | Conference Package $15,999.20 $15,999.20 06/04/2007 06/13/2007 | ONLY ONE
HOTEL LLC SOURCE -
OTHER
WASHINGTON POST Newspaper ad for CBP $13,115.20 $13,115.20 04/30/2007 04/30/2007 | UNIQUE
Job Fair SOURCE
WEBB FONTAINE 5 $87.195.00 $87.195.00 09/07/2007 09/28/2007 | STANDARDIZA
HOLDING SA for Georgia TION
WESTBROOK AC/ Heating Service $24.480.00 $24.480.00 10/01/2006 09/30/2007 | ONLY ONE
SERVICE CORP SOURCE -
OTHER
WESTBROOK Fortis /W Suppon $6.640.00 $6.640.00 /0122006 09/30/2007 | ONLY ONE
TECHNOLOGIES Renewal SOURCE -
INCORPORATED OTHER
WESTERN BUILDING Cleaning Service for $5.280.00 $5.280.00 04/0172007 09/30/2007 | ONLY ONE
CLEANING CO INC RPM's SOURCE -
QTHER
WESTERN DEVCON REMODEL P10 $13,909.00 $13.909.00 05/16/2007 06/18/2007 | ONLY ONE
INC OFFICES SOURCE -
OTHER
WHATCOM monthly cooler rental $5,400.00 $5.400.00 1070172006 (9/30/2007 | ONLY ONE
REFRIGERATION SOURCE -
INCORPORATED OTHER
WILLIAM S HEIN AND | online services $7.370.00 $7.370.00 10/01/2006 09730/2007 | ONLY ONE
COMPANY SOURCE -
INCORPORATED QOTHER
WILMOT MODULAR x40’ Storage $24,996.00 $24,996.00 08/30/2007 09/01/2007 | UNIQUE
STRUCTURES INC Container SOURCE
WINKLER BONNIE Janitorial/Grounds- $9.720.00 $9,720.00 1070372006 09/30/2007 | ONLY ONE
Neche SOURCE -
OTHER
WOMEN IN FEDERAL | WIFLE Conference $21,375.00 $21.375.00 06/26/2007 06/28/2007 | ONLY ONE
LAW ENFORCEMENT | Jun 26-28, 2007 SOURCE -
OTHER
WPTZ-WNNE TV DIV Border Patro! $33.800.00 $33.800.00 | 08/12/2007 01/05/2008 | ONLY ONE
OF HEARST-ARGYLE Recruiting Advertising SOURCE -
OTHER
WYNDHAM CTOD TSN Conf. $65,672.30 $65.672.30 067182007 06/22/2007 | ONLY ONE
BALTIMORE INNER 6/20-6/22/07 in SQURCE -
HARBOR Baltimore OTHER
XEROX GLOBAL Copier #1 $4.500.00 $4.500.00 10/0172006 09/30/2007 | FOLLOW-ON
SERVICES CONTRACT
INCORPORATED
YORK/JOHNSON overhaul compressor $6,497.00 $6.497.00 057102007 0572512007 | STANDARDIZA
FACTORY SERVICE TION
OF
YUMA WORC CENTER | JANITORIAL $18.131.41 $18.131.41 10/01/2006 09/30/2007 | ONLY ONE
INC SERVICES SOQURCE -
OTHER
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Question: Please provide a list of all contracts over $1 million in total value executed by CBP in 2007.
Organize by contractor, purpose, dollar award, full performance value, contract start date, contract end date, and

coniract type (e.g., firmed fixed price, etc.).

ANSWER: Please see following table.

Purpose FY07 Dollar Fuli Performance Contract Contract
Award Value Start Date End Date

Commercial and Institutional Building Construction $2,400,000.00 $4,630,004.00 08/08/02 G7/31/07
Graphic Design Services $1,036.200.90 $3,930,448.53 1010107 09/30/08
Used Household and Office Goods Moving $1.,238,205.00 $3,219,367.85 16/01/04 09/30/06
Wired Telecommunications Carriers $65,324,465.53 $209,430,922.45 10/30/07 09/29/13
Janitorial Services $1,1060,434.72 $3,784,440.56 10/10/05 09/30/08
Other Management Consulting Services $35,108,138.55 $117,135,169.76 10/01/06 09/30/11
Janitorial Services $1.469.596.68 $5,569,391.14 10/01/07 09/30/08
Facilities Support Services $1.480,694.62 $5,625,866.47 04/08/04 09/30/08
Investigation Services $16,183,156.50 $50,277,714.11 10/04/03 09/30/08
Administrative Management and General $13,936,885.05 $43,777.122.57 10/01/07 09/30/08
Management Consulting Services

Other Management Consulting Services $11,483,877.45 $34.875.448.09 10/01/07 09/30/08
Other Manapement Consulting Services $7,972,003.67 $31,780,919.13 10/01/07 09/30/08
Custom Computer Programming Services $8.104,570.41 $27,364.134.16 09/26/07 02/22/09
Other Computer Related Services $14,526.555.43 $46,660,227.97 10/01/03 12/15/07
1T Equipment $9,232,309.05 $125,164,546.12 12/22/03 10/31/06
Administrative Management and General $1.511,708.00 $4,539,116.25 01/25/07 09/30/08
Management Consulting Services

Security Systems Services (except Locksmiths) $1.092,170.62 $17,036,100.59 07/09/07 08/31/08
Cable and Other Subscription Programming $1,217,000.00 $5,091.600.00 07/01/07 07/01/0%
Production Support for SAP $9,900,000.00 $55,357,498.21 06/18/04 06/30/08
Data Processing, Hosting. and Related Services $8,208,426.00 $59.639.432.61 10/21/06 04/21/07
Ship Building and Repairing $9,730,292.36 $24,261.092.51 10/01/07 09/30/09
P-3 Maintenance $130,709,414.73 $363.837,088.48 04/04/05 09/05/09
Other Aircraft Part and Auxiliary Equipment $2,128,390.83 $6.069,539.29 11728406 09/30/08
Manufacturing

Seized Property $2,700,000.00 $100,420.400.53 01/16/07 01/16/07
Security Guards and Patrol Services $7,223,886.07 $15,340,538.80 02/20/07 11730/10
SAP Maimenance $2,053,079.16 $17,647,967.69 12/25/04 12131107
Administrative Management and General $2,209,117.33 $4,519.862.37 05/01/07 09/30/09
Management Consalting Services

Custom Computer Programming Services $27,481,221.00 $68.202,535.97 10/01/07 09/30/10
Satellite Telecommunications $3,898,475.13 $10,079,347.24 06/13/05 09/30/08
Human Resources Consulting Services $1.411,815.00 $3,217.815.00 08/10/07 09/30/09
Administrative Management and General $2,754.843.09 $7,172,047.01 09/01/07 08/31/10
Management Consulting Services

Administrative Management and General $1,102,524.51 $2,156,820.45 07/12/07 09/30/08
Management Consulting Services

Flight Training $3,759,097.00 $5,722,002.00 10/01/05 09730712
Flight Training $1,280,000.00 $1,280,000.00 01/12/05 02/28/07
Other Management Consulting Services $1,185.886.00 $4,468,447.00 09/28/07 06/30/08.
All Other Support Services $1,127.500.00 $4,727,478.93 09/15/06 09/14/07
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Other Computer Related Services $2,215,378.13 $4.192,777.16 12721106 09/30/08
Administrative Management and General $1,460,676.48 52,479.336.89 1170106 04/30/07
Management Consulting Services

Other Computer Related Services $1,383,601.88 $4,123,424 88 10/01/05 09/30/10
Facilities Support Services $1.533,053.14 $4,313,793.66 06/30/06 09/30/06
Other Computer Related Services $25,281,701.00 $77.961,735.00 12/09/05 09/07/07
Engineering Services $1,366,461.00 $3,015,964.10 01/01/06 12/31/08
Computer Systems Design Services $1.032,160.00 $2.088.460.00 01/01/106 12/31/07
Railroad Rofling Stock Manufacturing $10,674,510.43 $14,203.884.20 10/01/07 09/30/08
All Other Information Services $2,382,104.40 $3,172,596.40 05/01/06 04/30/11
Other Computer Related Services $1,933,876.00 $3,338.595.40 05/13/07 05/12/08
Other Computer Related Services $4,605.954.65 $12,351,533.58 09/24/07 06/30/11
Other Computer Related Services $1,679,847.00 $1,972,889.00 05/15/06 09/30/08
Other Computer Related Services $12.064,391.20 $18.174,357.20 07/01/06 06/30/11
Process, Physical Distribution and Logistics $1,201,479.44 $1,896.675.40 07/01/06 09/30/11
Consulting Services

Computer Systems Design Services $39,752,495.14 $69,186,936.14 04/05/06 10731407
Administrative Management and General $21,221,774.50 $44,663,087.88 10723107 08/31/11
M: Consulting Services

Administrative Management and General $7,500,000.00 $13,000.000.00 09/23/06 09/22/10
M Consulting Services

Computer Systems Design Services $44,034,598.54 $53.616,342.54 08/17/06 11/30/08
Alf Other Business Support Services $1,600,000.00 $14,280,000.00 09/20/06 03/18/08
irradiation Apparatus Manufacturing $4,427,349.20 $8,595,310.20 06/15/07 08/30/07
Computer Systems Design Services $9,980,076.00 $13,306,767.00 10/01/06 09/30/07
Software Publishers $103,718,859.25 $125,367,119.49 09/28/06 03/31/08
Human Resources Consuiting Services $1,726,021.98 $4,725,837.98 08/01/06 01/31/08
Computer Systems Design Services $33,941,689.40 $116.581,389.00 09/17/06 09/17/12
Other Computer Related Services $9,990,197.00 $14,990,000.00 09/29/06 09/28/07
Electrical Contractors $1,075,000.00 $2.575,000.00 06/21/07 09/27/10
Commercial and Institutional Building Construction $5,418,509.67 $9.446,376.28 09/11/07 09/30/08
Al Other Information Services $1.600.000.00 $9,572,600.00 10/01/06 03/31/07
Professional and Management Development $8,749,046.76 $13,099.046.76 09/01/06 08/31/07
Training

Administration of Human Resource Programs $4,000,000.00 $8.060,000.00 10/01/407 09/30/10
{except Education, Public Health. and Veterans'

Affairs Programs)

ACE $7.412,737.18 $13,090,057.45 07/13/07 09/30/07
Al Other Miscellaneous Electrical Equipment and $1,754,500.00 $16,754,500.00 08/17/06 12/31/07
Component Manufacturing

Administration of Human Resource Programs $1.,458,450.00 $2.543,490.00 09/01/07 08/31/08
(except Education, Public Heaith, and Veterans’

Affairs Programs)

All Other Support Services $1,000,000.00 $1.750.000.00 10/01/06 09/30/08
All Other Support Services $5,049,062.00 $21,648.000.00 09/25/06 09/30/07
Aircraft Engine and Engine Parts Manufacturing §20,733,718.00 $20,733,718.00 11/22/06 06/30/08
Computer and Office Machine Repair and $5,931,258.39 $6,289,498.39 12/01/06 05/31/07
Janitorial Services $1,759,553.31 $2,721,682.11 10/01/06 09/30/07
Other Electronic and Precision Equipment Repair $2,823,300.00 $3,429,338.37 10/01/06 10/31/09
and Maintenance

Investigation Services $1,073,550.40 $1,024,180.90 04/01/07 03/31/09
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Other Computer Related Services $6,228,987.97 $6,228.987.97 09/21/07 11/30/07
Computer and Office Machine Repair and $4,397,093.14 $1,029.587.14 08/14/07 02/14/10
as

Janitorial Services $1,226,082.66 $1,226,082.66 04/01/07 03/31/12
Aircraft Engine and Engine Parts Manufacturing $25,610,568.00 $25,610,568.00 08/16/07 08/16/08
Al} Other Professional, Scientific and Technical $1,799,675.00 $1,799,675.00 09/28/07 0927712
Services

Advertising Material Distribution Services $2,364.800.00 $2,364,800.00 09724107 Q9/30/08
Al Other Support Services $3.550.802.88 $4,328,124.16 10/01/06 09/30/07
All Other Miscellaneous Store Retailers (except $2,780,679.13 $3.612.086.07 10/01/07 01/31/08
Tobacco Stores)

Software Publishers $2,827,770.84 $2,827.770.84 10/01/06 09/30/07
Administrative Management and General $1,989,596.65 $2,019,708.39 12/01/06 09/30/08
Management Consulting Services

Investigation Services $3.089,910.00 $3,839,910.00 10/01/07 09/30/08
Administrative Management and General $1,055,556.00 $1,055,556.00 09/01/07 08/31/12
M Consulting Services

Investigation Services $3.247.216.50 $6,497,216.50 10/01/07 09/30/08
Engineering Services $1,082,512.80 $1,082,512.80 02/01/07 12/31/09
Communication Equipment Repair and Maintenance $4,366,192.15 $4,366,192.15 07717407 09/30/07
Administrative Management and General $22.000,000.00 $22,844,000.00 10/01/06 10/31/08
M Consulting Services

Computer Facilities Management Services $2,761.003.76 $5,446,425.76 01/01/08 1231041
Engineering Services $1,146,209.67 $1,146,209.67 06/01/07 07/31/07
Computer Facilities Management Services $11.415,882.00 $11.415,882.00 01/01/07 1213107
Other Computer Related Services $1,233,903.48 $1,233,903 48 10/01/06 05/31/07
Other Management Consulting Services $1.250,761.00 $1.250,761.00 03/22/07 01/31/08
Electronic Computer Manufacturing $1,257,455.50 $1,257.455.50 03/01/07 03/31/07
Other Computer Related Services $2,326.087.82 $2,326,087.82 10/01/06 09/30/07
Other Motion Picture and Video Industries $5.076,625.53 $5.076.625.53 02/01/07 09/30/08
Process, Physical Distribution and Logistics $2,133,120.00 $2,133,120.00 03/30/07 03/29/12
Consulting Services

Ship Building and Repairing $1.974,731.45 $1,974,731.45 03/28/07 03/31/08
Computer Systems Design Services $1,160,000.00 $1,160,000.00 03729107 03/29/07
Computer Facilities Management Services $2,293,497.00 $2,293,497.00 03/29/07 09/30/07
Computer and Software Stores $1.587.091.21 $1.587,091.21 04/04/07 05/03/07
Computer and Computer Peripherat Equipment and $1,442,899.80 $1,442,899.80 04/16/07 05/16/07
Software Merchant Wholesalers

Data Processing, Hosting, and Related Services $16,588,605.00 $16,588,605.00 00/22/07 03/21/08
Other Computer Related Services $24,328.845.89 $24,328,845.89 08/31/07 09/30/10
Other Computer Related Services $1,321,667.95 $1,321,667.95 06/01/07 02/29/08
Computer and Software Stores $1,629,828.80 $1.629,828.80 06/27/07 06/30/09
OBP "Path Forward" Support $2.545,675.00 $2,545,675.00 06/26/07 10/25/08
Other Computer Related Services $1,613,800.81 $1.613,800.81 08/02/07 07/31/08
Software Publishers $1,219.593.00 $1,219,593.00 06/30/07 06/29/12
Administrative Management and General $3.481,805.44 $3,481,805.45 0926107 09/30/08
M Consulting Services

Process, Physical Distribution and Logistics $12,273,388.80 $12,273,062.40 07/23/07 07/22/12
Consulting Services

Optical Instrument and Lens Manufacturing $2,232.525.00 $0.00 11709407 11/09/07
Electrical Contractors $2,308,230.86 $2,413.971.18 08/17/07 09/30/07
Other Computer Related Services $9.118.747.20 $9.118.747.20 09/28107 09/27/08
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Communications Equipment Manufacturing

Computer and Software Stores $2.911.600.00 $2,911.600.00 09724107 06/30/09

Other Computer Related Services $1,245.459.20 $1,249.,459.20 097214017 09/20/08
rigs and Other Apparel $1,119,396.52 $1,119.396.52 09717007 04717108

Data Processing, Hosting, and Related Services $2,946.514.00 $2,946,514.00 09/26/07 09/26/12

Comiputer Systems Design Services $1,626,232.00 $1.626,232.060 (9/28/07 43431710

Other Computer Related Services $1,567,446 97 $1,597,446.97 09723707 0820/08

Computer and Compuser Peripheral Equipment and $1.082.512.35 $1,082,512.35 09/20/07 Y3107

Software Merchant Wholesalers

Other Computer Related Services $1.860,821.35 186092135 0970147 OB/31408

Other Computer Related Services $1,538,756.80 $1,338,756.80 0926/07 QY3009

Computer and Computer Peripheral Equipment and $1.708.980.76 $1,708.980.76 09126407 10/31/07

Software Merchant Wholesalers

Computer and Computer Peripheral Equipment and $4.247,115.69 $4.247.115.69 09726/07 JOIAAT

Software Merchant Wholesalers

Engincering Services $2,670,701.60 $2.670,701.60 00/28/37 O9/277108

Computer and Computer Peripherat Equipmest and $1,196.685.60 $1,196,685.60 09727437 1003147

Software Merchant Wholesalers

Computer and Computer Peripheral Equipment and $2.447414.44 $2,447.414.44 0972707 13107

Software Merchant Wholesalers

Human Resources Consulting Servic $5,379.769.60 $3,579,769.60 09/2747 O3/30714

All Other Support Services $1.824.; $ $1.824,382.58 09/2747 09/26/08

Oracle Maintenance $1,821,260.75 09/30/07 09/29/08

Computer and Office Machine Repair and $8,024,278.00 1200106 09/30/11

Maintenance

Al Other Professional, Scientific and Technical $ $13,821.958.00 11/30/06 Q930477

Services

Administrative Management and General $8,283,734.40 12420107 23071

Management Consulting Services

Other Manageniént Consulting Services $1,000,000.00 $1,000,000.00 12/26/06 12131506

Motor Vehicle Towing $4,150.000.00 $7.150.300.00 12/16/06 09/14/11

Other Compuiter Related Services $2.719465.41 $2.719.46541 Q2EI07 02716112

Search, Detection, Navigation, Guidance, $1,785.616.00 $1.755.616.00 0273407 Q3007

Aeronautical, and Nautical System and Instrument

Manufacturing

Other Computer Related Services $6,501.230.40 $6,501,230.40 10107 06/30/12

Radicand Television Broadcasting and Wireless $1.500,000.00 $1,500,000.00 027177 12431407

Question: Please provide a list of all CBP contracts, grants and other transactions where work is performed
outside of the United States. Organize by contractor, purpose, dolar award, full performance value, contract

start date, and contract end date.

ANSWER: Please see following table.

1421906 ONTARIO F Mural 48,108.00 8,108.00 | 11/15/2006 1200172006
INCORPORATED

2 'EN COP2COP Full Page advertisement § year $6,000.00 $6,000.00 | 08/30/2007 07/31/2008
! PAPER

ACROHELIPRO GLOBAL | 250-C20B Repair SN CAE- $5,635.00 SO.00 | 1171672006 12/15/2006
SERVICES IN 836912
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ACROHELIPRO GLOBAL | C47M Eng. Insp SN CAE -$145.420.00 $0.00 | 10/25/2006 11/25/2006
SERVICES IN 847840 g

ACROHELIPRO GLOBAL | 250-C20B Repair SN CAE- -$26,924.00 $0.00 | 11/1472006 12/31/2006
SERVICES IN 836958

ACROHELIPRO GLOBAL | 250-C20B Repair SN CAE- $20,269.00 $0.00 | 1272012006 01/31/2007
SERVICES IN 336960

ACROHELIPRO GLOBAL | 250-C20B OH Turbine -$10.410.00 $0.00 | 10/05/2006 04/24/201 1
SERVICES IN Module SN CAT-26827

ACROHELIPRO GLOBAL | 250-C20B Overhaul SN CAE- $20,573.00 $0.00 | 12/1972006 01/15/2007
SERVICES IN 836899

ACROHELIPRO GLOBAL | OH Bleed Valve P/N $4,343.00 $0.00 | 12/20/2006 0173172007
SERVICES IN 23005366 #FF40315

ACROHELIPRO GLOBAL | OH Bleed Valve PN $493.00 $0.00 | 12/20/2006 01/31/2007
SERVICES IN 23053176 SN FF55849

ACROHELIPRO GLOBAL | Repair Governor PN $108.00 $0.00 | 12/20/2006 01/31/2007
SERVICES IN 23076061 SN BR44941

ACROHELIPRO GLOBAL | 250-C20B 3500 HR OH. SN $9.564.00 $0.00 | 12/20/2006 01/31/2007
SERVICES IN CAE-836969

ACROHELIPRO GLOBAL | 250-C20B Qverhaul CAE- $22,073.00 $0.00 | 12/39/2006 01/15/2007
SERVICES IN 836973

ACROHELIPRO GLOBAL | Fuel Control PN 2524644-31 -$837.77 $0.00 | 09/07/2006 04/30/2011
SERVICES IN BR35741

ACROHELIPRO GLOBAL | Fuel Conuol PN 2524644-31 $353.42 $0.00 | 117302006 11/30/2006
SERVICES IN BR57473

ACROHELIPRO GLOBAL | Fuel Control PN 2524644-31 -$1,888.93 $0.00 | 09/07/2006 04/30/2011
SERVICES IN BR57908

ACROHELIPRO GLOBAL | 250-C47M 4000 hour SN: -$30,262.32 $0.00 | 05/14/2007 04/30/201 1
SERVICES IN CAE-847872

ACROHELIPRO GLOBAL | Repair Fuel Nozzle SN: $69.00 $0.00 | 12/20/2006 01/31/2007
SERVICES IN TUR07582

ACROHELIPRO GLOBAL | Overhaul 10 ea Fuel Nozzle $2,408.00 $0.00 | 12/20/2006 01/31/2007
SERVICES IN PN 6890917

ACROHELIPRO GLOBAL | Repair 250-C20B CAE- $0.00 $0.00 | 04/10/2007 04/30/2011
SERVICES IN 923267

ACROHELIPRO GLOBAL | 250-C20B Repair CAE836870 $4,818.96 $0.00 | 03/01/2007 04/30/2011
SERVICES IN

ACROHELIPRO GLOBAL | Repair 250-C20B SN -$7,333.00 $50.00 | 01/12/2007 02/28/2007
SERVICES IN CAER36996

ACROHELIPRO GLOBAL | 250-C20B Overhaul SN CAE- $127,923.31 | $22,355,728.0 { 12/05/2006 04/30/2011
SERVICES IN 836884 0

ACROHELIPRO GLOBAL | 250-C20B Overhaul SN: $120,000.00 | $11,177.864.0 | 12/21/2006 02/28/2007
SERVICES IN CAE-83700) 0

ACROHELIPRO GLOBAL | 250-C20B Overhaul SN: $120,000.00 | $11,177,864.0 | 12/21/2006 03/16/2007
SERVICES IN CAE-836925 0

ACROHELIPRO GLOBAL | 250-C47M Repair SN $3,000.00 | $11,177,863.8 | 01/26/2007 04/30/2011
SERVICES IN CAEB47845 4]

ACROHELIPRO GLOBAL | 250-C20B Turbine Overhaul $44,000.00 | $11,177,863.8 | 02/06/2007 04/30/2011
SERVICES IN SN CAT 34540 0

ACROHELIPRO GLOBAL | 250-C20B 3500hr Overhaul $120,000.00 | $11,177,863.8 | 02/06/2007 04/30/201 1
SERVICES IN CAE-836916 0

ACROHELIPRO GLOBAL | Repair SN BR38112 PN $8.049.40 1 $11,177.863.8 | 02/09/2007 04/30/2011
SERVICES IN 23076061 0

ACROHELIPRO GLOBAL | 250-C20B Turbine Overhaul $44,000.00 | $11,177,863.8 1 02/232007 04/30/2011
SERVICES IN CAT 26649 o

ACROHELIPRO GLOBAL | T& A Turbine Assy CAT- $2,000.00 | $11,177.863.8 | 03/09/2007 04/30/2011
SERVICES IN 34496 0

ACROHELIPRO GLOBAL | Overhaul Fuel Pump SN $2.202.14 | $11,177.863.8 | 05/01/2007 04/30/2011
SERVICES IN JGAKVQO72]1 0

ACROHELIPRO GLOBAL | Repair Fuet Control $/N $2,000.00 | $11,177,863.8 | 05/02/2007 04/30/2011
SERVICES IN BR38052 0

ACROHELIPRO GLOBAL | Repair Fuel Control S/N $2,000.00 | $11,177,863.8 | 05/02/2007 04/30/201 1
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SERVICES IN 199527 0
ACROHELIPRO GLOBAL | Repair Power Governor S/N $2,000.00 | $11,177.863.8 | 05/02/2007 04/30/2011
SERVICES IN BR43917 0
ACROHELIPRO GLOBAL | Repair Power Governor S/IN $2,000.00 | $11,177,863.8 | 05/02/2007 04/30/201 1
SERVICES IN BR43936 0
ACROHELIPRO GLOBAL | Overhaut Bieed Valve S/N $1,000.00 % $11,177,863.8 | 05/02/2007 04/30/201 ¥
SERVICES IN FF56727 0
ACROHELIPRO GLOBAL | Overhaui Bleed Vaive S/N $1,000.00 | $11,177.863.8 | 05/02/2007 04/30/2011
SERVICES IN FF23247 0
ACROHELIPRO GLOBAL | Overhaui Bleed Valve S/N $1,000.00 | $11,177.863.8 | 05/02/2007 04/30/2011
SERVICES IN FE57576 0
ACROHELJPRO GLOBAL | OH Fuel Contro} Assy S/N $7.500.00 | $11,177.863.8 | 05/02/2007 0473072011
SERVICES IN BR57445 0
ACROHELIPRO GLOBAL | OH Fuel Control Assy $7.500.00 | $11,177,863.8 | 05/02/2007 04/30/2011
SERVICES IN S/N336650 0
ACROHELIPRO GLOBAL | Repair Fuel Control S/N $2,000.00 | $11,177,863.8 | 05/02/2007 04/30/2011
SERVICES IN 336427 0
ACROHELIPRO GLOBAL | Overhau} Bleed Valve S/N $1.000.00 | $11,177,863.8 | 05/02/2007 04/30/2011
SERVICES IN FF23012 0
ACROBELIPRO GLOBAL | Overhaul Fuel Nozzle S/N $LO00.00 | $11,177.863.8 | 05/02/2007 04/30/2011
SERVICES IN AGI0178 0
ACROHELIPRO GLOBAL | Overhaul Fuel Nozzle S/N $1,000.00 | $11.177,863.8 | 05/02/2007 04/30/2011
SERVICES IN VNIWS14860 0
ACROHELIPRO GLOBAL | Overhaul Fuel Nozzle S/N $1.000.00 | $11,177.863.8 | 05/02/2007 04/30/2011
SERVICES IN TUR02843 0
ACROHELIPRO GLOBAL | Overhaul Fuel Nozzie $/N $1,000.00 { $11,177.863.8 | 05/02/2007 04/30/2011
SERVICES IN AG61100 0
ACROHELIPRO GLOBAL | 250-C20B Turbine Overhaul $44,000.00 | $11,177.863.8 | 05/30/2007 04/30/2011
SERVICES IN S/N CAT30293F 0
ACROHELIPRO GLOBAL | Overhaul Fuel Nozzie S/N $300.00 | $11,177,863.8 | 06/25/2007 04/30/2011
SERVICES IN ING02719 0
ACROHELIPRO GLOBAL | 250-C20B Overhaul SN CAE $130,000.00 | $11,177,863.8 | 06/27/2007 04/30/2011
SERVICES IN 837002 0
ACROHELIPRO GLOBAL | 250-C20B CAE-836882 3500 $120,000.00 | $11,177,863.8 | 07/20/2007 (4/30/2011
SERVICES IN Overhaul 0
ACROHELIPRO GLOBAL | OH 250-C20B Compressor $20,000.00 | $11,177,863.8 | 07/20/2007 04/30/2011
SERVICES IN CAE-836996 0
ACROHELIPRO GLOBAL | OH 250-C20B Turbine $44.000.00 | $11,177,863.8 | 07/25/2007 04/30/201 1
SERVICES IN module CAT26432 0
ACROHELIPRO GLOBAL | Repair HMU $/N $10,000.00 | $11,177.863.8 | 07/27/2007 04/30/2011
SERVICES IN JGALM0443 0
ACROHELIPRO GLOBAL | Repair 250-C47M SN CAE- $10,000.00 | $11,177.863.8 | 08/02/2007 04/30/2011
SERVICES IN 847843 0
ACROHELIPRO GLOBAL | Repair Fuel Control Assy SN $1,189.20 1 $11,177.863.8 | 08/07/2007 04/30/201 1
SERVICES IN BR55741 4]
ACROHELIPRO GLOBAL | Repair 250-C20B SN CAE $5,000.00 | $11,177,863.8 | 08/14/2007 04/30/2011
SERVICES IN 836970 0
ACROHELIPRO GLOBAL | 230-C20B SN CAE-836957 $2,000.00 { $11,177.863.8 | 08/16/2007 04/30/2011
SERVICES IN Repair 0
ACROHELIPRO GLOBAL | Rep Bleed Valve Nozzle SN $296.60 | $11.177,863.8 | 08/22/2007 04/30/2011
SERVICES IN FF57576 0
ACROHELIPRO GLOBAL | Repair C20B Engine CAE- $2,525.52 § $11,177.863.8 | 08/29/2007 04/30/2011
SERVICES IN 836969 0
ACROHELIPRO GLOBAL | Combine Engine Filter $3,400.00 | $11,177,863.8 | 09/25/2007 04/30/2011
SERVICES IN 152287593326 0
ACROHELIPRO GLOBAL | Rework SN:13642 & 25072 $5,000.00 | $11,177.863.8 | 09/25/2007 0473072011
SERVICES IN [1]
ACROHELIPRO GLOBAL | OH 250-C20B Turbine $44,000.00 | $11,177.863.8 | 09/26/2007 04/30/2011
SERVICES IN Module SN CAT-26822 0
ACROHELIPRO GLOBAL | 250-C20B Repair SN CAE- $20.000.00 09/26/2007 04/30/2011

SERVICES IN

836953

$11,177.863.8
0
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ADVANCED COMPOSITE | SN: 009999-3043 $18,141.50 $18,141.50 | 01/26/2007 03/30/2007

STRUCTURE INC

ADVANCED COMPOSITE | 500P2100-301 MR Blade $8,585.00 $8,585.00 | 02/12/2007 04/26/2007

STRUCTURE INC Repair SN C175

ADVANCED COMPOSITE | 369A1613-507 SN 8979 $13,020.00 $13,020.00 | 04/19/2007 0712772007

STRUCTURE INC i

ADVANCED COMPOSITE | Repair Abrasion Strips $12,000.00 $12,000.00 | 0771972007 09/19/2007

STRUCTURE INC 369D21102-523

ADVANCED COMPOSITE | Repair Abrasion Strips $12,000.00 $12,000.00 | 07/19/2007 09/19/2007

STRUCTURE INC 369D21102-523

ADVANCED COMPOSITE | 500P2300-503 M/R Blade SN: $14,106.48 $14,106.48 | 08/07/2007 10/09/2007

STRUCTURE INC U068

ADVANCED COMPOSITE | Overhaul One of 20 Tail rotor -$6,017.00 -$6,017.00 | 11/13/2006 12/13/2006

STRUCTURES blades

ALIONI 99 LTD contract for systems $39,700.00 $39,700.00 | 10/01/2007 09/30/2008
mail e for GDC

ALLIED TECHNOLOGY RADAR PROJECT-- $0.00 $0.00 | 06/29/2005 06/28/2008

GROUP INC ANAKLIA SITE

AQUAPURE WATER Water $4.500.00 $4,500.00 | 11/62/2006 09/30/2007

LIMITED

BAHAMAS Cellular $4,500.00 $4,500.00 | 10/01/2006 09/30/2007

TELECOMMUNICATION

CORP

CARIBBEAN CUSTOMS Annual Software License Fee $7,000.00 $7,000.00 | 09/19/2007 09/18/2008

LAW ENF. COUNCIL

CLASSIFIED FOREIGN Salary (FICA, Medicare, $164,122.00 $164,122.00 | 11/27/2006 11/26/2007

CONTRACTOR Sunday diff)

CL.ASSIFIED FOREIGN Salary - NTE $0.00 $0.00 1 01/07/2007 01/06/2008

CONTRACTOR

CLASSIFIED FOREIGN GBSLE PSC - Schroeder $0.00 $0.00 | 01/07/2007 01/06/2008

CONTRACTOR

CLASSIFIED FOREIGN Base Salary $142.026.00 $283,647.00 | 05/13/2007 05/11/2008

CONTRACTCOR

CLASSIFIED FOREIGN 1T Equipment $72.600.00 $72,600.00 | 09/11/2007 11/12/2007

CONTRACTOR

CLASSIFIED FOREIGN INA Misc IT Equipment for $72,600.00 $72,600.00 | 09/28/2007 12/28/2007

CONTRACTOR Georgia

CLASSIFIED FOREIGN PIRS software development $89,683.00 $89,683.00 | 09/28/2007 (9/30/2008

CONTRACTOR

CSI ARMORING INC Toyota Land Cruiser Armored $395,046.00 $395,046.00 | 09/27/2007 01/31/2008
Vehicle

CULLUM THOMAS A Salary for 11/06/06 to $25,940.00 $25,940.00 | 11/06/2006 01/17/2007
1717007

DOMESTIC Salary costs $138,611.00 $138,611.00 | 07/10/2007 07/09/2008

CONTRACTOR

(UNDISCLOSED)

DOMESTIC Salary $153,200.00 $153,200.00 | 05/01/2067 08/31/2008

CONTRACTOR

(UNDISCLOSED)

DOMESTIC Salary $172,809.00 $268.825.00 | 09/14/2007 09/13/2008

CONTRACTOR

(UNDISCLOSED)

DOMESTIC Salary $172.,809.00 $268.825.00 | 09/14/2007 09/13/2008

CONTRACTOR

(UNDISCLOSED)

DOMESTIC Salary $136,153.00 $136,153.00 | 09/28/2007 0972712008

CONTRACTOR

(UNDISCLOSED)

DOMESTIC Salary $141,935.00 $141,935.00 | 09/29/2007 09/28/2008

CONTRACTOR

(UNDISCLOSED)
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DOMESTIC Salary $172,809.00 $268,825.00 | 09/14/2007 09/13/2008
CONTRACTOR
(UNDISCLOSED)
EDMUND W HUBARD salary for Hubard $15,380.00 $15,380.00 | 11/01/2006 09/30/2007
FIRST SECURITY for cetv service fy 07 $24.921.00 $24,921.00 | 11/30/2006 09/30/20077
SYSTEMS .
FOREIGN CONTRACTOR | Saiary, FICA, Medicare $3.764.34 $3,764.34 | 07/10/2006 07/09/2007
{UNDISCLOSE expenses
FOREIGN CONTRACTOR | Salary $154.382.00 $309,700.00 { 05/13/2007 05/12/2008
(UNDISCLOSED)
FOREIGN CONTRACTOR | Salary $126.495.00 $253,159.00 | 06/03/2007 06/02/2008
(UNDISCLOSED)
FOREIGN CONTRACTOR | Salary $126,495.00 $253,159.00 1 06/03/2007 06/02/2008
(UNDISCLOSED)
FOREIGN CONTRACTOR | Salary $126.495.00 $253,159.00 | 06/03/2007 06/02/2008
(UNDISCLOSED)
FOREIGN CONTRACTOR | Salary $126.495.00 $253,159.00 | 06/03/2007 06/62/2008
(UNDISCLOSED)
FOREIGN CONTRACTOR | Satary $126,495.00 $253,159.00 | 06/03/2007 06/02/2008
{UNDISCLOSED)
GOVCONNECTION INC Xerox Workcentre 4150 XF $9.425.42 $9.425.42 | 07/02/2007 09/03/2007
GOVPLACE Epson PLQ-20 Printers $32,729.00 $32,729.00 | 04/26/2007 06/26/2007
GTSI CORP Panasonic Toughbooks for $34.001.47 $34,001.47 | 02/08/2007 03/08/2007
IBIT
INDIANA FURNITURE CONFERENCE TOP, $4,842.82 $4,842.82 | 1212072006 02/08/2007
INDUSTRIES, RACETRACK
INSTITUTE OF GLOBAL Targeting and information $493.260.00 $493,260.00 | 0972872007 09/27/2008
MGT services
IRON MOUNTAIN Iron Mt $10.000.00 $10,000.00 | 11/28/2006 09/30/2007
IRON MOUNTAIN Document Destruction $13,000.00 $13,000.00 | 10/01/2006 09/30/2007
CANADA CORPORATION | Toronto CN
IRON MOUNTAIN Storage $4.500.00 $4,500.00 | 12/05/2006 12/29/2006
CANADA CORPORATION
ISE INCORPORATED platform w/standard arm $4,055.40 $4,055.40 | 04/20/2007 06/20/2007
(9640)
JACK R. HARRIS, PHD-EE | TECHNICAL $0.00 $0.00 | 09/30/2006 09/28/2008
CONSULTANT SERVICES-
C3 PROGRAM
JASPER SEATING WQOD CASEGOODS-JS1 $0.00 $0.00 | 01/11/2007 01/11/2007
COMPANY
INCORPORATED
JOHN W RYAN 2-wk salary $10,100.00 $10,100.00 | 09/01/2007 08/31/2008
LARRY H ADKINS 2-wk salary Adkins $10,100.00 $10,100.00 | 09/01/2007 08/31/2008
LEVITSKY GEORGE Intermittent Contractor -$52,360.00 -$52,360.00 | 04/17/2006 04/17/2006
Services
MARSH CANADA Canadian Vehicle Insurance $19,000.00 $19,000.00 | 02/17/2007 02/16/2008
LIMITED
MARSH CANADA Canadian vehicle insurance $6,000.00 $6,000.00 | 06/13/2007 06/12/2008
LIMITED
MARSH CANADA Canadian Vehicle Insurance $2.500.00 $2,500.00 | 03/26/2007 03/25/2008
LIMITED
MARSH CANADA Vehicle Insurance $5,000.00 $5,000.00 | 06/11/2007 (6/10/2008
LIMITED
MARSH CANADA Canadian Automobile $10,000.00 $10.000.00 | 07/05/2007 06/04/2008
LIMITED Insurance
MARSH CANADA CANADIAN LIABILITY $4.500.00 $4,500.00 | 12/06/2006 1271272007
LIMITED INSURANCE
MARSH CANADA Canadian Vehicle Insurance $0.00 $0.00 | 10/19/2006 02/16/2007
LIMITED
MARSH CANADA Vehicle Insurance $5.316.80 $3,316.80 | 11/01/2006 10/31/2007

LIMITED
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Bahamas, the

MERIDIAN INSURANCE Fieet Insurance $16,000.00 $16,000.00 | 12/15/2006 12/14/2007

MISCELLANEQUS Modernization of Grif Vessel $0.00 $0.00 | 09/30/2005 03/08/2007

FOREIGN CONTRACT

MISCELLANEOUS PD Office furniture $4.873.14 $4,873.14 1 01/12/2007 01712720607

FOREIGN

CONTRACTORS

MISCELLANEOUS RENTAL OF RV FOR $3,600.00 $3,600.00 | 02/05/2007 04/30/2007

FOREIGN DRUMMOND ISLAND IN

CONTRACTORS SSM,

OMEGA-2 Vehicles $204,800.00 $204,800.00 | 09/14/2007 09/28/2007

ORIENT - LOGIC, LTD INA1VisaPrintersGeorgianBo $32,594.16 $32,594.16 | 07/18/2007 0971812007
rderPolice

PEOPLES INVESTMENT | K3709 CHEVY PICKUP $10,755.00 $10,755.00 | 08/27/2007 10/30/2007

INC

ROBERT HESSLER IC-Warehouse Prj & Customs $49,300.00 $49,500.00 | 11/13/2006 09/30/2007

CONSULTING A

ROBERT L GALLOWAY 2wk salary-Galloway $10,100.00 $10,100.00 | 09/01/2007 08/31/2008

SCIENCE APPLICATIONS | GR-135ND RIID for BETD $331,396.00 $331,396.00 | 09/29/2007 1213172007

INTERNATI

SKYWAVE MOBILE Custom DMR260C $11,990.00 $11.990.00 | 08/16/2007 091712007

COMMUNICATIONS

SKYWAVE MOBILE mthly srvs - satellite tracking $20,466.00 $20,466.00 | 10/01/2006 09/30/2007

COMMUNICATIONS devices

INCORPORATED (0000)

SMITHS DETECTION Clin 10010 CAB 2000 NIt $4,056,000.00 | $4,056,000.00 | 05/25/2007 07/12/2008

INC. Imaging System

SOLAR GEORGIA LTD AIS Systems $0.00 $0.00 | 09/26/2006 03/26/2007

ST NET-APPTIS CBPHO2 $7.290.00 $7,290.00 | 07/30/2007 08/31/2007

FIRSTSOURCE JOINT

VENTURE

TASKE TECHNOLOGY Telephone Systems for NTCC $35,854.00 $35,854.00 | 08/21/2007 09/20/2007

INC in Herndon

TASKE TECHNOLOGY, Telephone System for NTC in $34,754.00 $34,754.00 | 08/20/2007 09/20/2007

INC. Reston

TELE MOBILE Cellphones $17,000.00 $17,000.00 | 10/01/2006 09/30/2007

COMPANY

TOYOTA CENTER Snowmobiles $54,500.00 $54,500.00 | 08/29/2007 12/2872007

TBILISI

VALESCO BATTERY Adapter Il NTN8610 02- $67,485.76 $67,485.76 | 09/11/2007 1170972007

SUPPORT SYSTEMS 000066

VALESCO BATTERY Adapter II NTN8610 02- $0.00 $0.00 | 09/11/2007 11/09/2007

SUPPORT SYSTEMS 000066

VALLEY TRANSIT INA1BusSanAntonioEstoniaP $4,375.00 $4,375.00 | 04/13/2007 047222007

COMPANY Togram

INCORPORATED

WEBB FONTAINE SOClass software licenses for $87,195.00 $87,195.00 | 09/07/2007 09/28/2007

HOLDING SA Georgia

‘WES E SCHIWITZ 2-wk salary Schiwitz $10,100.00 $10,100.00 | 09/01/2007 08/31/2008

WILBUR L SMITH 1st leg for W. Smith 1/22/07 - $11,060.00 $11,060.00 | 01/222007 02/16/2007
2/16/07

WILDFLOWER Del Latitude D620 $26,925.04 $26,925.04 | 09/13/2007 1171372007

INTERNATIONAL LTD

XEROX GLOBAL Copier #] $4,500.00 $4,500.00 | 10/01/2006 09/30/2007

SERVICES

INCORPORATED

Aruba

Afghanistan

Albania




Canada

Central African Republic

Estonia

Czech Republic

Georgia

Germany

Kenya

Kyrgyzstan

Kuwait

Moldova

Malta

Mexico

Puerto Rico

Saint Lucia

Trinidad and Tobago

Turkmenistan
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Data Mining/Data Sharin

Question: Please list all data mining systems used by CBP or CBP contractors: include a description of data in
each system, how long data are kept, whether data is government or commercial, and the dates of privacy act
notices pertaining to such data.

ANSWER: CBP’s Automated Targeting System — Inbound (ATS-N) and ATS - Outbound (ATS-AT) conduct
data mining as defined by Congress and reported on in the DHS Privacy Office’s data mining report to
Congress. ATS-N collects information about import transaction participants, cargo, and conveyances used to
facilitate the importation of cargo into the United States, including elements from electronically filed bills of
lading, entries, and entry summaries for cargo imports. ATS-AT collects information about export transaction
participants, cargo, and conveyances used to facilitate the exportation of cargo from the United States, including
elements from shippers” export declarations and transportation bookings and bills of lading for cargo exports.
Both ATS-N and ATS-AT also incorporate information from CBP’s law enforcement databases which include
information from the Federal Bureau of Investigation, the Terrorist Screening Center’s Terrorist Screening
Database (TSDB), and information from other government agencies regarding high-risk parties. The retention
period for data maintained in ATS-N and ATS-AT will not exceed fifteen years, after which time it will be
deleted. A System of Record Notice (SORN) and Privacy Impact Assessment (PIA) for ATS were published on
August 3, 2007.

Question: Please list all CBP data shared with other agencies. Include a description of data, the reasons for
sharing it, and those with whom it is being or may be shared.

ANSWER: Because of its size, the CBP Enterprise Information Exchange Matrix (EIEM) which contains this
information is being provided separately. The matrix shows the rows as the CBP Enterprise Conceptual Data
Model (ECDM) Subject Areas and Data Objects, and the columns are external entities that CBP shares data
with. At the intersections, if there is a data exchange, a “C” indicates that CBP is a consumer of data from that
external entity or a “P” indicates that CBP is a provider of data to that entity, or both. The spreadsheet contains
multiple tabs with data object definitions and acronyms defined.
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Secure Border Initiative

Question: SBI Costs -- Last year CBP reported for the record that SBI uses lifecycle cost analysis to determine
future costs for assets being built or in planning phases, and that 30-year life cycle costs for the 370 miles of
pedestrian fence and 200 miles of vehicle barriers in FYs 2007-08 would be about $4.4 billion in FY07 doilars.
Given CBP experience in constructing over 300 miles of fence and vehicle barrier, as well as FenceLab testing,
what is the current estimated lifecycle cost for all planned fencing and vehicle barriers?

ANSWER: Our cost per mile of Pedestrian Fence is about $4.0 million a mile, not including site preparation,
Real Estate, environmental and Project Management. Our cost per mile of Vehicle Fence is about $2.0 million
a mile, not including site preparation, Real Estate, environmental, and Project Management.

We do not have adequate experience with the new type of fence installed in PF 70 and that is currently being
installed in PF 225 and VF300, We are collecting data and will be able to provide a relative accurate life cycle
cost by the end of Calendar Year 2009. One of the key drivers for the life cycle cost is determined by the
illegals who attempt to defeat the fence.

Question: Segment Analysis -- The FY08 Appropriation Act requires the Secretary to include in the Border

Security Fencing, Infrastructure, and Technology expenditure plan an analysis for each segment of the border,

defined as

not to exceed 15 miles, where fencing or tactical infrastructure is intended, and to compare that with other,

alternative means of achieving operational control, as well as to assess any unintended effects on communities.

=> How is the Department undertaking such “segment analysis”? Is it based on operational requirements

for border contro} and situational awareness relating to data on “vanishing boundary”, “contro}
boundary”, and “intruder transit time”, and are such data and analysis fully documented and auditable in

each case?

ANSWER: Operational assessments by the local Border Patrol agents and Sectors - based on illegal cross-
border activity and the BP’s extensive field experience — identified multiple locations where pedestrian or
vehicle fencing would most effectively enhance border security. The deployment of the TI is geared toward
disrupting identified routes into the United States that are utilized by smugglers and potential terrorists.

Between the ports of entry, there are areas where an illegal entrant can be across the border and into the
community in a matter of minutes or seconds. In this environment, pedestrian fencing provides a critical
deterrent.

There are a range of related factors that are considered in this analysis. According to their significance in each
segment, the issues that are addressed in the expenditure pian include the following:

e How quickly an illegal entrant can reach a vanishing point. Sometimes referred to as depth of tolerance
for intrusion, this factor addresses the ability to quickly and easily blend into a community and the
proximity to egress routes.

¢ Intelligence reports and knowledge of how heavily trafficked the area is, as well as information on
current smuggler operations and practices.

¢ The current or growing existence of a large local population with an infrastructure of roads, highways,
railways, and businesses conducive to support iliegal smuggling operations. In Mexico, these
communities provide a hub for illegal cross border activity, sometimes including organized smugglers or
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other cstablished criminal networks. In the United States, these communities provide easy access to
vanishing points.

* The area’s accessibility by the Border Patrol. The difficulty in accessing the area to respond to an
intrusion due to a lack of roads and access points,

e The amount of cover and shelter provided by the terrain and vegetation, providing for ease of
concealment.

The amount of legitimate cross-border traffic or recreational activity can provide smugglers concealment by
allowing them to blend in.

= How will DHS ensure that “segments” are similar in character and short enough to reflect a detailed,
local comparison of costs and benefits ~ not a regional or national analysis? Is DHS comparing, for
example, a fence approach, a technology approach, an increased staffing approach and so on?

ANSWER: As mandated in the FY 2008 Appropriation Act, the expenditure plan includes an analysis of each
potential segment of fence ~ not each 15 mile segment of the border. In the limited cases where a segment of
fence exceeded 15 miles, the Border Patrol identified an appropriate separation based on the natural terrain or
other local features.

CRBP is deploying a comprehensive approach to secure the border, and fencing is one element of the layered
defense plan. Our comprehensive plan includes additional, substantial investments in technology, infrastructure
and enforcement personnel. Fencing and technology are complementary tools. Technology allows the Border
Patrol to identify and track illegal activity. Fencing gives Border Patrol agents time they need to respond to
illegal cross border activity. A combination of technology and TI best aliows the Border Patrol to do their job
safely and effectively.

Between the ports of entry, there are areas where an illegal entrant can be across the border and into the
community in a matter of minutes or seconds. In this environment, pedestrian fencing provides a critical
deterrent that cannot be achicved through alternate means. Places where we do not currently have plans for
fencing are areas where the border environment acts as a natural impediment or other options have been decmed
more appropriate than fencing.

= lunderstand there are multiple steps to determine whether to use technology or fencing for any specific
border area, based on data on border crossing, geography, transportation, criminal activity, and other
factors, and the assessment goes through several levels of Border Patrol analysis before a decision is
made. Could you please describe in detail the steps CBP takes to make these determinations?

ANSWER: In alignment with the appropriations direction, DHS and CBP will construct tactical infrastmcture
where it is the most appropriate means to achieve and maintain effective control over the international border.
Four main factors contribute to fence location decisions: (1) the initial Border Patrol operational assessments;
(2) input from stakeholders, including landowners; (3) environmental assessments; and (4) cnginecring
assessments, which include the cost to construct.

Operational assessments by the local Border Patrol agents and Sectors — based on illegal eross-border activity
and the Border Patrol’s extensive field experience — identified multiple locations where pedestrian or vehicle
fencing would most effectively enhance border security. The deployment of the tactical infrastmcture is geared
toward disrupting identified routes into the United States that are utilized by smugglers and potential terrorists.
This infrastructure will strengthen the Border Patrol’s defense in-depth strategy, providing Border Patrol agents
with a tactical advantage over illegal entrants.
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= Please explain why no fencing is under considcration for Laredo.

*NSWER: In alignment with the appropriations direction, DHS and CBP will construct tactical infrastructure
where it is the most appropriate means to achieve and maintain effective control over the international border.

Border Patrol Chiefs at the field level have identified those areas where primary fence would significantly
strengthen their ability to secure the border within their area of responsibility. The Border Patrol determined it
was a greater priority to remove the Carrizo cane.
Arundo donax, commonly known as Carrizo cane, is a non-native robust perennial grass that grows from about
nine to more than twenty-seven feet tall. Carrizo resembles bamboo and grows in multi-stemmed clumps often
forming large colonies hundreds of feet across. Carrizo colonies border much of the Rio Grande River and have
an adverse impact upon Customs and Border Protection/Office of Border Patrol (CBP/OBP) operations along
the Rio Grandc River. Carrizo affects CBP/OBP operations in Texas by:

* Limiting effectiveness of teechnology such as Remote Video Surveillance Systems.

¢ Providing undocumented aliens use the thick Carrizo to hide and “wait out” CBP/OBP agents.

» Posing a threat to officer safety because it gives smugglers the opportunity to cross the Rio Grande

River and approach agents virtually undetected.

Question: Common Operating Picture - Avoiding Technology Mistakes: In contrast to fencing and taetical
infrastructure, funding for which drops sharply in FY09, CBP requests $325 million for SBInet Technology — a
nearly 50% increase. Much of this is to expand the “Common Operating Picture” and push the “SBInet
solution™ to the Rio Grande Sector.
= Is the Common Operating Picture off-the-shelf, or will it require additional software development,
which is almost always problematic?

ANSWER: One of the Iessons Jearned in P28 is that there is no commercial, off-the-shelf software package that
meets our requirements. There is government software available which offers a basis to build a COP and all
candidates require development. The software is being developed and delivered using a collaborative
environment which allows end users to be directly involved in the development to ensure solutions are tailored
to meet their operational needs. The developer will incorporate a spiral approach that includes successful
demonstrations of system performance and results in multiple releases of the system where each subsequent
release provides an incremental addition of functionality and improvement in system capability.

Release 0.5 is the first release of the Command, Control, Communications, and Intelligence (C31) COP
software. This release is intended to support the initial deployment of SBIret technology. To save cost, reduce
schedule, and mitigate risk, the software base for Release 0.5 incorporates a significant amount of reused
Government-off-the-Shelf (GOTS) software.

The Government is conducting an independent trade study to determine whether other COTS/GOTS solutions

would provide comparable or better performance at a lower life-cycle cost.

= Will the SBI office be open to all solutions, not necessarily just those developed by the SBInet prime
contractor?

ANSWER: The Government is open to all solutions, not just those developed by the SBlnet prime contractor.
The Government is conducting an independent trade study to determine whether other Commercial-off-the-
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Shelf/Government-off-the-Shelf (COTS/GOTS) solutions would provide comparable or better performance at a
lower life-cost.

= How will CBP ensure it includes consideration of alternative technology solutions without relying
completely on the integrator?

ANSWER: As stated in the previous response, the Government is conducting an independent trade study to
determine whether other Commercial-off-the-Shelf/Government-off-the-Shelf (COTS/GOTS) solutions would
provide comparable or better performance at a lower life-cycle cost. SBlnet is working with the DHS Science
& Technology Directorate (S&T) to evaluate new technologies that will be deployed and tested in field
environments.

=> How will CBP and the SBI program office ensure the integrator does not drive the decision process?

ANSWER: The mission requirements for SBIner were developed by the Government. These requirements
were stated in an Operational Requirements Document (ORD) and a mission Concept of Operations
(CONOPS). The SBInet contractor (integrator) developed the SBlnet System Specification in alignment with
the CONOPS and ORD. Subsequent to the development of the System Specification, the Government reviewed
the integrator’s work products in accordance with the CBP System Life Cycle. To date, the system has
undergone a System Requirements Review and a Preliminary Design Review. The integrator’s work products
were reviewed by Government employees across CBP and DHS, as well as their independent support
contractors.

Requirements for the Command, Control, Communications, and Intelligence (C3Y) COP development effort are
in alignment with the ORD, CONOPS and System Specification. The development life cycle for the C31 COP
is in accordance with the DHS and CBP lifecycle for processes, review gates, and documentation. Similar to
the system level oversight activities, the Program Office reviews include Government employees across CBP
and DHS, as well as their independent support contractors.

Question: SBI Contract Management -- The SBT Program Management Office (PMO) completed its human
capital plan in December 2007. We understand that as of January 1 there were 290 people ~ both contractors
and federal employees ~ in the SBI Office. Your current funding provides for 160 FTE, with another 25 FTE
requested for FY09.

= How many career federal employees are on-board at this time?

ANSWER: As of March 17, 2008, there were a total of 149 career Federal employees onboard supporting the
SBI program. Those 149 employees are broken down into the following categories:

e 94 permanent FTE’s;

e 20 government employees detailed from various CBP operational/non-operational components (assigned

full-time);

e 32 government employees in the SBI Acquisition Office (a part of CBP’s Office of Finance);

e 2 Intergovernmental Personnel Act (IPA) employees; and

e T U.S. Coast Guard Officer.

= What is your process to ensure you hire enough people with the right skills, and what safeguards are in
place to prevent contractors from performing “inherently government” roles? How do you ensure
reliance on contractors will not increase procurement risk?
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ANSWER: SBI's human capital planning efforts have primarily focused on the effective rccruitment and
staffing of individuals with the requisite program management, acquisition oversight, tcchnical, operational,
analytical, and mission support skills and competencies to effectively manage and carry out the SBI programs.
SBI is building an organization with the necessary expertise and desired skill sets to manage the SBI activities,
contracts/task orders, and resources. The specific number of employees needed to do this is based on
program/project goals for each fiscal year. SBI leadership regularly reviews the need for additional CBP
employees, and fills the specific positions/skill sets as required to carry out SBI operations.

SBI is actively recruiting and hiring individuals with the right skill sets and expericnce. SBI has been
successful in attracting qualified candidates, from both within government and from the private sector, through
a variety of sources. SBI continues to seek out such individuals, assess their backgrounds and skill scts against
program needs, and effectively bring them on board into critical program roles.

All positions within SBI have been reviewed to determine which are required to perform inherently
governmental work. Only government employees are selected for and assigned to inherently government roles.
All contractors work under the oversight and direction of government personmel. SBI leadership reviews SBI
staffing needs and operations to ensure that vacant as well as filled positions are staffed with the appropriate
personnel (i.e., inherently governmental work is performed by federal employees and other positions are filled
with either government or contract support personnel as appropriate).

To mitigate procurement risk or conflicts of interest, regulatory requircments for disclosure of potential
conflicts and mitigation plans are included in each contract awarded to support the SBI community.
Additionally, the SBI Acquisition Office has completed a comprchensive conflict of intcrest mitigation plan that
will be updated, as the program grows, to ensure that a holistic approach is taken to maintain effective controls
in this area. Further, as the SBI Acquisition Office recompetes these support contracts during the third quarter
of FY 2008, explicit restrictions on certain corporate relationships will be placed in the new contracts.

Question: Border Security - Operational Control of the Land Border -- According to the last SBI status
report, CBP has 486 miles of Southwest Border and 12 miles of Northern Border under “effective” control ~
meaning it can generally detect illegal entries and appropriately respond to them. The fiscal year 2008 spending
plan and the FY 2009 budget assume completion of about 370 miles of pedestrian fence and 300 miles of
vehicle fencing by FY 2009.
= How many miles of border will be under effective control, by the end of FY 2009, if Congress provides
the $775 million requested for more fencing, infrastructure and technology? How many wili be under
effective control if Congress does not provide this funding?

ANSWER: This measure depicts the number of border miles under control where the appropriate mix of
personnel, technology, and tactical infrastructure has been deployed. This appropriate mix of resources is
meant to ensure that when an attempted illegal alien is detected, identified and classified, the Border Patrol has
the ability to respond and that the attempted illegal entry is brought to a satisfactory law enforccment resolution.
As the Border Patrol continues to deploy additional resources based on risk, threat potential, and operational
need, the number of miles under control will increase. The FY 2009 target is 742 miles under effective control
based on SBY’s planned completion of 370 miles of pedestrian fence, 300 miles of vehicle fence and additional
technology along the southern border by the end of CY 2009. Those goals are dependent on Congress
providing the funding rcquested for fencing, infrastructure and technology. If funding is not received, we will
attempt to sustain and maintain the current miles under effective control as reported at the end of FY 2007 - 599
miles.
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=> How does National Guard support, through Operation Jump Start, figure in CBP planning for FY 2009?
How many National Guardsmen now support border security operations and how many will be deployed
through 2009?

ANSWER: Operation Jump Start began on June 15, 2006 and is scheduled to end on July 15, 2008. This
timeline is part of the original implementation plan which the Border Patrol has been using since June 2006.
There are no scheduled National Guard deployments under Operation Jump Start during FY 2009.

There are currently 2,857 (as of March 13, 2008) Natjonal Guardsmen on Operation Jump Start orders.
Operation Jump Start is scheduled to end on July 15, 2008. There are no scheduled deployments of National
Guardsmen under Operation Jump Start beyond that date. It is anticipated that normal support from traditional
missions such as Innovative Readiness Training, Countcr Drug Missions, and Annual Training Missions will
resume at that time.

= The “control” we have been referring to is Border Patrol control of the “actual international boundary,”
according to the March 1 Bi-Monthly SBI report. However, the report also says “DHS does not as yet
have a wholly satisfactory methodology of determining whether a portion of the border is considered
under contro! from a system-wide, defense-in-depth, and continuously enforceable perspective.” What
is the status of and timetable for establishing this methodology?
ANSWER: Much like the difficulties in measuring drug interdiction efforts, measuring control of the borders
challenges us to grasp what we cannot see. In both cases we must be able to measure what we have not
interdicted, as wcll as what we have interdicted.

Recognizing that no single performance measure alone will provide a complete answer to whether our borders
are effectively controlled, DHS is working to develop more outcome-focused strategic performance measures in
the DHS 2008-2013 Strategic Plan, while simultaneously working to refine existing and develop additional
program and operational level metrics. This work is being done in the context of the Department’s Annual
Performance Report (APR) (as required by the Government Performance and Resuits Act) and other department
financial and performance reporting documents. The APR is submitted annually and is transmitted along with
the Congressional Budget Justification in February of each year.

Question: Northern Border Control -- CBP only categorizes 12 miles of the Northern Border as being under
“effective control” unchanged since March, 2007. The Commissioner testified CBP will have 1,500 Border
Patrol Agents on the Northern Border by the end of 2008 and 2,000 by the end of 2009. The March 1 SB1
report shows that CBP currently has 1,136 agents deployed to the Northern Border , 32 less than the 1,168
agents planned for October 1, 2007.
= Given the difficulty in meeting staffing targets last year, what is CBP doing to ensure it will mcet these
ambitious hiring goals for 2008-097

ANSWER: In FY 2008, CBP intends to deploy additional enhancement positions to the northern border to
hring the total number of Border Patrol agents to 1470. This represents a 30 percent increase over the current
staffing level and a 60 percent increase over the FY 2006 staffing level.

CBP expects that this increase can be accomplished primarily through the Voluntary Relocation Program
(VRP), which will provide experienced agents from the southwest border to these northern border locations.
For some situations, the Jump-sum payments under VRP may not be adequate incentive to generate enough
movement-—in those limited cases, CBP expects to provide some traditional, full-funded relocations as added
incentive, as well as incentives, and recruitment initiatives specifically targeting applicants from the northern
border.
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Going forward, CBP has a plan to nearly double the number of Border Patro} agents (to 2,212) assigned to the
northern border by the end of FY 2010.

= Given that intrusions are difficult to detect, including by aircraft, what impact are new air wings having
on border survcillance and enforcement, and what has CBP leamed about the nature of vulnerabilities?

ANSWER: CBP Air and Marine now has more than three years of experience operating along the northern
border and, spccifically, combating the air threat. Tbe vulnerabilities associated with the northemn bordcr have
not changed; they have been confirmed repeatedly. The rugged, expansive, and austere geography, coupled
with the incomplete radar picture, create an environment that is vulnerable to undetected intrusions by aircraft.

A decline in the air smuggling activity associated with Blaine, Washington/Vancouver B.C., is dircctly
attributable to standing up the CBP Air Branch in Bellingham, Washington. This is not meant to suggest that
the air smuggling activity has stopped; rather, it has shifted east to the Spokane, Washington area. When flight
operations have been conducted in Spokane area, smuggling activity again shifts; thus, demonstrating the
flexibility of the aviation smuggling activity and thc need for better detection. CBP Air and Marine is pursuing
technical solutions to alleviate the incomplete radar picture, including advances in acoustic detection devices,
application of land-based portable radar systems, and obtaining information from select Canadian radar sites.

A noted vulnerability that requires further investigation is Private Aircraft Enforcement System (PAES) non-
compliance. Unlike requirements along our southern border where aircraft must clear at the first port of entry
or alternate port of entry, aircraft entering from Canada are required to complete Customs Form 178, Private
Aircraft Enforcement System Arrival Report and clear with CBP Field Operations at a pre-determined airport.
Aircraft routinely fail to comply and fly into the United States without repercussion.

= How does CBP measure success on the Northern Border where operational control is so limited?

ANSWER: Effective control is only one component of how CBP measures success along the northermn border.
Other considerations include a continued, steady reduction in the number of miles assessed as "remote/low
activity” and the ongoing overall implementation of our northemn border strategy. CBP has taken many steps to
improve security along the northern border and, through this strategic approach, will continue to build
situational awareness and interdiction capabilities that correspond to the threat environment. Personnel,
technology, aviation, intelligence, and partnerships are critical to these efforts.

There is no doubt that the correct level of personnel is important to this effort; accordingly, CBP is continuing
to increase the number of Border Patrol agents on the northern border. However, an increase in agents alone
will not achieve success. Rather, the increase will achieve optimal effectiveness only when a combination of
supporting elements ensures that agents are where they need to be when they need to be there.

Technology, such as improved tactical communications and an increased number of unattended ground sensors,
improves situational awarcness in a variety of ways. SBluet’s Northemn Border Technology Demonstration will
also explore the achievement of advanced situational awareness by merging sensor data with that of response
assets.

Air assets serve as multi-mission platforms. They provide additional situational awareness, particularly in
remote and infrequently monitored areas, direct or “cue” interdictions, and in some cases deliver agents directly
to the interdiction area. CBP’s significant expansion of its northern border aviation capabilities, to include new
air branches as well as the planned deployment of a Predator B unmanned aircraft system, has increased the
availability of this resource.
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Improved intelligence and information sharing is another important element in providing situational awareness.
Along with the continuing expansion of the Homeland Security Data Network, CBP’s plan to establish
Intelligence Coordination Teams, and at least one Intelligence and Operations Coordination Center (I0OCC),
along the northemn border will help to ensure that the right information is in the hands of analysts and agents
before they need it.

Lastly, partnerships are a vital component of achieving success on the northern border. Although there are a
number of notable ongoing efforts, the most important is the Integrated Border Enforcement Team (IBET)
program, a multi-faceted law enforcement initiative comprised of both American and Canadian partners. IBET
allows CBP to leverage the combined resources of its fellow law enforcement agencies in achieving its goals.

Question: Detroit Pilot -- What is the status of the Detroit pilot effort for which $20,000,000 in fiscal year
2007 has been allocated?

ANSWER: The Northern Border Demonstration is currently in its planning phase. During this phase, CBP
will conduct cost estimates for hardware and software, cstablish a deployment schedule, better define technical
requirements, and conduct site surveys.

Ports of Entry - Infrastructure and Staffing

Question: The FY09 CBP request includes $10 million for a Land Port of Entry construction initiative, and an
increase of 212 CBP Officers for land ports of entry. GAO, in a 2007 report (GAO-08-219) found that at least
$4 billion is nceded to improve the 163 land border crossings. GAO also found that significant shortages in
CBP Officers at ports of entry resulted in an array of anti-terrorism activities not being carried out and problems
of morale that could adversely affect the sccurity of our border inspection process. At the same time, the March
1, 2008 SBI bi-monthly report showed that criminal arrests at ports of entry in 2007 increased by 10% over the
previous year, so it is critical to have effective and motivated officers in place there. GAO aiso reported that the
CBP workload staffing model indicates that up several thousand more CBP Officers and Agricultural
Specialists may be needed at ports of entry.
= Given the greater pressure on ports of entry from increased enforcement between ports of entry, what
steps will CBP take to augment the relatively small increase proposed for port of entry infrastructure and
staffing?

ANSWER: On the topic of Land Port of Entry (LPOE) infrastructure, the referenced FY 2009 CBP request for
$10 million will allow for more in-depth assessment necessary to develop repair and construction solution
prototyping for the 43 CBP-owned locations. It will also enable CBP to begin to implement solutions at these
locations; currently without a baseline budget to address critical infrastructure deficiencies. This funding
approach is itself an integral part of CBP’s augmentation strategy, since funding for land port of entry
infrastructure improvements is currently provided through the U.S. General Services Administration’s (primary
owner or lessor of the ports) Federal Building Fund, which has $74 million tentatively allocated for LPOE
infrastructure improvements in the President’s FY 2009 Budget.

The President’s Fiscal Year (FY) 2009 Budget Request includes funding for 539 U.S. Customs and Border
Protection Officers {CBPOs) (including 205 CBPOs for the Western Hemisphere Travel Initiative). In addition,
Congress funded an additional 1,195 CBPOs in the FY 2007 Supplemental and the FY 2008 Omnibus
Appropriation Act.

CBP continues to do everything in its capacity to hire, train and deploy the 1,195 CBPOs funded with the
supplementa} and annual appropriation. Throughout the country, CBP has rolled out aggressive recruitment and
hiring campaign to attract qualified candidates to apply for the CBPO position. CBP has also worked to
streamline the hiring process by initiating the medical examination and background investigation for tentatively
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selected individuals, while they wait for openings. For those selected for the position, the Federal Law
Enforcement Training Center (FLETC) has utilized, at times, a 6-day training schedule, to accommodate
staffing increases.

Staffing and Related Matters

Question: Headquarters and Administration funding --Please provide a detailed breakout by office of the
CBP FY 09 budget request for headquarters, management, and administration.

ANSWER: Please see following table.
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U.S. Customs and Berder Protection
FY 2009 SALARIES AND EXPENSES
HEADQUARTERS MANAGEMENT AND ADMINISTRATION

CBP Office Funding
FY 2008 Enacted FY 2009 President's Budget
Policy, Direction and Human Capital
Office of the Commissioner
Office of the Commissioner 6,288,986 6,351,914
Office of Policy and Planning 6,104,494 6,165,577
Office of Equal Employment Opportunity 2,192,101 2.214,035
Subtotal, Office of C 14,585,581 14,731,526
Office of Intelligence & Operations Coordination 18,746,749 42,746,749
Office of International Trade 99,758,171 100,756,366
Office of Internal Affairs 87.432,129 97.019,586
Office of Human Resources - HQ 58,378,974 58,963,123
Office of Human Resources - National Support 62,404,189 63,028,615
Office of Training and Development 84,017,381 84,858,071
Office of International Affairs and Trade Relations 917,441 926,621
Office of Congressional Affairs 2,343,631 2,367,081
Office of Public Affairs 7,616,560 7,692,773
Office of Chief Counsel 27,642,664 27,919.260
Office of Field Operations 16,087 16,248
Subtotal Policy, Direction and Human Capital 449,273,976 486,294,493
Technology and National Support
Office of Finance - HQ 103,796,667 105,211,758
Office of Finance - National Support 365,915,613 369,764,600
Office of Information and Technology 287,769,163 290,648,623
Subtotal, Technology and N 1 Support 757,481,443 765,624,981
Total 1,221,341,000 1,266,651,000

Notes:

Office of Finance - HQ - Funding to support HQ's Finance Personnel Salary & Benefits, contracts and operational costs

Office of Finance - National Support - Funding to support CBP National Programs (Rent, Uniforms, Vehicles, Facilities Projects,
Printing Services, Maintenance and Development of Financial System}
Office of Information and Technology - Funding to support HQ's IT Persennel Salary & Benefits and CBP National IT Programs

and infrastructure

Office of Human Resources - HQ - Funding to support HQ's Office of Human Resources Personnel Salary & Benefits, contracts,

travel, equipment and operational costs

Office of Human Resources - National Support - Funding to support CBP National Programs (National/Quality Recruitment,
Retirement, Medical/Pre-Employment Screening, Drug-Free Workplace, National Labor & Employee Relations, Workers Comp)

Question: For the Office of Intelligence and Operations Coordination, please provide funding and staffing
for FY07 (from legacy Offices of Intelligence and Anti-Terrorism), estimated for FY08 and requested for FY
09. Please explain how the increased funding for intelligence operations (additional watches and field support)
relate to funding for this office, and how the work of this Office is managed between CBP and the Under

Secretary for Intelligence and Analysis.
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ANSWER:
e FY 2007

Legacy Office of Intelligence = 66 FTE $10.1 million
Legacy Office of Anti-terrorism = 29 FTE $7.5 million
Office of Field Operations = 27 FTE $3.7 million
Office of Border Patrol = 16 FTE, $6.5 million
Office of Information Technology = 2 FTE, $1.8 million
Total = 140 FTE, $25.1 million total budget

e Estimated FY08:
175 FTE, $30.1 million total budget

¢ FY 2009:
$54.1 million total budget

Office of Intelligence and Operations Coordination
PPA Allocations FY2008 to FY 2009

FY 2008 FY 2009

Headquarters Management and Administration 18.75M 42.75M
Inspections, Trade & Travel Facilitation at the POEs
(Office of Field Operations) 1.37M 1.3TM
International Cargo Screening-
Container Security Initiative 115M 1.15M
Systems for Targeting 6IM 61M
National Targeting Center 1.73M 1.73M
Border Security and Control Between the POEs 6.5M 6.5M

Total 30.1M 54.1M

Initial funding for the Office of Intelligence and Operations Coordination, which was stood up October 1, 2007,
represented the combined budgets of the legacy Office of Intelligence and Office of Anti-Terrorism, legacy
Headquarters, Border Patrol Intelligence, and legacy Targeting Teams from the Office of Field Operations and
Office of Information Technology. Additionally, consistent with the Commissioner’s vision that CBP become a
fully integrated, intelligence-driven organization, planning is underway to: stand up a 24/7 Intelligence Watch
capability to provide Total Situational Awareness for our All Crimes/All Threats/All Hazards mission set
throughout our Area of Responsibility; stand up Field Intelligence and Operations Coordination Centers to
provide location and mission-specific support to field decision-makers; develop an Analytical Framework for
Intelligence to substantially improve the productivity of our Intelligence Officers; and to deploy classified
communications systems Homeland Secure Data Network (HSDN) to the most critical field sites. Detailed
deployment and budget planning for each of these actions are underway and on target.

The CBP Office of Intelligence and Operations Coordination (OIOC) is responsible for the entire CBP
intelligence cycle, including planning, collecting, processing, producing and disseminating all-source
information and intelligence in support of CBP’s mission. OIOC ensures that intelligence meets the
requirements of CBP decision-makers and is closely linked with passenger and cargo targeting efforts. In
addition, OIOC has critically important Incident Management and Operations Coordination missions, serving as
the facilitator for intra- and inter-agency enforcement and intelligence-driven special operations, and as a
designated key part of the Emergency Support Function under the National Response Framework, responsible
for public safety and security for incident management activities,

DHS I&A is an OIOC customer, mission partner, and a service provider. The relationship between OIOC and
DHS I&A is robust — we collaborate on long- and short-term analytical studies, with a team of DHS 1&A
Intelligence Reports Writers embedded within OIOC. The Collection Management program (the formal
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program for customers to identity standing intelligence requirements) is totally integrated. In addition, the joint
efforts of DHS 1&A and OIOC have resulted in a high level of success in Intelligence Training. Further, OIOC
participates actively in all bodies of the DHS Intelligence Governance structure and is totally integrated into
DHS 1&A’s Information Sharing construct. As evidence of the effectiveness of this relationship, OIOC
produces more than 75% of the total intclligence output of DHS.

Question: Operational Activity Costs -- Using your Cost Management Information System, please provide an
cstimate of the operational activity costs within the Border Security Inspections and Trade Facilitation at Ports
of Entry PPA, the Border Security and Control Between the Ports of Entry PPA, as well as within other PPA
categories if possible.

ANSWER: The following comes from the Statement of Net Cost.

! FY 2007 |

‘Border Security Inspections and Trade Facilitation at Ports of Entry
Gross Costs:

Passenger Processing $ 3012224
Trade Compliance $ 2162401
‘Outbound $ 94,851
Anti-Terrorism $ 625630
Total Gross Costs $ 5895106
Less: Eamed Revenue $ 958310
Net Program Costs $ 4936796

Border Security and Control Between Ports of Entry
Gross Costs $§ 3262284

Less: Eamed Revenue $ 530,318
Net Program Costs $ 2,731,966
Air and Marine Operations

Gross Costs $ 423474
Less: Earned Revenue $ 68,840
Net Program Costs $ 354634
Net Cost of Operations $ 8,023,396

Question: Cost Modules - Please provide current CBP staff costing modules that make up the 1st — 3rd year
position mode! costs for CBP employees, with associated assumptions for supervisory ratios. This should tie to
costing assumptions for the additional 2,200 Border Patro} Agents, 539 CBP Officers, 24 Air Interdiction
Agents, 25 Intel analysts, and 24 General Investigative positions.

ANSWER: Please see following table.



2009 Model st Year Costs 2nd Year Costs 3rd Year Costs
Grade Casts Grade Costs Grade Costs
Border Patrol Agent GS-07 $159.642 | GS-09 $152.318 | GS-11 $175.142
CBP Officer GS-07" $100,862 | GS-09 $112,883 | GS-11 $131,329
Alr Interdiction Agent (Piloy G8-13 $189.464 | GS-13 5206312 1 GS-13 $217.652
Marine Interdiction Agent GS-12 3179073 | GS-12 $199.193 | G8-12 $209,286
Canine Enforcement Officer GS-11 $179.232 | GS-11 $153,839 | GS-11 $161.190
Agricultural Specialist GS-07* $102,123 | GS-09 $113,873 | GS-11 $132.346
Import Specialist G8-12 $80,637 | GS-12 $129.614 | GS-12 $136.781
Intelligence Analyst (5-13 $85,134 1 GS-13 $146.877 | GS-13 $155,085
Auditor GS-13 $93,761 | GS-13 $150.394 | GS-13 $158,674
Administrative Professional GS-14 $94,719 | GS-14 $167,196 | GS-14 $176,610
General Support G8-12 $76,744 | GS-12 $120,083 | G§-12 $136,239

1. Assumes an average on-board date of April 1, 2008,
2. Includes funding ($3,774) 1o allow for the creation of supervisory positions at a ratio of 1:7. Does not include funding to expand IT

infrastructure
3. Includes funding
4. Inciudes funding

,378) to atlow for the creation of supervisory positions at a ratio of 1:9.
2613 1o alow for the creation of supervisory positions at a ratio of 1:10.

Question: Staffing data - For CBF Positions, overtime and attrition, and recognizing that some positions
operate in multiple environments, please use the Customs Overtime and Scheduling System (COSS) and other
resources to provide the following information:
= List CBP personnel assigned to each pott of entry, broken out by end-of-fiscal-year on-board positions
for position type, Jocation (land border, seaport, airport, other), and the source of this data. Please also

include overtime data for FYO7 and projected for FY's 08-09 for each port of entry;

ANSWER: The following table includes the requested data as of 9/29/07.

icer i

Mission Support 2

AREA PORT OF CHARLOTTE, NC Mission Support 4
AREA PORT OF NORFOLK, VA Mission Support i
AREA PORT OF SAVANNAH, GA Mission Support 2
ATLANTA FIELD OPERATIONS - HEADQUARTERS CBP Officer H
Mission Support 28

COMMERCIAL DIVISION CBP Officer 3
Mission Support 35

ENTRY BRANCH 4
FIELD MISSION SUPPORT i5
FP & FSTAFF 9
IMPORTS ANALYSIS BRANCH 2
IMPORTS ANALYSIS/ENTRY UNIT Mission Support 28
INSPECTION DIVISION CBP Officer 169
Ag Specialist 32

Mission Support 5
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INSPECTION DIVISON CBP Officer 46
Ag Specialist 12
Mission Support 3

MYRTLE BEACH AIRPORT CBP Officer 1

OUTBOUND/ANTI-SMUGGLING CBP Officer 38
Mission Support 2

PASSENGER/OPERATIONS SUPPORT CBP Officer

PORT OF ATLANTA, GA CBP Officer 209
Ag Specialist 70

Mission Suppont

PORT OF BEAUFORT-MOREHEAD, NC CBP Officer
Ag Specialist
PORT OF BRUNSWICK, GA CBP Officer

Ag Specialist

Mission Support

PORT OF CHARLESTON, WV CBP Officer
Mission Support

PORT OF COLUMBIA, SC CBP Officer

PORT OF DURHAM, NC CBP Officer

Ag Specialist

Mission Support
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PORT OF GREENVILLE-SPARTANBURG, SC CBP Officer
Mission Support
PORT OF NEW RIVER VALLEY, VA CBP Officer
PORT OF NEWPORT NEWS, VA CBP Officer
Mission Support
PORT OF RICHMOND-PETERSBURG, VA CBP Officer
Ag Specialist
Mission Support
PORT OF WILMINGTON, NC CBP Officer 19
Ag Specialist i
Mission Support 3
PORT OF WINSTON-SALEM, NC CBP Officer 3
TRADE OPERATIONS CBP Officer 1
Ag Specialist 14
Mission Support 19
Atlanta Field Office Total 894
Baltimore Field Office AREA PORT OF BALTIMORE, MD Ag Specialist 6
Mission Support 3
AREA PORT OF PHILADELPHIA, PA CBP Officer 1
Ag Specialist 19
Mission Support 12
AREA PORT OF WASHINGTON, DC CBP Officer 1
Mission Support 2
ATLANTIC CITY USER FEE AIRPORT CBP Officer 1
BALTIMORE APHIS INSPECTORS Mission Support 1
BALTIMORE FIELD OPERATIONS - HEADQUARTERS Mission Support 19
BALTIMORE/WASHINGTON AIRPORT BWI CBP Officer 7
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Mission Support 3

COMMERCIAL DIVISION CBP Officer 5
Apg Specialist 5

Mission Support 16

ECF UPS HUB PHILADELPHIA, PA CBP Officer 4
ENTRY BRANCH CBP Officer 1
Mission Support 23

FIELD MISSION SUPPORT Mission Support 4
FP & FSTAFF Mission Support 9
INSPECTION BRANCH CBP Officer 203
Ag Specialist 13

. Mission Support 7
INSPECTION DIVISION CBP Officer 231
Ag Specialist 16

Mission Support 7

PORT OF ALEXANDRIA VA CBP Officer 1
PORT OF ANNAPOLIS, MD Ag Specialist 1
PORT OF CHESTER PA/WILMINGTON, DE CBP Officer it
Ag Specialist 7

Mission Support 2

PORT OF HARRISBURG, PA CBP Officer 3
PORT OF LEHIGH VALLEY, PA CBP Officer i
PORT OF PITTSBURGH, PA CBP Officer 14
Ag Specialist 3

Mission Support 4

PORT OF WILKES BARRE/SCRANTON, PA CBP Officer i
Mission Support 1

TARIFF & TRADE BRANCH 1 CBP Officer 7
Ag Specialist 1

Mission Support 11

TARIFF & TRADE BRANCH 2 Mission Support 10
TRENTON/MERCER CO USER FEE AIRPORT CBP Officer 1
Baltimore Field Office Total 698
Boston Field Office AREA PORT OF BOSTON CBP Officer 1
Mission Support 3

AREA PORT OF PORTLAND CBP Officer 1
Mission Support 4

AREA PORT OF ST. ALBANS, VT CBP Officer 16
Mission Support 7

A-TCET CBP Officer 33
Mission Support 3

DIRECTOR, FIELD OPERATIONS Mission Support 20
ENTRY BRANCH Mission Support 8
FIELD MISSION SUPPORT Mission Support 10
FP&F STAFF Mission Support 10
HANSCOM USER FEE AIRBASE CBP Officer 1
INSPECTION DIVISION CBP Officer 15

Ag Specialist
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Mission Support 5

LOGAN AIRPORT DIVISION CBP Officer 122
Ag Specialist 24

Mission Support 6

MANCHESTER USER FEE AIRPORT CBP Officer i
PORT OF BANGOR, ME CBP Officer 12
Ag Specialist 1

Mission Support 1

PORT OF BEECHER FALLS, VT CBP Officer 24
PORT OF BELFAST, ME CBP Officer 1
PORT OF BRIDGEPORT CT CBP Officer 3
Ag Specialist 2

PORT OF BRIDGEWATER, ME CBP Officer 11
PORT OF BURLINGTON, VT CBP Officer 3
PORT OF CALAIS, ME CBP Officer 64
Ag Specialist 4

Mission Support 4

PORT OF DERBY LINE, VT CBP Officer 70
Ag Specialist 3

Mission Support 2

PORT OF EASTPORT, ME CBP Officer 14
PORT OF FORT FAIRFIELD.ME CBP Officer 23
Mission Support 1

PORT OF FORT KENT,ME CBP Officer 19
PORT OF GLOUCESTER, MA CBP Officer 2
PORT OF HARTFORD CT CBP Officer 10
Ag Specialist 1

Mission Support 3

PORT OF HIGHGATE SPRINGS,VT CBP Officer 76
Ag Specialist b

Mission Support 3

PORT OF HOULTON, ME CBP Officer 59
Ag Specialist 3

Mission Support 2

PORT OF JACKMAN ME CBP Officer 40
Ag Specialist 1

Mission Support 2

PORT OF MADAWASKA, ME CBP Officer 21
Mission Support 1

PORT OF NEW BEDFORD MA CBP Officer 2
PORT OF NEW HAVEN CT CBP Officer 4
. Ag Specialist i

PORT OF NORTON, VT CBP Officer 16
Mission Support i

PORT OF PORTSMOUTH, NH CBP Officer 2
PORT OF PROVIDENCE, RI CBP Officer 9
Ag Specialist 1

Mission Support 3
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PORT OF RICHFORD, VT CBP Officer 39
Mission Support 1

PORT OF SPRINGFIELD MA CBP Officer 1
PORT OF VAN BUREN, ME CBP Officer 20
Ag Specialist 1

PORT OF VANCEBORO, ME CBP Officer 10
PORT OF WORCESTER, MA CBP Officer 2
TRADE ENFORCEMENT & FACILITATION Mission Support 53
Boston Field Office Total 948
Buffalo Field Office AREA PORT OF ALEXANDRIJA BAY, NY CBP Officer 84
Ag Specialist 3

Mission Support 4

AREA PORT OF BUFFALO, NY Mission Support 1
AREA PORT OF CHAMPLAIN, NY Mission Support 4
BINGHAMPTON REGIONAL AIRPORT CBP Officer 1
BUFFALO FIELD OPERATIONS - HEADQUARTERS Mission Support 33
COMMERCIAL DIVISION Mission Support 117
FIELD MISSION SUPPORT Mission Support 4
FP & F STAFF Mission Support 12
INSPECTION DIVISION CBP Officer 687
Ag Specialist 38

Mission Support 13

PORT OF ALBANY, NY CBP Officer 8
Ag Specialist 1

Mission Support 2

PORT OF MASSENA, NY CBP Officer 58
Mission Support 1

PORT OF OGDENSBURG, NY CBP Officer 46
PORT OF ROCHESTER, NY CBP Officer 7
PORT OF SYRACUSE, NY CBP Officer 4
Mission Support 1

PORT OF TROUT RIV/CHATEAU/COVINGTON, NY CBP Officer 52
Mission Support 1

Buffalo Field Office Total 1182
Chicago Field Office AIRBORNE AIR PARK AIRPORT CBP Officer 1
AREA PORT OF CHICAGO, 1L CBP Officer 4
Mission Support 7

AREA PORT OF CLEVELAND, OH Mission Support i
AREA PORT OF MINNEAPOLIS, MN Mission Support 5
AREA PORT OF §T. LOUIS, MO CBP Officer 10
Ag Specialist i

Mission Support 5

BLUE GRASS AIRPORT CBP Officer 1
CANINE BRANCH CBP Officer 7
Ag Specialist 4

CHICAGO FIELD OPERATIONS - HEADQUARTERS Mission Support 39
COMMERCIAL DIVISION CBP Officer 1

Mission Support
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COMMODITY BRANCH Mission Support 45
COMMODITY TEAM BRANCH Mission Support 41
CUSTOMSHOUSE INSPECTION BRANCH CBP Officer 1
DECATUR USER FEE AIRPORT CBP Officer 1
DRAWBACK BRANCH Mission Support 7
DUPAGE AIRPORT AUTHORITY CRBP Officer 1
ECF BAX HUB TOLEDO OHIO CBP Officer 2
ECF DHL HUB WILMINGTON OH CBP Officer 26
Ag Specialist 5
Mission Support 1
ECF FEDEX HUB INDIANAPOLIS IN CBP Officer 12
Ag Specialist 2
Mission Support 2
ENTRY BRANCH Mission Support 55
FIELD MISSION SUPPORT Mission Support 9
FOREIGN MAIL BRANCH Mission Support 3
FORT WAYNE INTERNATIONAL AIRPORT CBP Officer 1
FP & F STAFF Mission Support 14
INSPECTION BRANCH CBP Officer 59
Ag Specialist 12
Mission Support 5
INSPECTION DIVISION CBP Officer 428
Ag Specialist 85
Mission Support 15
MAIL BRANCH CBP Officer i
MIDAMERICA USER FEE AIRPORT CBP Officer 1
MIDWAY INSPECTION BRANCH CBP Officer 8
PAL-WAUKEE AIRPORT CBP Officer 1
PORT OF ASHTABULA/CONNEAUT, OH CBP Officer 2
PORT OF CINCINNATI, OH/LAWRENCEBURG, IN CBP Officer 1
Ag Specialist 1
PORT OF COLUMBUS, OH CBP Officer 9
Ag Specialist 1
Mission Support 3
PORT OF DAVENPORT/ROCK ISLAND/MOLINE, IL CBP Officer 1
PORT OF DAYTON, OH CBP Officer 5
Mission Support I
PORT OF DES MOINES, 1A CBP Officer 1
PORT OF DULUTH, MN CBP Officer 4
Ag Specialist i
Mission Support 3
PORT OF ERIE, PA CBP Officer 3
PORT OF GREEN BAY, Wi CBP Officer 2
PORT OF INDIANAPOLIS, IN CBP Officer 1
Mission Support 1
PORT OF KANSAS CITY, MO CBP Officer 4
PORT OF LOUISVILLE, KY CBP Officer 1
Mission Support 2
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PORT OF MANITOWOC, W1 Mission Support 1
PORT OF MILWAUKEE, W1 CBP Officer i1
Ag Specialist 1

Mission Support 6

PORT OF OMAHA, NE CBP Officer 1
Ag Specialist 1

Mission Support 1

PORT OF OWENSBORO, KY/EVANSVILLE, IN CBP Officer 1
PORT OF RACINE, WI CBP Officer 1
PORT OF ROCKFORD, 1L, CBP Officer 2
PORT OF SIOUX FALLS, SD CBP Officer 2
PORT OF SPIRIT OF ST. LOUIS AIRPORT CBP Officer 1
PORT OF SPRINGFIELD, MO CBP Officer 1
PORT OF TOLEDO/SANDUSKY, OH CBP Officer 5
PORT OF WICHITA, KS CBP Officer 2
ROCHESTER USER FEE AIRPORT CBP Officer 1
TRADE OPERATIONS DIVISION Mission Support 2
UPS COURIER HUB LOUISVILLE KY CBP Officer 21
Ag Specialist 3

Mission Support 3

WAUKEGAN REGIONAL AIRPORT CBP Officer 1
Chicago Field Office Total 1062
Detroit Field Office AREA PORT OF PORT HURON, Mi CBP Officer 3
Mission Support 2

COMMODITY BRANCH Mission Support 4
COMMODITY TEAM BRANCH Mission Support 48
DETROIT FIELD OPERATIONS - HEADQUARTERS CBP Officer i
Mission Support 27

ENTRY BRANCH Mission Support 31
FP & F STAFF Mission Support 15
INSPECTION BRANCH CBP Officer 396
Ag Specialist 18

Mission Support 9

INSPECTION DIVISION CBP Officer 276
Ag Specialist 11

Mission Support 5

OAKLAND/PONTIAC USER FEE AIRPORT CBP Officer 3
PORT OF BATTLE CREEK, MI CBP Officer 2
PORT OF DETROIT, Ml Mission Support 5
PORT OF DETROIT, MI (AIRPORT) CBP Officer 175
Ag Specialist 23

Mission Support 25

PORT OF GRAND RAPIDS, Ml CBP Officer 3
PORT OF SAGINAW/BAY CITY/FLINT, MI CBP Officer 2
PORT OF SAULT SAINTE MARIE, Mi CBP Officer 2
Mission Support 1

WILLOW RUN AIRPORT CBP Officer 3
Detroit Field Office Total 1090




266

El Paso Field Office AREA PORT OF SANTA TERESA, NM CBP Officer 64
Ag Specialist 2

Mission Support 1

CANINE OPERATIONS CBP Officer 56
Mission Support 2

CARGO BRANCH CBP Officer 23
Mission Support 2

COMMERCIAL DIVISION Mission Support 2
DUTY ASSESSMENT BRANCH 1 Mission Support 7
DUTY ASSESSMENT BRANCH 2 Mission Support 14
EL PASO FIELD OPERATIONS - HEADQUARTERS CBP Officer 1
Mission Support 35

ENTRY BRANCH Mission Support 11
FP & F STAFF Mission Support 18
PASSENGER INSPECTION DIVISION CBP Officer 648
Ag Specialist 51

Mission Support 16

PORT OF ALBUQUERQUE, NM CBP Officer 7
Ag Specialist 2

PORT OF COLUMBUS, NM CBP Officer 54
Ag Specialist 3

Mission Support 3

PORT OF EL PASO, TX Mission Support 4
PORT OF FABENS, TX CBP Officer 61
Ag Specialist 4

Mission Support 2

PORT OF PRESIDIO, TX CBP Officer 59
Ag Specialist 1

Mission Support 4

El Paso Field Office Total 1157
Houston Field Office ADDISON AIRPORT CBP Officer 1
AREA PORT OF DALLAS/FT. WORTH, TX CBP Officer 1
Mission Support 8

AREA PORT OF HOUSTON/GALVESTON, TX CBP Officer 1
Mission Support 2

CARGO AND CARRIER COMPLIANCE BRANCH CBP Officer 96
Ag Specialist 35

Mission Support 3

CARGO ENFORCEMENT BRANCH CBP Officer 108
Ag Specialist 9

Mission Support 1

CARGO PROCESSING BRANCH 1 CBP Officer 17
Ag Specialist 7

Mission Support 3

COLLIN COUNTY REGIONAL AIRPORT CBP Officer H
COMMERCIAL DIVISION Mission Support 1
CONTRABAND ENFORCEMENT BRANCH CBP Officer 20
Ag Specialist 4
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Mission Support

DRAWBACK BRANCH Mission Support 9
DUTY ASSESSMENT BRANCH Mission Support 14
ENTRY BRANCH Mission Support 8
FP & F STAFF Mission Support 14
HOUSTON FIELD OPERATIONS - HEADQUARTERS CBP Officer 1
Mission Support 29

MIDLAND AIRPORT CBP Officer 1
OPERATIONS SUPPORT BRANCH CBP Officer 4
Mission Support 6

PASSENGER COMPLIANCE BRANCH CBP Officer 225
Ag Specialist 31

Mission Support 6

PASSENGER ENFORCEMENT BRANCH CBP Officer 3
Mission Support 1

PASSENGER PROCESSING BRANCH CBP Officer 133
Ag Specialist 29

Mission Support 7

PORT OF AMARILLO, TX CBP Officer i
PORT OF AUSTIN, TX CBP Officer 5
Ag Specialist 1

Mission Support 1

PORT OF CORPUS CHRISTIL, TX CBP Officer 8
Ag Specialist 3

Mission Support 1

PORT OF FREEPORT, TX CBP Officer 2
Ag Specialist i

PORT OF LUBBOCK, TX CBP Officer 1
PORT OF OKLAHOMA CITY, OK CBP Officer 2
Ag Specialist 1

Mission Support 1

PORT OF PORT ARTHUR/BEAUMONT, TX CBP Officer 5
Ag Specialist 2

Mission Support 1

PORT OF SAN ANTONIO, TX CBP Officer 26
Ag Specialist 3

Mission Support 4

PORT OF TULSA, OK CBP Officer 3
SUGARLAND, TX USER FEE AIRPORT CBP Officer 1
TRADE COMPLIANCE DIVISION CBP Officer 3
Ag Specialist 5

TRADE PROGRAMS BRANCH CBP Officer 15
Ag Specialist 7

Mission Support 36

Houston Field Office Total 979
Laredo Field Office CANINE ENFORCEMENT BRANCH CBP Officer 45
Mission Support 1

COMMERCIAL BRANCH Mission Support 9
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DUTY ASSESSMENT BR | (LAREDO) Mission Support 39
DUTY ASSESSMT BR 2 (PHARR) Mission Support 20
ENTRY BRANCH Mission Support 12
FIELD MISSION SUPPORT Mission Support 2
FP & F STAFF Mission Support 29
INSPECTION BRANCH CBP Officer 716
Ag Specialist 66

Mission Support 18

INSPECTION DIVISION CBP Officer 504
Ag Specialist 36

Mission Support 12

LAREDO FIELD OPERATIONS - HEADQUARTERS CBP Officer 1
Mission Support 29

PASSENGER INSPECTION BRANCH CBP Officer 31
Mission Support 2

PORT OF BROWNSVILLE, TX Mission Support 5
PORT OF DEL RIO, TX CBP Officer 128
Ag Specialist 5

Mission Support 7

PORT OF EAGLE PASS, TX CBP Officer 213
Ag Specialist 15

Mission Support 8

PORT OF HIDALGO/PHARR, TX CBP Officer 1
Mission Support 4

PORT OF LAREDO, TX CBP Officer i
Mission Support 8

PORT OF PROGRESO, TX CBP Officer 76
Ag Specialist 6

Mission Support 5

PORT OF RIO GRANDE CITY, TX CBP Officer 52
Ag Specialist 2

Mission Support 2

PORT OF ROMA, TX CBP Officer 97
Ag Specialist 4

Mission Support 2

Laredo Field Office Total 2213
Los Angeles Field Office ANIT-SMUGGLING/EXPORT BRANCH CBP Officer 244
Mission Support 4

BUSINESS SERVICES CENTER SECTION Mission Support 30
CARGO ANTI-SMUGGLING BRANCH CBP Officer 45
Ag Spectalist 1

Mission Support 1

CARGO INSPECTION SECTION CBP Officer 25
Mission Support 2

COMMODITY TEAM BRANCH CBP Officer 1
Mission Support 34

DRAWBACK LIQUIDATION BRANCH Mission Support 3
ENTRY BRANCH Mission Support 15
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EXPORT AND ANTI-SMUGGLING DIVI CBP Officer 12
Ag Specialist i

Mission Support 1

FIELD MISSION SUPPORT Mission Support 14
FP & F STAFF Mission Support 23
1&C CARGO BRANCH CBP Officer 63
Ag Specialist 2

Mission Support 6

INFORMED COMPLIANCE & ANALYSIS CBP Officer 2
Mission Support 3

LA/LONG BEACH SEAPORT AREA CBP Officer 108
Ag Specialist 48

Mission Support 16

LAX AIRPORT AREA CBP Officer 417
Ag Specialist 115

Mission Support 39

LOS ANGELES FIELD OPERATIONS - HEADQUARTERS | Mission Support 41
MARCH INLAND USER FEE AIRPORT CBP Officer 2
Ag Specialist H

MARINE & PASSENGER BRANCH CBP Officer 38
Mission Support i

MEADOWS FIELD BAKERFIELD CA CBP Officer 5
Ag Specialist 2

OPERATIONS BRANCH CBP Officer 66
Ag Specialist 8

PALM SPRINGS AIRPORT CBP Officer 1
PASSENGER DIVISION CBP Officer 35
Ag Specialist 8

Mission Support i

PAX MAIL ANTI-SMUGGLING BRANCH CBP Officer i
PORT OF LAS VEGAS, NV CBP Officer 29
Ag Specialist 3

Mission Support 3

PORT OF PORT HUENEME, CA CBP Officer 2
Ag Specialist i

SAN BERNARDINO USER FEE AIRPORT CBP Officer 1
SANTA MARIA USER FEE AIRPORT CBP Officer 1
SATELLITE BRANCH CBP Officer i8
SOUTHERN CA. LOGISTICS USER FEE AIRPORT CBP Officer 1
TBIT BRANCH CBP Officer 36
Ag Specialist 1

Mission Support 7

TRADE COMPLIANCE BRANCH | Mission Support 7%
TRADE COMPLIANCE BRANCH 2 Mission Support 3
TRADE COMPLIANCE DIVISION CBP Officer 1
Mission Support 14

Leos Angeles Field Office Total 1682
CARGO CONTROL BRANCH CBP Officer 40
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Ag Specialist 84

Mission Support 6

ECFIBC MIAMIFL CBP Officer 1
ECF UPS MIAMI FL CBP Officer 2
ENTRY BRANCH Mission Support 26
FOREIGN MAIL BRANCH CBP Officer 39
Ag Specialist 3

Mission Support 3

FOREIGN MAIL DIVISION CBP Officer 1
FP & F STAFF Mission Support 23
IMPORT SPECIALIST BRANCH Mission Support 33
K-9 ENFORCEMENT DIVISION CBP Officer 39
Ag Specialist 10

Mission Support 3

MIAMI AIRPORT AREA Mission Support 6
MIAMI FIELD OPERATIONS - HEADQUARTERS CBP Officer 10
Mission Support 31

MIAMI SEAPORT AREA CBP Officer 1
Mission Support 4

NARCOTICS DIVISION CBP Officer 135
Ag Specialist 15

Mission Support 2

OUTBOUND DIVISION CBP Officer 12
PASSENGER PROCESSING DIVISION CBP Officer 838
Ag Specialist 104

Mission Support 39

PORT OF KEY WEST, FL CBP Officer 9
Ag Specialist 1

PORT OF PORT EVERGLADES, FL. CBP Officer 211
Ag Specialist 33

Mission Support 13

PORT OF WEST PALM BEACH, FL CBP Officer 44
Ag Specialist 5

Mission Support 3

TRADE COMPLIANCE DIVISION CBP Officer 39
Ag Specialist 17

Mission Support 10

Miami Field Office Total 1895
New Orieans Field Office AREA PORT OF MEMPHIS, TN CBP Officer 1
Mission Suppaort 10

AREA PORT OF MOBILE, AL CBP Officer 1
Mission Support 2

AREA PORT OF NEW ORLEANS, LA Mission Support 3
CANINE BRANCH CBP Officer 2
CONTRABAND ENFORCEMENT BRANCH CBP Officer 42
Ag Specialist 13

DRAWBACK BRANCH Mission Support 5
ECF FEDEX HUB MEMPHIS TN CBP Officer 19
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ENFORCEMENT BRANCH CBP Officer 8
Ag Specialist 9
ENTRY BRANCH Mission Support 25
FP & F STAFF Mission Support 13
IMPORT SPECIALIST BRANCH Mission Support 28
INSPECTION BRANCH CBP Officer 37
Ag Specialist 10
NEW ORLEANS FIELD OPERATIONS - Misston Support 25
HEADQUARTERS
OPERATIONS BRANCH CBP Officer 10
Mission Support i
PASSENGER BRANCH CBP Officer 3
PORT OF BATON ROUGE, LA CBP Officer 6
Ag Specialist 2
Mission Support i
PORT OF BIRMINGHAM, AL CBP Officer 2
Ag Specialist 1
Mission Support 1
PORT OF CHATTANOOGA, TN CBP Officer 3
PORT OF GRAMERCY, LA CBP Officer 1
Mission Support 1
PORT OF GULFPORT, MS CBP Officer 25
Ag Specialist
Mission Support
PORT OF HUNTSVILLE, AL CRP Officer
Ag Specialist
Mission Support
PORT OF KNOXVILLE, TN CBP Officer
PORT OF LAKE CHARLES, LA CBP Officer
Ag Specialist
Mission Support
PORT OF LITTLE ROCK, AK CBP Officer
Mission Support
PORT OF MORGAN CITY, LA CBP Officer

Ag Specialist

Mission Support

PORT OF NASHVILLE, TN CBP Officer

Ag Specialist
PORT OF PASCAGOULA, MS CBP Officer

Ag Specialist

Mission Support
PORT OF SHREVEPORT, LA CBP Officer

Ag Specialist

Mission Support
PORT OF VICKSBURG, MS CBP Officer
ROGERS USER FEE AIRPORT CBP Officer
TRADE INSPECTIONAL BRANCH CBP Officer

Ag Specialist
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Mission Support 4

[ TRI-CITY AIRPORT, BLOUNTVILLE, TN CBP Officer 2

New Orleans Field Office Total 385

New York (Port) Field AIR OPERATIONS DIVISION Mission Support 1
Office

AREA MISSION SUPPORT TEAMS Mission Support 25

CARGO C & E BRANCH CBP Officer 70

Mission Support 2

CARGO/CARRIER C&C BRANCH CBP Officer 76

Ag Specialist 40

Mission Support 8

ENFORCEMENT BRANCH CBP Officer 146

Mission Support 2

ENFORCEMENT OPERATIONS DIVISION CBP Officer 43

Ag Specialist 3

Mission Support 1

FP & F STAFF Mission Support 52

JFK AIRPORT AREA Mission Support 2

K-9 BRANCH CBP Officer 20

MAIL BRANCH CBP Officer 29

Ap Specialist 3

Mission Support 18

MOBILE ENFORCEMENT BRANCH CBP Officer 90

. Ag Specialist 6

Mission Support 7

MORRISTOWN AIRPORT, NJ CBP Officer i

NEW YORK FIELD OPERATIONS - HEADQUARTERS CBP Officer 9

Mission Support 18

NEW YORK-NEWARK PORT AREA CBP Officer 2

Mission Support 9

PASSENGER C & E BRANCH CBP Officer 343

Ag Specialist 78

Mission Support 12

PASSENGER OPERATIONS DIVISION CBP Officer 2

Mission Support i

PORT OF PERTH AMBOY CBP Officer 4

ROVER ENFORCEMENT BRANCH CBP Officer 21

SEA OPERATIONS DIVISION CBP Officer 8

Mission Support 3

TERMINAL ENFORCEMENT BRANCH CBP Officer 857

Ag Specialist 110

Mission Support 25

TRADE OFPERATIONS BRANCH | Mission Support 48

TRADE OPERATIONS BRANCH 2 Mission Support 51

TRADE OPERATIONS BRANCH 3 Mission Support 48

TRADE OPERATIONS BRANCH 4 Mission Support 42

TRADE OPERATIONS BRANCH A Mission Support 71

TRADE OPERATIONS BRANCH B Mission Support 45
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TRADE OPERATIONS BRANCH C CBP Officer 98
Ag Specialist 41

Mission Support 11

TRADE OPERATIONS BRANCHD Mission Support 89
TRADE OPERATIONS DIVISION Ag Specialist 1
Mission Support 8

New York (Port) Field Office Total 2702
Portland Field Office AREA PORT OF ANCHORAGE, AKX Mission Support 9
AREA PORT OF PORTLAND, OR CBP Officer 1
Mission Support 9

CENTENNIAL AIRPORT, ENGLEWOOD, CO CBP Officer 1
COMMERCIAL BRANCH Mission Support 10
COMMODITY BRANCH Mission Support 2
EAGLE COUNTY REGIONAL UF AIRPORT CBP Officer 1
ECF FEDEX HUB ANCHORAGE, AK CBP Officer 14
Ag Specialist 1

ECF UPS HUB ANCHORAGE, AK CBP Officer 5
ENTRY BRANCH Mission Support 5
HILLSBORO USER FEE AIRPORT CBP Officer 1
INSPECTION BRANCH CBP Officer 73
Ag Specialist 18

Mission Support 3

INTERDICTION BRANCH CBP Officer 7
Ag Specialist 1

JEFFERSON CITY AIRPORT ~ CBP Officer 1
OPERATIONS DIVISION Mission Support 1
OUTBOUND BRANCH CBP Officer 5
Mission Support 2

PASSENGER PROCESSING BRANCH CBP Officer 21
Ag Specialist 5

Mission Support 1

PASSENGER/OUTBOUND/INTERDICTION DIVISION CBP Officer 7
Mission Support 1

PORT OF ALCAN, AK CBP Officer 11
PORT OF ASTORIA, OR CBP Officer 3
PORT OF BOISE, ID CBP Officer 2
PORT OF COOS BAY, OR CBP Officer 1
PORT OF DALTON CACHE, AK CRBP Officer 11
PORT OF DENVER, CO Mission Support 4
PORT OF DUTCH HARBOR, AK CBP Officer 1
PORT OF FAIRBANKS, AK CBP Officer 4
PORT OF JUNEAU, AK CBP Officer 3
PORT OF KETCHIKAN, AK CBP Officer 10
Ag Specialist 1

Mission Support 2

PORT OF LONGVIEW, WA CBP Officer 2
PORT OF NEWPORT, OR CBP Officer 1
PORT OF NOME, AK CBP Officer 1
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PORT OF SITKA, AK CBP Officer 1
PORT OF SKAGWAY, AK CBP Officer 2
PORT OF VALDEZ, AK CBP Officer 1
PORT OF WRANGELL, AK CBP Officer 1
PORTLAND FIELD OPERATIONS - HEADQUARTERS Mission Support 4
TRADE COMPLIANCE DIVISION Mission Support 1t
Portiand Field Office Total 292
Preclearance Operations ARUBA PRECLEARANCE CBP Officer 12
Ag Specialist 2

BERMUDA PRECLEARANCE CBP Officer 12
Ag Specialist 1

CALGARY CANADA PRECLEARANCE CBP Officer 27
Mission Support 1

DUBLIN IRELAND PRECLEARANCE CBP Officer 5
EDMONTON CANADA PRECLEARANCE CBP Officer 14
FREEPORT BAHAMAS PRECLEARANCE CBP Officer 12
HALIFAX CANADA PRECLEARANCE CBP Officer 18
MONTREAL CANADA PRECLEARANCE CBP Officer 43
Ag Specialist 1

Mission Support 1

NASSAU BAHAMAS PRECLEARANCE CBP Officer 31
Mission Support 1

OTTAWA CANADA PRECLEARANCE CBP Officer 19
PRECLEARANCE OPERATIONS Mission Support 4
SHANNON IRELAND PRECLEARANCE CBP Officer 6
TORONTO CANADA PRECLEARANCE CBP Officer 126
Ag Specialist 1

Mission Support 2

VANCOUVER CANADA PRECLEARANCE CBP Officer 79
VICTORIA CANADA PRECLEARANCE CBP Officer 13
WINNIPEG CANADA PRECLEARANCE CBPF Officer 12
Preclearance Operations Total 443
San Diego Field Office CALEXICO ENTRY BRANCH Mission Support 6
FP & F STAFF Mission Support 35
OTAY MESA CARGO CBP Officer 138
Ag Specialist 10

Mission Support 35

PORT OF ANDRADE CA CBP Officer 50
Ag Specialist 2

Mission Support 1

PORT OF CALEXICO, CA CBP Officer 361
Ag Specialist 19

Mission Support 26

PORT OF SAN DIEGO, CA CBP Officer 56
Ag Specialist 11

Mission Support 4

PORT OF TECATE, CA CBP Officer 62
Ag Specialist 2
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Mission Support 3

SAN DIEGO - FIELD OPERATIONS CBP Officer 1
Mission Support 35

SAN YSIDRO PASSENGER CBP Officer 825
Ag Specialist 29

Mission Support 41

San Diego Field Office Total 1752
San Francisco Field Office AIR CARGO BRANCH CBP Officer 8
Ag Specialist 9

Mission Support 2

AIR PASSENGER BRANCH CBP Officer 307
Ag Specialist 57

Mission Support 33

AIRPORT BRANCH CBP Officer 6
AREA PORT OF HONOLULU, HI Ag Specialist i
Mission Support 7

AREA PORT OF SAN FRANCISCO, CA CBP Officer 1
Mission Support 19

ECF DHL HUB SAN FRANCISCO, CA CBP Officer 1
ECF FEDEX FACILITY OAKLAND, CA CBP Officer 3
Ag Specialist 1

ENTRY BRANCH Mission Support 6
FIREARMS AND TRAINING CBP Officer 9
Mission Support 2

FP & F DIVISION Mission Support 5
FP & F STAFF Mission Support 12
FRESNO YOSEMITE INTERNATIONAL AIRPORT CBP Officer 4
Ag Specialist 2

GUAM CBP Officer 72
Mission Support 3

INTERNATIONAL MAIL BRANCH CBP Officer 4
Ag Specialist 3

Mission Support 5

OPERATIONS SUPPORT STAFF CBP Officer 1
Mission Support 3

PASSENGER OPERATIONS DIVISION Mission Support 1
PASSENGER PROCESSING BRANCH CBP Officer 163
Ag Specialist 31

Mission Support 11

PORT OF EUREKA, CA CBP Officer 1
PORT OF FRESNQ, CA CBP Officer 1
PORT OF KAHULUI, HI CBP Officer 2
PORT OF KONA-HILO, HI CBP Officer 12
Ag Specialist 2

PORT OF NAWILIWILI-PORT ALLEN, HI CBP Officer 1
PORT OF RENO, NV CBP Officer 2
PORT OF SALT LAKE CITY, UT CBP Officer 13

Ag Specialist
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Mission Support 2

PORT OF SAN JOSE, CA CBP Officer 1

SACRAMENTO INTERNATIONAL AIRPORT CBP Officer 7

Ag Specialist 2

SAN FRANCISCO FIELD OPERATIONS - Mission Support 34
HEADQUARTERS

SEA CARGO BRANCH CBP Officer 1

Ag Specialist 8

Mission Support 2

SEAPORT BRANCH CBP Officer 8

SEAPORT OPERATIONS BRANCH CBP Officer 1

SEIZED PROPERTY BRANCH Mission Support 2

SPECIAL ENFORCEMENT BRANCH CBP Officer 91

Mission Support 4

TRADE COMPLIANCE BRANCH Mission Support 6

TRADE INSPECTION BRANCH CBP Officer 57

Ag Specialist 18

Mission Support 96

TRADE OPERATIONS DIVISION Mission Support 1

San Francisco Field Office Totat 1180

San Juan Field Office AIRPORT BRANCH CBP Officer 188

Ag Specialist 50

Mission Support 6

AREA PORT OF CHARLOTTE AMALIE, USVI CBP Officer 24

Ag Specialist 4

Mission Support 7

AREA PORT OF SAN JUAN, PR Mission Support 6

CET BRANCH CBP Officer 34

Mission Support 1

COMMERCIAL DIVISION Mission Support 4

CONTROL BRANCH Mission Support 1

ENTRY BRANCH Mission Support 14

FIELD MISSION SUPPORT Mission Support i2

FIELD OPERATIONS - SAN JUAN - HEADQUARTERS Mission Support 14

FP & F STAFF Mission Support 9

IMPORTS ANALYSIS BRANCH Mission Support 11

INSPECTION BRANCH CBP Officer 13

Ag Specialist 1

INSPECTION DIVISION CBP Officer 25

Ag Specialist 3

Mission Support i

PORT OF CRISTIANSTED, VI CBP Officer 25

Ag Specialist 7

Mission Support 8

PORT OF CRUZ BAY, VI CBP Officer 2

PORT OF FAJARDO, PR CBP Officer 1

Ag Specialist 1

Mission Support
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PORT OF MAYAGUEZ, PR CBP Officer 32
Ag Specialist 7

Mission Support 2

PORT OF PONCE, PR CBP Officer 7
Ag Specialist 4

Mission Support 2

SPT BRANCH CBP Officer 38
Ag Specialist 14

Mission Support 6

San Juan Field Office Total 595
Seattle Field Office AREA PORT OF BLAINE, WA CBP Officer 217
Ag Specialist 34

Mission Support 49

AREA PORT OF DUNSEITH, ND CBP Officer 21
Ag Specialist i

AREA PORT OF EASTPORT, ID CBP Officer 31
Ag Specialist 4

AREA PORT OF GREAT FALLS, MT CBP Officer 14
Mission Support 13

AREA PORT OF INTL FALLS/RANIER, MN CBY Officer 54
Ag Specialist 4

Mission Support 3

AREA PORT OF OROVILLE, WA CBP Officer 35
Ag Specialist 4

Mission Support 2

AREA PORT OF PEMBINA, ND CBP Officer 119
Ag Specialist 6

Mission Support 40

AREA PORT OF PORTAL, ND CBP Officer 56
Ag Specialist 3

Mission Support 2

AREA PORT OF RAYMOND, MT CBP Officer 22
Ag Specialist 1

Mission Support 1

AREA PORT OF ROSEAU, MN CBP Officer 18
AREA PORT OF SEATTLE. WA CBP Officer 219
Ag Specialist 40

Mission Support 54

AREA PORT OF SUMAS, WA CBP Officer 59
Ag Specialist 7

Mission Support 1

AREA PORT OF SWEETGRASS, MT CBP Officer 67
Ag Specialist 6

Mission Support 4

GRANT COUNTY MOSES LAKE USER FEE AIRPORT CBP Officer 1
PORT OF ABERDEEN, WA CBP Officer 1
PORT OF AMBROSE, ND CBP Officer 3
PORT OF ANACORTES, WA CBP Officer 3
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PORT OF ANTLER, ND CBP Officer 6
PORT OF BAUDETTE, MN CBP Officer 17
PORT OF BELLINGHAM, WA CBP Officer 9
PORT OF BOUNDARY, WA CBP Officer 3
PORT OF CARBURY, ND CBP Officer 6
PORT OF DANVILLE, WA CBP Officer 14
PORT OF DEL BONITA, MT CBP Officer 4
PORT OF EVERETT, WA CBP Officer 1
PORT OF FARGO , ND CBP Officer 2
PORT OF FORTUNA, ND CBP Officer 6
PORT OF FRIDAY HARBOR, WA CBP Officer 5
PORT OF FRONTIER, WA CBP Officer 16
PORT OF GRAND PORTAGE, MN CBP Officer 26
Ag Specialist 1
PORT OF HANNAH, ND CBP Officer 4
PORT OF HANSBORO, ND CBP Officer 5
PORT OF LAURIER, WA CBP Officer 7
PORT OF LYNDEN, WA CBP Officer 33
PORT OF MAIDA, ND CBP Officer 6
PORT OF METALINE FALLS, WA CBP Officer 7
PORT OF MORGAN, MT CBP Officer 5
PORT OF NECHE, ND CBP Officer 7
PORT OF NOONAN, ND CBP Officer 5
PORT OF NORTHGATE, ND CBP Officer 6
PORT OF OPHEIM, MT CBP Officer 5
PORT OF PIEGAN, MT I CBP Officer 12
PORT OF PINECREEK, MN CBP Officer 3
PORT OF POINT ROBERTS, WA CBP Officer 18
PORT OF PORT ANGELES, WA CBP Officer 8
PORT OF PORTHILL, ID CBP Officer 13
PORT OF ROOSVILLE, MT CBP Officer 24
Ag Specialist 2
PORT OF SARLES, ND CBP Officer 6
PORT OF SCOBEY, MT CBP Officer 3
PORT OF SHERWOOD, ND CBP Officer 6
PORT OF SPOKANE, WA CBP Officer 5
PORT OF ST. JOHN, ND CBP Officer 6
PORT OF TACOMA, WA CBP Officer 4
Mission Support 2
PORT OF TURNER, MT CBP Officer 5
PORT OF WALHALLA, ND CBP Officer 6
PORT OF WARROAD, MN CBP Officer 17
Ag Specialist 1
PORT OF WESTHOPE, ND CBP Officer 6
PORT OF WHITETAIL, MT CBP Officer 4
PORT OF WHITLASH, MT CBP Officer 4
SEATTLE FIELD OPERATIONS - HEADQUARTERS CBP Officer i’
1

Mission Support

W
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Seattle Field Office Total 1622
Tampa Field Office AREA PORT OF JACKSONVILLE, FL, CBP Officer 8
Ag Specialist 3

Mission Support 4

AREA PORT OF ORLANDO, FL. CBP Officer 3
Mission Support 2

AREA PORT OF TAMPA, FL. CBP Officer 1
Mission Support 4

CARGO PROCESSING BRANCH CBP Officer i6
Mission Support 1

CET/CES/CEO CBP Officer 60
Ag Specialist 10

Mission Support 1

CET/EXODUS SECTION CBP Officer 44
Ag Specialist 1

COMMERCIAL DIVISION Mission Support 3
DAYTONA BEACH REGIONAL AIRPORT CBP Officer 2
FIELD MISSION SUPPORT Mission Support 2
FP & F STAFF Mission Support 7
IMPORT ANALYSIS/ENTRY UNIT Ag Specialist 1
Mission Support 8

INSPECTION DIVISION CBP Officer 74
Ag Speciatist 19

Mission Support 1

LEESBURG REGIONAL AIRPORT, FL. CBP Officer 1
MELBOURNE REGIONAL AIRPORT CBP Officer 2
PASSENGER ANALYSIS UNIT (PAU) Mission Support 6
PASSENGER PROCESSING BRANCH CBP Officer 12
Ag Specialist 3

PORT OF FERNANDINA, FL. CBP Officer 2
PORT OF FORT MYERS, FL CBP Officer it
Ag Specialist H

PORT OF MANATEE, FL. CBP Officer 2
PORT OF PANAMA CITY, FL. CBP Officer 3
Ag Specialist 2

Mission Support 1

PORT OF PENSACOLA, FL. CBP Officer 2
PORT OF PORT CANAVERAL, FL. CBF Officer 31
Ag Speciahist 4

Mission Support 3

PORT OF SANFORD, FL. CBP Officer 30
Ag Specialist 4

Mission Support 2

PORT OF ST. PETERSBURG, FL CBP Officer 1
SARASOTA/BRADENTON AIRPORT CBP Officer 1
TAMPA FIELD OPERATIONS - HEADQUARTERS CRBP Officer 9
. Mission Support 12

TRADE COMPLIANCE DIVISION CBP Officer 1
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Mission Support 6

Tampa Field Office Total 427
Tucson Field Office AREA PORT OF NOGALES, AZ CBP Officer 5
Mission Support 5

AREA PORT OF PHOENIX, AZ CBP Officer 14
Ag Specialist 1

Mission Support 7

COMMERCIAL BRANCH Mission Support 7
COMMERCIAL DIVISION Mission Support 3
DUTY ASSESSMENT BRANCH Mission Support g
FIELD MISSION SUPPORT Mission Support 2
FP & F STAFF Mission Suppart i
IMPORT COMPLIANCE BRANCH Mission Support 6
INSPECTION BRANCH CBP Officer 24
Ag Specialist 9

Mission Support 1

INSPECTION BRANCH - NOGALES CBP Officer 271
Ag Specialist 34

Mission Support 7

INSPECTION DIVISION CBP Officer 7
Mission Support 2

PORT OF DOUGLAS, AZ CBP Officer 108
Ag Specialist 4

Mission Support 7

PORT OF LUKEVILLE, AZ CBP Officer 22
Ag Specialist 1

Mission Support 2

PORT OF NACO, AZ CBP Officer 33
Mission Support 2

PORT OF SAN LUIS, AZ CBP Officer 136
Ag Specialist 14

Mission Support 15

PORT OF SASABE, AZ CBP Officer i1
PORT OF TUCSON, AZ CBP Officer 10
Ag Specialist 2

Mission Support 1

SCOTTSDALE USER FEE AIRPORT CBP Officer 2
TUCSON FIELD OPERATIONS - HEADQUARTERS CBP Officer 3
Mission Support 31

WILLIAMS GATEWAY USER FEE AIRPORT CBP Officer i
Tucson Field Office Total 830
Grand Total 24028

= List by location FY07 actual on-board and FYs 08-09 planned staffing for Border Patrol Agent and

Aviation Enforcement Agent positions;
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ANSWER: Osnboard Border Patrol Agents by Sector

1
1,098 1470
133 188
166 228
DETROIT BORDER PATROL SECTOR 157 218
GRAND FORKS BORDER PATROL SECTOR 116 149
HAVRE BORDER PATROL SECTOR . 103 133 163
HOULTON BORDER PATROL SECTOR 113 134 158
SPOKANE BORDER PATROL SECTOR 132 180 210
SWANTON BORDER PATROL SECTOR 178 240 290
Border Patrel - Soutlowest Border Sectors Total 13,297 18,718 17,282
DEL RIO BORDER PATROL SECTOR 1.138 1,382 1,582
ElL CENTRO BORDER PATROL SECTOR 894 1,114 1,209
EL PASO BORDER PATROL SECTOR 2,251 2,621 2,909
LAREDO BORDER PATROL SECTOR 1,206 1572 1,752
MARFA BORDER PATROL SECTOR 336 456 657
SAN DIEGO BORDER PATROL SECTOR 2,019 2,269 2,364
TUCSON BORDER PATROL SECTOR 2.806 3,147 3,347
YUMA BORDER PATROL SECTOR 825 1.053 1,178
RIO GRANDE VALLEY BORDER PATROL SECTOR 1,822 2,102 2,284
Berder Patrol - Coastal Sectors Total i72 203 406
MIAMIBORDER PATROL SECTOR 81 91 181
NEW ORLEANS BORDER PATROL SECTOR 52 65 155
RAMEY, PUERTO RICO BORDER PATROL SECTOR. 9 47 70
Total 14,567 17,389 19,533

FROM A&M: We have listed both air interdiction (pilot positions) and aviation enforcement (non-pilot
positions) information below. The total number of Aviation Enforcement Officers for FY 2007 and FY 2008 is
20 distributed geographically as follows:

Tucson, AZ -5
Riverside, CA -1
Homestead, FL -4
Jacksonville, FL -1
Miami, FL - 1
Albuquerque, NM -2
Platisburgh, NY - 1
Oklahoma City, OK - 1
San Antonio, TX -1
Aguadilla, PR -3

® © ® 8 8 © & @ © ®

»  The total number of CBF Alr Interdiction Agents is as follows:

e FY 2007 is 687:
o CBP Alr Interdiction Agent (Pilot Trainee) - 59
o CBP Air Interdiction Agent - 628
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e FY 2008 is 730:
o CBP Air Interdiction Agent (Pilot Trainee) - 57
o CBP Air Interdiction Agent - 673

The following table lists A&M by location:

Total 687 730
us. 667 09
ARIZONA 11 12
DAVIS MONTHAN AFB 6 6
PHOENIX 3 2
SIERRA VISTA 7 6
TUCSON 80 81
YUMA 15 17
CALIFORNIA 75 83
EL CENTRO K 12
MARCH AF BASE 2 2
RIVERSIDE 6 5
SACRAMENTO 2 H
SAN DIEGO 46 52
SAN YSIDRO 10 1
DIST OF COLUMBIA 18 26
FLORIDA 17 112
CLEARWATER o2 i
HOMESTEAD 26 28
HOMESTEAD AFB 7 6
JACKSONVILLE 61 56
MiAMI 4 4
PEMBROKE PINES 2 2
PENSACOLA 4 4
TAMPA 1 i
LOUISIANA 21 23
HAMMOND 21 22
NEW GRLEANS 0 1
MAINE 2 4
HOULTON 2 4
MICHIGAN 3 14
DETROIT 2 12
KIMBALL i 2
MISSQURL 1 &
KANSAS CITY i 0
MONTANA 25 31
GREATFALLS 24 31
HAVRE i 0

NEW MEX1CO 29 18
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ALBUQUERQUE 14 i
DEMING 6 7
NEW YORK 34 35
BUFFALC 4 4
CHAMPLAIN ’ 0 2
NEW CITY 0 1
NEW YORK i 1
PLATTSBURGH 24 22
RONKONKOMA 4 4
TONAWANDA H 1
NORTHDAKOTA 17 19
GRAND FORKS 17 19
OKLAHOMA 16 20
OKLAHOMA CITY 16 20
TEXAS 193 181
CORPUS CHRISTI 47 42
DEL RIO 10 10
EL PASO 37 35
LAREDO 10 10
MARFA 7 8
MCALLEN 13 15
RIC GRANDE CITY 2 0
SAN ANGELO 28 26
SAN ANTONIO 8 7
TOMBALL 22 19
UVALDE 9

WASHINGTON 24 31
BELLINGHAM 17 25
BLAINE 2
SPOKANE 3 4
PUERTO RICO 20 21

= Border Patro]l Agent and CBP Officer FTE history for the last ten fiscal vears and projected through the
end of FY10; and

ANSWER: Please see the following table, which includes Full-time permanent on-board or projected staffing
for BPA’s/CBPO's.

20,019
120107

|

| CBP Officer 10620 1 17e91 | 17881 |

= The overall attrition rate for CBP Officers and Border Patrol Agents for the last ten fiscal years and
projected through FY10. Please include recent attrition rates by Border Patrol Sector, and, for CBPOs,
for the 20 largest (in terms of numbers of CBP employees) ports of entry (air, sea, or Jand).
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ANSWER: Attrition data prior to FY04 was maintained by separate agencies prior to the creation of DHS.
Thus CBP is not able to report data prior to FY04, FY04 data is skewed due to the merger and does not
represent an accurate picture of attrition during that year.

Attrition is a percentage calculation of the number of BPA s or CBPO"s who left their respective occupations at
the listed location compared to the total number on board and-hired for the fiscal year. These numbers have
been annualized for FY 2008,

i1L1%
} CBP Officer ] 6.5% 8.2% 9.6% 8.9% §.9% 8.9%
* = FY08 data as of 3/1/08,

* EY08 attrition rate annualized.

Attrition — BPA by Secter FY08

Border Pairol - Northern Border Sectors 33%
BLAINE BORDER PATROL SECTOR 6.1%
BUFFALO BORDER PATROL SECTOR 9.9%
DETROIT BORDER PATROL SECTOR 3.2%
GRAND FORKS BORDER PATROL SECTOR 4.8%
HAVRE BORDER PATROL SECTOR 9.8%
HOULTON BORDER PATROL SECTOR 3.6%
SPOKANE BORDER PATROL SECTOR 1.3%
SWANTON BORDER PATROL SECTOR i 3.3%
Border Patrol - Southwest Border Sectors 11.6%
DEL RIQ BORDER PATROL SECTOR 8.9%

ENTRO BORDER PATROL SECTOR 14.7%

EL PASO BORDER FATROL SECTOR 11.6%
LAREDO BORDER PATROL SECTOR 124%
MARFA BORDER PATROL SECTOR 10.8%
SAN DIEGC BORDER PATROL SECTOR 8 113%
TUCSON BORDER PATROL SECTOR 11.0%
YUMA BORDER PATROL SECTOR $15%
RIO GRANDE VALLEY BORDER PATROL SECTOR ) 125%
Border Patrol - Coastal Sectots 13.1%
MIAMI BORDER PATROL SECTOR 153%
NEW ORLEANS BORDER PATROL SECTOR 16.9%

RAMEY, PUERTO RICO BORDER PATROL SECTOR 4.1%
d 08 data as of 3/1/08.
FYO08 attrition rate annualized.

Attrition ~ CBPO at 20 ports with the Jargest number of FTE

AREA PORT OF NOGALES, AZ 12.2%
PORT OF HIDALGO/PHARR, TX 3.3%
PORT QF CALEXICQ, CA 118%
AREA PORT OF HONOLULU, HI 7.0%
AREA PORT OF SAN JUAN. PR 11.8%
PORT OF BROWNSVILLE, TX 3%

AREA PORT OF PEMBINA, ND 6.8%
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PORT OF DETROIT, MI 10.9%
AREA PORT OF BLAINE, WA 7.9%
AREA PORT OF CHICAGO, IL 8.8%
AREA PORT OF BUFFALO, NY 15.8%
AREA PORT OF HOUSTON/GALVESTON, TX . 7.9%
AREA PORT OF SAN FRANCISCO, CA 11.6%
PORT OF LAREDO. TX 10.1%
PORT OF EL PASC, TX 9.9%
SAN YSIDRO PASSENGER 9.5%
NEW YORK-NEWARK PORT AREA } 10.9%
PORT OF MIAML, FL. 8.0%
JFK AIRPORT AREA 7.6%
PORT OFLOS ANGELES, CA 10.5%

(0% data as of 3/1/08.
YO8 attrition rate annualized.

Question: Size of Border Patrol and growth Issues — To hire 20,109 Border Patrol agents by the end of FY
2009 will require extraordinary recruiting and retention efforts to offset the Iarge numbers of agents who retire
or otherwise depart. Your budget calls for a net increase of 5,096, 34% over the October 2007 level, in Border
Patrol Agents onboard. As of January 5th, 13% of the way towards this goal, CBP had only achieved 4% of
this. In addition, the request assumes that CBP will relocate 138 supervisors and move 440 senior agents to the
Northern Border — all of whom will need to be replaced by new agents.

= What is CBP doing to ensure that it will stay on schedule, given the slow start in hiring in fiscal year to

date?

ANSWER: CBP has aggressively increased its recruitment efforts conducting at least 8 targeted events per
month across the country. 'We have experienced at least a 77% increase in the number of applicants from this
initiative and the footprint and effect our recruiting events leave behind continue to grow. As of March 2008,
we achieved our projected target for Border Patrol agent positions, with a current strength of almost 16,000
agents on board. Additionally, we have expanded our advertising campaigns and implemented “high touch™
recruiting efforts to capture and retain applicants through the hiring process to improve show rates and reduce
the number of applicants needed to accomplish the mission. We are seeing an increase to over 3,000 applicants
a week, reflecting approximately 1,800 applicants more per week than in 2006 and the early parts of 2007. CBP
streamlined the hiring process to reduce the time it takes to bring an agent on board, recently demonstrated
through Operation One Stop. Separately, CBP has initiated a branding campaign to raise public awareness
about the Border Patrol, its mission and career opportunities. Also, we have renewed our NASCAR
sponsorship to increase awareness to a broader audience across the country and thereby increase the applicant
pool.

=> CBP requests $5.300,000 for 24 new investigators to deal with conduct and integrity matters. This
seems relatively Jow given the dramatic increase in hiring. Will this increase ensure that CBP can
investigate and process all misconduct cases that are either now backlogged or delayed? What is the
current backlog of such cases?

ANSWER: The noted boost will allow us to complete work on the backiogged cases and provide the résources
to address the anticipated increase of cases in a timelier manner that will keep pace with the added workload.
The initial backlog numbered around 800 cases, which has been reduced significantly over the past year. Our
current inventory of approximately 500 cases includes a small number of backlog cases but is primarily
composed of new work.
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Question: BSTIT staffing - Please provide a detailed summary of BSFIT staffing for FY07 and projected to
be on-board at end of fiscal years 2008-09, as well as identify positions in support of the Secure Border
Coordination Council.

ANSWER: The below chart shows the BSFIT staffing currently on-board and projected for FY 2008, Detailed
staffing needs for FY 2009 have not et been determined.. These will be formulated based on planned program
goals and requirements, and related funding. There are currently two contractor personnel supporting the
Secure Border Coordination Council; it has not yet been determined what additional resources may be required
i support of the Council.

Current Profected FYOB
Gov't { Con Gov't [ Con
SBI Program Executive Office 38 \ 19 18 ﬁ 1
EBinet Program
$Binet Program Manager 5 7 1 0
Risk Management 1 Q 1 0
|_Quality Management Q 1 1 ]
Business Operations 4 14 1 Q
Southwest Projects 7 g 8 2
C31 Projects 4 g 7 2
Mission Engineering 11 6 4 2
Chiet Engineer 14 49 18 7
Environment, Land & Facilities 8 15 2 0
integrated Logistics 1 2 2 1
SBinet Field Offices 8 7 3 1
Totals: 68 119 43 18
SBI Tactical Infrastructure Program
T1 Program Manager 3 2 Q 1
integrated Logistics Support g 1 3 1
Projects ] 0 3 1
Finance & Program Control 4 1 2 1
Operations & Reporiing ¢ 4 3 3
SMEs Q 2 Q 7
Totals: 3 10 11 14
GRAND TOTALS: | 107 ] 148 [ w2 30

The preceding chart includes govermument detailees but does not include staffing of the SBI Transportation
Program or SBI Acquisition Office as these are not fully-funded through BSFIT.

(Question: Arizona Border Control -- Last year you reported that the FYO8 base budget includes $9,490,000
for recurring costs of the Arizona Border Contro! Initiative and now renamed “Operation Arizona Dendal™
Please provide FY07 actual costs, FYOB estimates and base estimates for FY 2009 for similar activity.

ANSWER:
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FY 2007 actual costs for Arizona Border Control Initiative (ABCI V) include the following for the 287 agent
deployment to Arizona. (Total $12,232,000)

e Travel (Lodging and per diem) $8,578,000

& QOvertime $3,654.000

FY 2008 costs for Operation Arizona Denial 2008 for the 200 agent deployment are projected to be
approximately $7,993.000 {the requirement was 225 agents, due to the dynamics of the current operational
posture in California, only 200 could be drawn on from the Texas Sectors) (Total $13,327,000)

® Travel (Lodging and per diem) $6,154,000

& Overtime $1,769,000

»  Yuma Sector Initiatives (Camp Grip overtime} $404,000

® Tucson $3,000,000 in enhanced operational requirements attributable to AZ Denial-2008 (supplies,

equipment, services)

FY 2009 projected costs will be dependent on several factors 1o include the expected positive results of Arizona
Denial 2008 coupled with the development and deployment of technology and infrastructure.

Question: National Training Center -- Please provide the staffing and budget for the National Training Center
at Harpers Ferry, West Virginia for fiscal years 2007-2009.

ANSWER: The figures for FY 2007 are actual expenditures for staffing and budget for the Nationa! Training
Center at Harpers Ferry. The figures below for FY 2008 and FY 2009 are projected.
Harpers Ferry, West Virginia

5 Fif

iscal Ye

Question: Canine Enforcement -- Please provide staffing and budget for the EI Paso and Front Royal Canine
Enforcement training facility for fiscal years 2007-2009, and the estimated total funding and FTE for canine
enforcement tearns for the same period.

ANSWER: Please see following table.
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7

Canine Enforcement Team Funding | i
| ! | |

Fiscal Yeér Funding Canine Enforcement teams
H i i

FY 2007 130.7M 1,234 |
FY 2008 170.7TM 1,506
FY 2009 179.6M 1.678

{Canine Enforcement Training Facilities Costs

El Pasc, Texas

Fiacal Year {FY} Funding |FTE

FYO7 $87M 23]

FY08 $124M 35

FY03 $12.8M 41

Front Royal, Virginia

Fiscal Year {FY) Funding |FTE

FY07 36.7M 49

FY08 $8.7M 49

FYos 5890 49

Question: Federal Career Intern Program (FCIP) -- GAO reported last year that CBP used the Federal
Career Intern Program (FCIP) for most new permanent hires: 80 percent in 2006 and 87 percent in 2007. In
2006 CBP used the FCIP authorities 3,156 times — 89% of the total DHS use. DHS told GAO that such use was
“uniquely situated to positions with high training requirements.” However, we understand that CBP uses FCIP
to hire all new CBP Officers, and bypasses competitive and other processes, such as veterans’ preference.

= Why and how does CBP use the FCIP, and for which positions?

ANSWER: CBP uses the FCIP for entry-level positions that lend themselves to internal formal
training/developmental programs, leading to filling journey-level positions in the agency. This primarily
includes the CBP officer, Border Patrol agent, and agriculture specialist positions. The CBP officer program
consists of 14 weeks of Academy training, 12-24 weeks of post-Academy cross-training modules, and 12 weeks
of on-the-job training. The Border Patro} agent program consists of 19 weeks of Academy training, 12 weeks of
post-Academy training, and 20 months of on-the-job training. The agriculture specialist program consists of 4
weeks of pre-Academy training, 9 weeks of Academy training, up to 18 weeks of post-Academy training, and
several months of on-the-job training. CBP uses the FCIP to a lesser extent for other entry-level positions that
require formal training/development, including Human Resource Specialists, Auditors, etc.

= According to OPM, FCIP is intended for entry positions where an internal training and development
program prepares employees for journeyman level positions. We know that CBP Officers get 73 days of
training at FLETC, and in theory are to get 12 weeks of on-the-job, supervised field training. In fact, as
GAO has reported, some get as few as two weeks of such training. Do all FCIP participants participate
in formal development programs as a condition of their employment?
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ANSWER: Yes. CBP organizations must develop a detailed training and development plan that will identify
the competencies that the FCIP intern would need for conversion to Federal employment at the end of the FCIP
period, as well as the strategy for achieving those competencies. Plans must be submitted to the Office of
Human Resources Management prior to selections being made. A plan may include, but is not be limited to:

¢ 2 listing of formal training classes to be attended, time frames, and sources of training;

¢ adescription of developmental assignments and the associated learning objectives for each assignment
and/or tour;

¢ the evaluation and assessment methods (including frequency) that will be used to measure the intern’s
progress during the internship period; and

s acertification process at the end of the 2-year excepted appointment that documents the decision on
whether the intern is to be converted to the competitive service. The plan must identify the manager
responsible for making this decision.

= The Executive Order that created the Career Intern program required OPM to develop “appropriate
merit-based procedures”, and provide for “such actions as deemed appropriate to ensure equal
employment opportunity and the application of appropriate veterans’ preference criteria,” How many
employees were hired noncompetitively by CBP in fiscal years 2006 and 20077

ANSWER: CBP utilizes many different noncompetitive hiring programs to help add flexibility to the hiring
process. These programs include but are not limited to the following:

Veterans Readjustment Act Appointments,
30% Disabled Veteran Program,

Student Temporary Employment Program,
Student Career Experience Program,
Direct Hire Authority, and

FCIP

The number of employees hired noncompetitively by CBP in fiscal year 2006 was 3,627 and 6,908 in FY 2007.

= Is the nearly exclusive use of FCIP making CBP hiring noncompetitive, and couid such use be seen as
violating the spirit of merit-based hiring? How is such use advantageous to CBP?

ANSWER: No. The traditional method to enter Federal service is by appointment through the competitive
examining process. Jobs filled through this process are open to the public. FCIP appointments are made under
Schedule B of the excepted service and though no public notice is required, we are still required to comply with
merit principles. To comply with merit principles, we announce vacancies to the public by way of OPM’s
external electronic job listings web site (i.e., USAJOBS). We also use scores from tests of job-related reasoning
skills to rate and rank applicants. When we issue a referral list, applicants are considered according to their
veteran’s preference and numerical ranking, in accordance with the rule of three.

The FCIP has allowed us to rapidly identify and hire highly qualified individuals for our mission-critical CBP
officer and Border Patrol agent occupations. The FCIP provides flexibility concerning the types of formal
training and developmental opportunities to provide for specific positions. Since career interns serve a 2-year
trial period during their excepted service appointment, the supervisor has time to fully evaluate capabilities and
performance before converting the employee to a permanent career or career-conditional appointment. By
contrast, the competitive hiring process entails a 1-year probationary period, which does not give the supervisor
enough time to thoroughly evaluate the officer or agent.
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= For the record, please break out for fiscal years 2005-2007 the numbers of permanent hires, by position,
who were initially hired under FCIP.

ANSWER: Over 99 percent of all FCIP hires were to agriculture specialist, CBP officer, and Border Patrol
agent positions over FYs 2005-2007. The breakdown of hiring is as follows:

e FY 2005
Agriculture Specialist — 585
CBP Officer ~ 1056
Border Patrol Agent — 728

o FY 2006
Agriculture Specialist - 303
CBP Officer 1332
Border Patrol Agent — 1869

s FY 2007
Agriculture Specialist — 353
CBP Officer — 2193
Border Patrol Agent — 4004

Border Search Authority — Screening Travelers’ Electronic Data

There have been numerous press reports that travelers with laptops, cell phones, and simifar devices are having
them searched by CBP. Concerns have been raised about whether this threatens legitimate security or privacy
interests. For example, business travelers may find that data from their laptop computers, if made public, could
have trade secrets or otherwise proprietary information that might harm their business. In some cases, data has
been reported erased or damaged.

Question: How and when does CBP determine that it needs to search and seize data and systems, and is this
practice increasing in frequency and thoroughness?

ANSWER: CBP officers are responsible for administering the broad spectrum of federal law at the border,
including immigration and customs laws involving issues of admissibility, terrorism, and the entry of
merchandise into the United States. In order to perform this function, CBP officers are authorized to examine
international travelers and their belongings that are presented at the border. In the course of a border inspection,
a CBP officer makes decisions to examine items in possession of a traveler, including any information that is
presented, whether in documentary or electronic form, based upon various operational and administrative
considerations.

CBP is charged with facilitating legitimate trade and travel while at the same time enforcing hundreds of U.S.
laws. All persons, baggage and merchandise arriving in the United States are required to participate in CBP
processing. As part of the process, CBP strives to facilitate the routine processing of ail travelers while
determining admissibility.

It is not the intent of CBP to subject travelers to unwarranted scrutiny. However, unless exempted, all travelers
entering the United States, including U.S. citizens, are required to participate in CBP processing. As part of the
process, CBP officers are verifying admissibility and looking for violators, including possible terrorists, terrorist
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weapons, narcotics, and other contraband. Laptop computers may be subject to detention for violation of
criminal law such as if the laptop contains information with possible ties to terrorism, narcotics smuggling,
child pornography, or other criminal activity. CBP officers adhere to all requirements to protect privileged,
personal, and business confidential information.

As more and more travelers carry information and merchandise across the border in electronic instead of
documentary format, the frequency of the examination of such electronic devices naturally tends to increase.
The Supreme Court has emphasized that the manner in which documentary material is carried across the border
does not alter the authority of CBP officers to search such material to ensure compliance with law.

Question: What steps does CBP take in the exercise of its search authority to avoid exacerbating legitimate
concerns that travelers have for the privacy and security of personal and proprietary data they carry?

ANSWER: In the course of normal operation at the border, CBP officers are routinely entrusted with a great
deal of sensitive and proprietary information. Every day, importers file thousands of entries with CBP that
contain extremely sensitive trade secrets and business information. Whether CBP officers are dealing with such
sensitive commercial information or private information carried across the border by travelers, they are trained
to protect this sensitive information. CBP has stringent policies that restrict access to, or disclosure of, sensitive
information. Employees that violate agency policy or federal law (e.g., the Trade Secrets Act, 18 U.S.C. 1905)
are subject to criminal sanctions and/or discipline as may he appropriate under the applicable law or policy.

Training Needs

Question: Last November GAO observed (in GAO-08-219) that certain training did not meet CBP guidance for
12 weeks of on the job training and was inadequate to prepare CBP officers for their tasks. The report said that
some new officers received as little as two weeks of on the job training. What is being done to address GAO’s
recommendations to mitigate risk of failed traveler inspections, to implement cross-training program
improvements and gather data on how effective such training is, and to “formalize a performance measure for
the traveler inspection program that identifies CBP’s effectiveness in apprehending inadmissible aliens and
other violators?

ANSWER: Presently, the Office of Field Operations (OFO) is working with the Office of Training and
Development (OTD) to repurpose the border unification cross-training modules in order to provide function-
specific port training. OFO anticipates the development of this training will be completed in Fiscal Year 2008.
Once the modified training is in place, OFO will be in a better position to accurately measure the need for
training and ensure the CBP officers (CBPOs) who need the training have received it.

Part of the work to provide function specific training includes significant changes to the on-the-job training.
OFO is also working with the Office of Training and Development to examine the applicability of the newly
instituted Post-Academy Training program for the Border Patrol and how it might be adapted for use within
OFO.

Visa Waiver Program (VWP), IAP and Knowing Your Traveler

There are presently 27 Visa Waiver countries, mainly European, that have been identified as possible
vulnerabilities for non-immigrant travelers. To address these, the FY08 Appropriation included $45 million to
establish a new system for electronic travel authorization (ETA) to enable CBP to get information prior to visa-
waiver passengers boarding their flights to the U.S. The bill also authorized establishment of an International
Registered Traveler (IRT) program to help expedite low-risk travelers from visa waiver countries.
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Question: How far aJong is CBP in planning and staffing for these efforts? How is CBP preparing to handle
additional workload or new procedures that might resuit from increased numbers of VWP travelers?

ANSWER:
International Registered Traveler

A Federal Register Notice (FRN) will be published announcing the US PASS pilot program. Once the US PASS
Federal Register Notice is published and the pilot commences, CBP will publish a Notice of Proposed
Rulemaking to initjate regulations for a permanent program. CBP has been in communication with the
Netherlands, Germany, and the United Kingdom in regards to signing Joint Statements of Cooperation that
would allow for reciprocal membership into the USPASS programs. Signing on the joint statements is pending
the publishing of the FRN.

Electronic System for Travel Authorization

On March 12, 2008, DHS changed the name of the program from the Electronic Travel Authorization (ETA) to
the Electronic System for Travel Authorization (ESTA) to avoid any possible association with “Euskadi ta
Askatasuna,” the Basque separatist terrorist organization that is also known as ETA.

Planning and staffing for the development of ESTA is well underway. The ESTA program has already passed
the Project Initiation Review and Authorization (PIRA) gate review as well as the DHS Milestone Decision
Point 1 which addresses Project Authorization, Business and Functional requirements have been documented
and certified and the technical requirements are currently being written. A project plan, schedule, and funding
have been approved for ESTA.

Funding for the ESTA in FY 2008 is $36 million which will cover development, testing, and staffing. ESTA
currently has filled four (4) positions and has initiated aggressive recruitment efforts to fill remaining positions
in the Program Management Office and the National Targeting Center in FY 2008.. DHS plans to implement
ESTA in the summer of 2008.
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Additional workload / new procedures

Using historical data, CBP has conducted an analysis to forecast the additional transaction volumes that can be
expected as a result of the increased numbers of VWP travelers. Based on the results of that analysis, CBP has
identified the increase in storage capacity and communication band-with as well as the other system resources
that will be required to process the anticipated increases in workload. These resources have been funded and
are being procured.

For the CBP officers, CBP plans to develop and distribute Standard Operating Procedures, a documented
training plan, training materials, and field musters to ensure adequate preparation for the implementation of the
Electronic System for Travel Authorization (ESTA) system has taken place.

Question: The European Commission is seeking to negotiate continuation and extension of Visa Waiver has
approved, at the same time that individual countries such as Estonia, Latvia, and the Czech Republic seek to
negotiate these agreements. Are data agreements relating to air passenger data that are transferred to CBP going
to be bilateral or will they be the subject of US-EU agreement, and what is the status of those agreements?

ANSWER: Pursuant to the Joint Statement at the JHA Ministerial in Brdo, Slovenia on March 13, 2008, the
United States and the European Union (EU) have agreed to the “Twin Track™ approach. The heart of the “twin
track” approach is that the U.S. will continue to discuss with EU member states those issues within the
competency of the member states, and will discuss with the EU those issues within the competency of the EU.

By agreeing to this approach, DHS and the EU have committed to developing a deeper trans-Atlantic
relationship to address many of the vulnerabilities both sides face when lifting visa requirements for
international travel.

In July 2007, DHS and the EU signed an Agreement governing the use of Passenger Name Record (PNR)
information. Pursuant to U.S. law, however, DHS and the Department of State (DOS) can only make decisions
about a country’s qualifications for designation as a VWP participant on a bilateral, country-by-country basis.
This bilateral track, which DHS and DOS are currently pursuing with a number of aspirant countries, including
the Czech Republic, Estonia, Latvia and others, is well advanced and will continue to move forward
expeditiously with the goal of admitting those countries fully qualified for designation in the VWP. Any
ncgotiations on matters within the competency of the EU, such as the recently-concluded US-EU PNR
Agreement, will be conducted in paralle} to the bilateral VWP negotiations. Negotiations with the EU are
beneficial in their own right, but entry into the VWP will not be contingent upon their conclusion.

Question: The EU and other visa waiver countries are considering setting up their own requirements for
biometric and travel information for U.S. travelers. How is DHS working with those countries on ways to
reduce negative impact on travel, share law enforcement information and protect privacy of U.S. citizens?

ANSWER: Enhanced information sharing is essential to reduce possible vulnerabilities for non-immigrant
travelers. In July 2007, for example, DHS entered into an agreement with the European Union to share
Passenger Name Records. In March 2008, Secretary Chertoff, joined by Attorney General Mukasey, initiated a
ground-breaking watch list and fingerprint-sharing agreement with Germany. This new agreement will deepen
counter-terrorism cooperation with Germany, where last September, U.S. and German officials together
dismantled a serious terrorist plot.

In addition to these efforts, DHS conducts other information sharing and partnership activities with our foreign
partners to address security concerns of mutual interest. For example, DHS and Interpol have worked together
to enable U.S. Customs and Border Protection (CBP) screening of Advance Passenger Information System
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manifests against Interpol’s Stolen and Lost Travel Documents database. This real-time sharing capability went
online first at New York’s John F. Kennedy International Airport in October 2007, and has since been expanded
to 11 additional major international airports. DHS plans to continue to expand the availability of this resource
to strengthen the ability to identify and interdict illicit and mala fide travel documents and the travelers who use
them, DHS also engages with multilateral entities such as the Centre for Information, Discussion, and
Exchange on the crossing for Frontiers and Immigration, which coliects information on legal immigration,
illegal immigration, uniawful residence, use of falsified documents, etc.

Additionally, as required under Section 711 of the “Implementing the 9/11 Commission Recommendations Act
of 2007” (9/11 Act), the governments of the countries that participate in the Visa Waiver Program (VWP) will
be required to enter into more robust data-sharing arrangements with the United States with respect to both
passenger information and reporting of blank and issued lost and stolen passports. These information-sharing
provisions have been at the forefront of national and international initiatives to combat crime and terrorism
throughout the world, and will provide our operators and analysts with new tools to secure the United States as
well as help prevent terrorist and criminal activities in VWP partner nations.

These new security frameworks will facilitate transatlantic travel for the vast majority of travelers who pose no
security or law enforcement risks, but make it increasingly difficult for terrorists and other criminals. Another
critical tool for substantially strengthening the security of the VWP, and, therefore, countering potential threats
from VWP countries, is the Electronic System for Travel Authorization (ESTA).” ESTA, which is also required
by the 9/11 Act, will provide DHS with the capability to conduct enhanced advance screening of VWP
travelers. Under ESTA, VWP travelers will be required to electronically submit biographic and other
information that is largely the same as that currently collected via the 1-94W Nonimmigrant Alien
Arrival/Departure Form to DHS prior to their departure for the United States. ESTA applications will then be
queried against appropriate law enforcement databases and watchlists, enabling DHS to make a determination
on each individual’s eligibility to travel to the United States under the VWP, Travelers denied an ESTA will be
referred to the U.S. embassy or consulate to apply for a non-immigrant visa. ESTA counterbalances known
VWP vuinerabilities that may be exploited by those with malicious intent, by providing an additional layer of
advance scrutiny that illicit travelers must overcome prior to boarding a carrier en route to the United States.

To reduce the impact on legitimate travel, DHS and CBP are working with the Department of State to develop a
joint, comprehensive outreach plan to communicate the ESTA requirements to the traveling public. This
comprehensive communication and outreach effort will inform the foreign public of the need to use the ESTA
and to plan for travel accordingly.

We expect that the information exchanged between the United States and the VWP countries will be subject to
the same strict privacy provisions, use limitations, and access controls of other similar information sharing
programs. These provisions will ensure that necessary technical measures and organizational arrangements are
utilized to protect personal data against accidental or unlawful destruction, accidental loss or unauthorized
disclosure, alteration, access or any unauthorized form of processing. In particular, these provisions shail
ensure that only those authorized to access personal data will have access to such data,

Another way that DHS is working to facilitate travel is through International Registered Traveler (IRT).
Evolving from DHS’s prior work on international trusted-traveler programs and from work related to the Rice-
Chertoff Initiative, CBP has developed a pilot to automate and expedite the arrival of pre-approved, low-tisk,
international air travelers.

CBP is preparing a Federal Register Notice regarding the IRT pilot and is seeking to begin operations in
summer 2008. The three locations selected for the pilot are New York’s John F. Kennedy International Airport,

* On March 12, 2008, DHS changed the name of the program from the “Electronic Travel Authorization” or “ETA” to the “Electronic
System for Trave! Authorization” or “ESTA”™ to avoid any possible association with “Euskadi ta Askatasuna,” the Basque separatist
terrorist organization that is also known as “ETA.”
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Washington Dulles International Airport, and George Bush Houston Intercontinental Airport. These airports
are Model Ports and are generally amongst the highest volume locations. IRT is initially being implemented for
U.S. citizens and lawful, permanent residents only to expedite their return to the United States.

CBP expects to expand the IRT membership to citizens of other countries through bi-lateral agreements with
other nations that have similar trusted-traveler programs. The United States will realize two benefits upon
entering into additional bi-lateral agreements: 1) the expedited entry processing of U.S. citizens traveling to
other countries and 2) the additional vetting of foreign nationals performed by their governments based on
guidelines agreed to with DHS. With travelers having to be pre-approved by each country for participation in
the bi-lateral programs, CBP will gain better information on those travelers deemed to be low-risk. The
governments of the Netherlands, Germany, and the United Kingdom are nearly ready to sign Joint Statements of
Cooperation with the United States; however, the pilot mnst be implemented before this can occur. In the
meantime, foreign travelers should realize a positive impact indirectly IRT as additional CBP resources will be
freed up for such arrivals.

Question: Please provide funding and staffing for ETA for FY08-09, as well as the current timetable for its
implementation. Please describe the role of ETA in facilitating the processing of Estonian, Latvian or other
potential new VWP countries. Will it be a condition of granting VWP status that ETA and associated data
sharing be fully implemented before granting such status?

ANSWER: Funding for Electronic System for Travel Authorization (ESTA) in FY 2008 is $36 million which
will cover development, testing, and staffing.. ESTA currently has filled four (4) positions and has initiated
aggressive recruitment efforts to fill remaining positions in the Program Management Office and the National
Targeting Center in FY 2008. DHS expects to have ESTA operational during summer 2008.

The Electronic System for Travel Authorization (ESTA) will be utilized to screen travelers from VWP countries
in advance of their travel, enabling DHS to determine whether the applicant is eligible to travel under VWP and
whether he or she poses a law enforcement or security risk. ESTA applications will be queried against
appropriate law enforcement databases, including lost and stolen passports and appropriate watchiists.

Travelers who do not pose a threat to the United States will be granted an “Approved” status under ESTA. If
an ESTA application is not approved, a message will refer the applicant to the Jocal U.S. embassy or consulate
to apply for a non-immigrant visa to trave] to the United States.

One of the principal security enhancement requirements of the “Implementing Recommendations of the 9/11
Commission Act of 2007” is the requirement that DHS implement the Electronic System for Travel
Authorization (ESTA). ESTA will counterbalance VWP vulnerabilities by establishing an additional layer of
advance scrutiny to identify individuals ineligible to travel to the United States under the VWP and those
individuals for whom such travel would constitute a Jaw enforcement or security risk to the United States. An
ESTA application must be completed by prospective VWP travelers, whose application information will be
queried against appropriate and relevant databases and watchlists. ESTA must be implemented before DHS will
expand the VWP.

Question: Please describe the legislative and regulatory changes necessary to implement the US PASS air
program, the status of and current timetable for implementation efforts, and funding and staffing required in FY
2008-09 for this program.

ANSWER: The pilot formerly known as USPASS will go forward under the name International Registered
Traveler (IRT) without the need for additional legislative changes. A Federal Register Notice will be published
announcing the IRT pilot in 2008. Following the launch of the IRT pilot and informed by lessons from its
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implementation, CBP will publish a Notice of Proposed Rulemaking to initiate regulations for a permanent
program.

CBP expects to publish the Federal Register Notice for the International Registered Traveler pilot in April 2008.
The pilot will begin 60 days after publication of this notice unless comments received from the public otherwise
warrant. Initial launch will be at John F. Kennedy International Airport, Jamaica, New York (JFK); the George
Bush Intercontinental Airport, Houston, Texas (IAH); and the Washington Dulles International Airport,
Sterling, Virginia (IAD). Any additional airports for the pilot will be announced through notices in the Federal
Register.

The time frame of the pilot will vary, depending on the progress of an evaluation of the pilot that will be
conducted by CBP.

The total cost estimate for equipment for three kiosks at one airport is approximately $120,000. Additional
kiosks are approximately $16,000 each to include maintenance and support. An additional 5-6 Officers,
depending on passenger volume, per location, will also be required.

Advanced Targeting System — Passengers

In a 2007 report (OIG-08-06) the DHS Inspector General identified gaps and management weaknesses in the
administration of the advanced targeting system for passengers.

Question: What actions have been taken to ensure security and privacy controls CBP said it would implement
are in fact being put in place? What actions are planned for this year?

ANSWER: In summer 2007, the DHS Office of Inspector General (OIG) conducted an audit of security and
oversight functions in ATS-P. The purpose of the audit was to determine whether CBP had implemented
sufficient controls in ATS-P to protect the personally identifiable information (PII) contained within the system.
In its subsequent report (OIG-08-06), issued in October 2007, OIG found that CBP has implemented robust
operational and system security controls to protect the PII contained in ATS-P. However, OIG found three
areas in which CBP can strengthen its protection of PII data. CBP concurred with this finding and provided
plans to OIG identifying actions to implement the three recommendations. OIG agreed these actions would
satisfy its recommendations.

CBP provided updates on the progress of the action items to OIG on January 3, 2008. CBP believes this
response completes its implementation of all corrective actions recommended by the security audit. As of
March 19, 2008, OIG has closed out the recommendations.

Recommendation #1: Periodically review ATS access control lists to verify that users were granted only the
level of access privileges authorized.

CBP response: CBP’s Office of Intelligence and Operations Coordination (OIOC) contacted the ATS-P user
community to validate the permissions for all ATS users’ access. The validation resulted in many user account
modifications to reflect the correct level of access for the users’ job functions, and inactive user accounts were
deactivated. As a follow-on to this process, CBP-OIOC plans to review ATS user account privileges twice a
year.

Recommendation #2: Disable ATS user accounts that have been inactive for 90 days or perform a risk
assessment to determine whether management is willing to accept the risk of not disabling user accounts
according to CBP policies.
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CBP response: CBP-OIOC conducted a review of user activity and identified ATS accounts which were
disabled by the Office of Information and Technology (CBP-OIT). CBP-OIT has also developed and
implemented an automated mechanism to disable accounts after 30 days of inactivity.

Recommendation #3: Address ATS security vulnerabilities regarding passwords and patch management.

CBP response: CBP-OIT implemented appropriate software changes, including strengthening password
methodology and addressing patch management vulnerabilities, during a database management upgrade in
September 2007.

For this year, the DHS OIG report recommended that CBP periodically review ATS access control lists to
verify that users were granted only the level of access privileges authorized. CBP’s Office of Intelligence and
Operations Coordination (OIOC) conducted a validation of the permissions for all ATS users’ access. The
validation resulted in many user account modifications to reflect the correct level of access for the users’ job
functions, and inactive user accounts were deactivated. As a follow-on to this process, CBP-OIOC plans to
review ATS user account privileges twice a year; these will occur in April and October 2008.

Question: You have requested an additional $5 million for the passenger targeting system, mainly for system
improvements to make the screening capability available on a 24-7 basis. However, $500,000 is for advanced
“analytics”. Please provide more detail on this “advanced analytics.” Would this involve capturing new data
on citizens or others not afready collected by government?

ANSWER: Advanced analytics will involve several initiatives on a single front to improve passenger targeting
efforts:
+ Develop and implement computer and mathematica] targeting models for identifying travelers as
potential candidates for secondary examinations.
e Predictive analysis of the underlying event structure (e.g., associative, chronological) of criminal activity
based upon CBP’s contraband seizures and previous encounters of violators.
¢ Build visual displays that maximize information assimilation for the analyst/officer.

Tunnels

Question: The CBP website in 2007 displayed the discovery of a Nogales tunnel, using remote video
surveillance. This was the 21st tunnel found in the Tucson sector since 2003. As we know, tunnels under the
border with Mexico have been a problem for years and in 2005 ICE found the first major Northern Border
tunnel between Washington and British Columbia. What is being done to improve CBP ability to detect and
close tunnels, and how does that priority rate against other CBP funding? What is fiscal 2007-09 planned and
proposed funding for tunnel detection and counter tunnel task force efforts?

ANSWER: The discovery of a new tunnel is a high visibility event that attracts intense media attention. While
tunnel discovery and remediation is proportionately small in dollar value when compared to the operational
costs of controlling the border, tunnels are a high priority for CBP operations.

In 2007, CBP hosted a workshop and a conference to address tunnel detection and remediation. The July 2007
workshop focused on lessons learned from previous tunnel remediation projects, and improving the process to
increase turnaround for making tunnels unusable after discovery. The August 2007 conference brought together
stakeholders to focus on identifying, detecting, and interdicting the threat, as well as remediation efforts. The
objectives of the conference were to discuss recent tunnel activity, Government of Mexico tunnel information,
the tunnel detection mission, tunnel detection technology, tunnel interdiction, tunnel remediation, tunnel activity
reporting, and maintaining the tunnet database.



298

As part of these conferences, there were different experimental technologies for tunnel detection purposes that
were presented, although most were determined not to be effective for tunnel detection. The CBP National
Tunnel Remediation Task Team (NTRTT) continues to evaluate progiosals as presented for tunnel detection
technology and is evaluating new emerging tunnel detection technologies. Should any detection technology
prove 1o be successful, NTRTT team will provide a recommendation to CBP Headquarters to apply said
technologies for further evaluation. The information from these meetings has been used to improve tunnel
remediation processes, tunnel mapping, detection, interagency coordination, and communications strategies for
border tunnels.

U.S. Customs and Border Protection assumed the lead for tunnel remediation for the Department of Homeland

Security in FY 2007. Since the beginning of FY07, CBP has committed $3.51M to these remediation activities.
The amount spent on tunnel remediation each year depends on the number and type of tunnels detected.

Border Safety Initiative

Question: Please provide data by sector of rescues, recoveries and deaths for fiscal years 2006-2008 (1o date).

ANSWER:

Sectar FY06 FYQ7 FYogs

Mcallen Sector 81 61 21
Laredo Sector 36 52 7
Del Rio Sector 34 18 6
Marfa Sector 4 0 0
El Paso Sector 33 27 3
Tucson Sector 169 202 - : o A7
Yuma Sector 40 i1

£l Centro Sector 21 12 4
San Diego Sector 36 i3 14
Totals 454 398 98

Sector Feople

FY06 Yo7 FY08 FYQ6 FYo7 FYo8
McaAllen Sector 126 123 38 545 497 101
Laredo Sector 90 101 24 588 320 134
Del Rio Sector 34 73 4 61 89 6
Marfa Sector 2 i 1 3 1 i
£l Paso Sector 189 76 10 304 119 26
Tucson Sector 141 187 36 622 573 93
Yuma Sector 83 31 4 370 77 6
El Centro Sector 17 19 3 30 34 5




San Diego Sector & | e 1 a1 w7 | s s8 |
Totals 765 | 706 | 15 | asas | sy | a0 |
*1ast Updated: Thursday, March 20, 2008 §:00:37 AM

*Information reported for the current FY is inclusive of Wednesday, March 19, 2008,

Apprehension/Seizure Data
Cuestion: Please provide data by sector on entries, apprehensions, “turned back south” (TBS), and “getaways”,

ANSWER: Please see following table.

Border Patrol Apprehensions and Known Entries
Data Source: EID (unofficial)

8,107

HLC 55,883 15,574 53,052 15,089
EPT 75,464 15,681 69,839 14,004
LRT 36,714 17,354 49,371 15,634
MAR 5536 2,187 1,387 483
MCA 73430 26,760 63,600 23,872
SBC 152,460 54,709 147844 52,969
TCA 378,239 112,323 377,892 113,013
YUM 37,952 5,159 33,889 3

2,729
NLL 4,018 2,096 7 3
RMY 548 214 473 188
Southwest 858,638 257,854 817,374 244,933
Northern 6,380 3,304 528 13¢
Coastal 11,686 5,039 4,431 1871
Nationwide 876,704 266,197 822,334 246,634

AFY2008TD Data includes Getober 1, 2007 - February 29, 2008

NGTES: Apprehensions include Deportable Aliens Only.  Known Entries include Border Potrol Apprehended Aliens claiming entry
through Border Patrol's Areq of Responsibility.

uwestion: Please Hst illegal immigrants, including data on special interest aliens, apprehended in FY 2007 and
et it g P pp:

10 date in FY 2008 by Border Patrol and OFO, with data by sector, port of entry (if available), and for

preclearance sites, broken out by categories: aliens refused, withdrawn, expedited cases withdraw, paroled,

deferred, referred for credible fear, and referred to an immigration judge.
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ANSWER: Please see following tahle.

Border Patrol Apprehensions, Other than Mexicans (OTMs), and
Alieus from Special Interest Countries (ASICs)
Data Source: EID (unofficial)

Apprehensions

DRT : 1,463 5

ELC 55,883 15,574 612 290 3 3
EPT 75,464 15,681 3,17 599 11 13
LRT 56,714 17,354 11,883 2,637 20 10
MAR 5,536 2,187 334 240 35 8
MCA 73,430 26,760 21,435 6,467 138 83
SnC 152,460 54,709 1,320 565 48 11
TCA 378,239 112,323 11,783 2,798 27 4
YUM 37,992 5,159 612 142 10 4

W

N . 2 5.5 3

NLL 4,018 2,096 1,385 637 22 12
RMY 548 214 548 214 0 0
Sounthwest £58,638 257,854 58,004 15,201 297 13%
Northern 6,386 3304 2,571 L3190 122 3
Coastal 11,686 5,039 7,441 2,889 434 2
Natienwide 876,704 266,197 68,016 19,600 462 250

FEY2008TD Data includes Dcetober 1, 2007 - February 29, 2008

Data Source: EID (unofficial)

NOTES: Apprehensions include Deportable Aliens Only. Known Empries include Border Patrol Apprehended Allens claiming enry
through Border Patrol's Area of Responsibility.

Question: Please provide the number of Terrorist Identities Datamart Environment {TIDE) encounters by sector
or port of entry for fiscal years 2006-08 (to date).

ANSWER: Please see following table.

AGANA, GUAM PRECLEARANCE 3
Ajo, AZ BP 2
Albuguerque PD New Mexico H
ALEXANDRIA BAY, NEW YORK 30
AMSTERDAM, NETHERLANDS IAP 3
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9
ANDRADE, CALIFORNIA 3
ARUBA, BAHAMAS FRE 3
ATLANTA, GEORGIA - ATL 484
BALTIMORE, MARYLAND 21
BALTIMORE, MARYLAND SEAPORT 3
BANGOR, MAINE 3
BEAUMONT, TEXAS SEAPORT i
BELLINGHAM, WASHINGTON 1
BERMUDA PRECLEARANCE 4
BLAINE, WASHINGTON 132
BLYTHE, ARIZONA i
BOSTON, MASSACHUSETTS-LOGAN 145
BROWNSVILLE, TEXAS 4
BRUNSWICK, GA SEAPORT 1
ALO RAINBOW BRIDGE, NEW YORK 17
JFFALO-NIAGARA FALLS, NEW YORK 366
BUFFALO-NIAGARA FALLS. NY - TRAIN 1
BUN-NIAGARA FALLS NEW YORK STATION 6
CALAIS, MAINE 1
CALEXICO, CALIFORNIA 16
CALGARY, ALBERTA, CANADA PRECLEARANCE 16
CALGARY, CA PRECLEARANCE 27
OTHER 811
CHAMPLAIN-ROUSES POINT, NEW YORK 53
CHARLESTON, SC SEAPORT i
CHARLOTTE AMALIE, VI 4
CHARLOTTE AMALIE, VI SEAPORT 3
CHARLOTTE, NORTH CAROLINA 45
CHECKPOINT - BP 3
CHICAGO, ILLINDIS-O"HARE 1154
CHRISTIANSTED, Vi 4
CINCINNATL, OHIO 38
CLEVELAND, OHIO 4
DALLAS/FT. WORTH, TEXAS 167
DAYTON, QHIO i
DEL RIO, TEXAS 3
DENVER, COLORADO 85
DERBY LINE, VERMONT 10
DETROIT, AMBASSADOR BRIDGE MICHIGAN 54
DETROIT, METRO AIRPORT MICHIGAN 192
DETROIT, MI SEAPORT 3
DETROIT, MICHIGAN 307
DETROIT, MICHIGAN-WAYNE CO 166
DETROIT/ WAYNE, MICHIGAN - DTW 37

DHL EXPRESS, WILMINGTON, OHIOQ

DNM-DEMING NEW MEXICO STATION

DOUGLAS, AZ
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DRT-ABILENE TEXAS SUBSTATION BP

DTM-DETROIT MICHIGAN STATION

DUBLIN JRELAND PRECLEARANCE

DUBLIN, IRELAND PRECLEARANCE

DULUTH, MN SEAPORT

DUNSEITH, NORTH DAKOTA

EAGLE PASS, TX

EASTPORT, ID

EDMONTON, ALBERTA-INTL, CANADA PRECLEARANCE

NCH) (W PR OV OO NS

EL PASO, TEXAS

w0

EL PASO, TEXAS BP

EL PASO, TEXAS PEDESTRIAN

EPT-ALAMOGORDO NEW MEXICO STATION BP

EPT-EL PASO BORDER PATROL SECTOR HQS

EPT-LORDSBURG NEW MEXICO STATION BP

ERI-ERIE, PENNSYLVANIA BP

FABENS, TEXAS

FORT FAIRFIELD, ME

FORT PIERCE, FL. SEAPORT

FRANKFURT, GERMANY - IAP

FREEPORT, BAHAMAS

FT. LAUDERDALE, FLORIDA

FT. LAUDERDALE, FLORIDA SEAPORT

FT. MEYERS, FLORIDA

GALVESTON, TEXAS

GRAND FORKS AIRPORT, ND

GRAND PORTAGE, MN

GUAM PRECLEARANCE

HALIFAX, NS, CANADA PRECLEARANCE

HARTFORD, CT

HIGHGATE SPRINGS/ALBURG, VERMONT

HILDALGO, TEXAS

HLT-HOULTON, MAINE STATION BP

HONOLULU, OAHU, HAWALL

HOULTON, ME

HOUSTON INTERCONTL, HOUSTON, TX

HOUSTON, TEXAS - IAH

HOUSTON, TX SEAPORT

INDIANAPOLIS, INDIANA

IMB-JACKMAN, MAINE

JUNEAU, AK SEAPORT

KAHULUL HI

KEY WEST, FLORIDA

LAREDO, TEXAS

LAS VEGAS, NEVADA

LEWISTON BRIDGE, NEW YORK

1.ONDON, ENGLAND - GATWICK

LONDON, ENGLAND - HEATHROW - IAP
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LONDON-HEATHROW, ENGLAND UK-IAP

LONG BEACH, CALIFORNIA SEAPORT

LOS ANGELES INTL AIRPORT, CALIFORNIA

LOS ANGELES, CA SEAPORT

LOS ANGELES, CALIFORNIA SEAPORT

LOUISVILLE, KY AIRPORT - UPS

LRT-LAREDO DEL MAR TEXAS STATION

LUKEVILLE, ARIZONA

LYNDEN, WASHINGTON

MANCHESTER, ENGLAND - IAP

MASSENA, NEW YORK

MAYAGUEZ, SEAPORT

MCALLEN, TEXAS BP

MEMPHIS, TENNESSEE

MIAMI INTL AIRPORT, FLORIDA

MIAMI, FLORIDA SEAPORT

MILWAUKEE AIRPORT, WISCONSIN

MINNEAPOLIS/ST. PAUL, MN

117

MIP-TAMPA FLORIDA STATION BP

MONTREAL DORVAL, QUEBEC, CANADA

113

NASSAU BAHAMA PRECLEARANCE

41

NEW HAVEN, CT SEAPORT

NEW ORLEANS, LOUISIANA SEAPORT

NEW YORK NY/NEWARK, NJ TRAIN

NEW YORK, NEW YORK-KENNEDY

2710

NEW YORK, NEW YORK-LA GUARDA

NEW YORK, NEW YORK-NEWARK

NEW YORK, NEW YORK-NEWARK SEAPORT

NEW YORK, NEWARK SEAPORT

NOGALES, ARIZONA

NOGALES, ARIZONA - BP

NORFOLK, VA SEAPORT

NTC - RESTON

OGDENSBURG, NEW YORK

ORLANDO, FLORIDA-INTL

OROVILLE, WASHINGTON

OTAY MESA, CALIFORNIA

OTTAWA, ON, CANADA PRECLEARANCE

PEACE BRIDGE, NEW YORK

PEMBINA, ND

PHARR, TEXAS

PHILADELPHIA, PA/WILMINGTON, DE - PHL

PHM-PORT HURON, MI (BPS)

PHOENIX, ARIZONA

PITTSBURGH, AIRPORT, PA

PORT ARTHUR, TEXAS SEAPORT

PORT CANAVERAL, FL. SEAPORT

PORT EVERGLADES, FLORIDA SEAPORT
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PORT HURON, MICHIGAN

PORTAL, ND

PORTHILL, ID

PORTLAND, OREGON

PROGRESQ, TEXAS

RALEIGH/DURHAM, NORTH CAROLINA

RGV-HARLINGEN TEXAS STATION BP

ROC-ROCHESTER, NEW YORK BP

ROMA, TEXAS

ROOSVILLE, MONTANA

ROUSES POINT, NEW YORK

SAN ANTONIO, TEXAS AIRPORT

SAN DIEGO, CA SEAPORT

SAN DIEGO, CALIFORNIA

SAN FRANCISCO INTL AIRPORT, CALIFORNIA

SAN FRANCISCQ, CALIFORNIA SEAPORT

SAN JUAN INTL AIRPORT

SAN JUAN SEAPORT

SAN LUIS, AIRPORT, AZ

SAN LUIS, AZ

— >
,d—\xgrug—-»—-u.-—m,...“wo

SAN YSIDRO, CALIFORNIA

o
pe]

SAN YSIDRO, CALIFORNIA PEDESTRIAN

SAN-SAN DIEGO, CALIFORNIA BP

SANTA TERESA, NEW MEXICO

SASABE, ARIZONA

SAULT STE. MARIE, M1 SEA - FERRY

SAULT STE. MARIE, M1 SEAPORT

SAVANNAH, GEORGIA SEAPORT

SCP-STERRA BLANCA CP BP

SDC-CAMPO STATION, CA BP

S EN NN [ FN S [V O SN

SEATTLE, WA SEAPORT

SEATTLE, WASHINGTON - BOEING

SEATTLE/TACOMA, WASHINGTON

SEATTLE/TACOMA, WASHINGTON - SEA

SHANNON JRELAND PRECLEARANCE

SKAGWAY, ALASKA

ST CROIX, VIRGIN ISLAND PRE

ST. ALBANS, VERMONT

ST. CROIX, VIRGIN ISLANDS

ST. CROIX, VIRGIN ISLANDS SEAPORT

ST. THOMAS, VIRGIN ISLANDS

SWB-SWANTON VERMONT STATION

SWEETGRASS, MONTANA

TAB-TAMPA/ST. PETERSBURG, FLORIDA

TACOMA, WABSINGTON SEAPORT

TAMPA, AIRPORT, FLORIDA

TAMPA/ST. PETERSBURG, FLORIDA - SEAPORT

TCA-CASA GRANDE STATION BP
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TCA-TUCSON AZ STATION BP

TECATE, CALIFORNIA

TOKYO-NARITA, JAPAN - IAP

TOLEDOQ, OHIQ - SEAPORT

TORONTOQ, ON, CANADA PRECLEARANCE

TRENTON, MICHIGAN

TROUT RIVER, NEW YORK

TUCSON, AZ

TUKTOYAKTUK, NWT, CANADA

VAN BUREN, ME

VANCOUVER, BC, CANADA PRECLEARANCE

VANCOUVER, BC, CANADA SEAPORT

VICTORIA, BC, CANADA PRECLEARANCE

VICTORIA, BRITISH COLUMBIA, CANADA - FERRY

WARSAW, POLAND - IAP

WASHINGTON DULLES DC

WELLTON STATION, AZ

WEST PALM BEACH, ¥1. - SEAPORT

WESTCHESTER COUNTY, NY

WILMINGTON, DE - SEAPORT

WINNIPEG, MB, CANADA PRECLEARANCE

YSLETA, TEXAS

YUMA, ARIZONA

UNKNOWN

404

Grand Total

12,980

Question: Please provide drug seizure data overall and by sector for cocaine, heroin, marijuana,
methamphetamines, club/synthetic/other drugs, for fiscal years 2006-08 to date.

ANSWER: Please see following tables.




MCA 7.186 7.343 3,003
snC 309 1 435
108 177 137

v

MIP 33 1,284 3
NLL 37 10 2
RMY [4 0 221
Southwest 12,493 12,703 4,254
Northern 323 248 159
Coastal [ 1,294 226
Nationwide 12,885 14,242 4,638

*FY2008TD Data includes October 1, 2007 - February 29; 2008
Data Source: EID {unofficial - FY06 - FY08)

EPY 247 1,039 76
LRT 1,265 353 O
MAR 0 33 1
MCA 626 397 0
SpC 10 0 0
TCA 0 42 22

1 0 0




L1y

MIP 0 0 0
NLL 2 0 O
RMY 0 0 Q
Southwest 2,740 1,866 pLi)
Northern 18 I 0
Coastal 0 0 @
Nationwide 2,788 1,866 160

*FY2008TD Data includes October 1, 2007 - February 29, 2008
Data Source: EID (unofficial - FY06 - FY08)

60.509 21,45}

40,949 61,262 10,293

138.922 128,677 44,441

113,291 135,748 38,395

75,200 75,347 36,578

406,806 127,051

37,439 28,874

616,534 §47,289 381410
48,116 49,429

Liv

MIP 419 1,331 42
NLL % 554 37
My o 0 0
Southwest 1,362,376 1,852,525 708,843
Northern 6,731 4,889 1,764
Coastal 498 1,885 9
Nationwide 1,369,602 1,859,299 710,686

FEY2008TD Data includes October 1, 2007 - February 29, 2008

Data Source: EID {unofficial - FY06 - FY08)

Question: To the extent that illegal border crossings (as estimated by apprehension data) appear to be declining
on the Southwest Border, but human smuggling activity has increased, please provide data on where sinugglers
and their victims entered the U.S. (e.g., between the ports of entry or at ports of entry) for fiscal years 2006-09.
This should include data on those persons discovered in so-called “drop houses” that generally fail under

jurisdiction of U.S. Immigration and Customs Enforcement.

ANSWER: llicit activities along the southwest border have been decreasing due to CBP enforcement
operations, such as Operation Jump Start. South Texas and San Diego continue fo sec alien smuggling
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activities. For example, recent smuggling trends indicate that Cubans are using the Yucatan Vector to transit

Mexico en route to the US-Mexico Border to claim asyhum.

BP

8,107
ELC 61,465 55,883 15,574
ry 122,256 75,464 15,681
LRT 74,840 56,714 17,354
MAR 7.520 5,536 2,187
MCA 110,528 T3A30 26,760
SpC 142,104 152,460 54,709
TCA 392,074 378,239 112,323
YUM 118,549 37,992 5,159

Ly

MIP 6,032 7,120 ENE)
NLL 3,053 4018 2,096
RMY 1436 548 214
Southwest 1071972 658,638 257,854
Northern §,599 6,380 3,304
Coastal 10,521 11,686 5,039
Nationwide 1,089,092 876,704 266,197

*FY2008TD Data includes October 1, 2007 - February 29, 2008
Data Source: EID (unofficial - FY06 - FY08)

Question: There has been recent press reporting of increasing apprehensions of smuggled aliens by sea in the
San Diego area. Please provide data on apprehensions or smuggling attempts (e.g., in cases where-evidence is
found, such as abandoned vessels, but not undocumented aliens) in fiscal years 2006-08 (to date) on ‘the West
Coast, :

ANSWER: The following numbers of individuals have been apprebended in the San Diego area attempting to
be smuggled via maritime means:

Calendar Year 2006 — 24

Calendar Year 2007 — 88
Calendar Year 2008 (3 months) - 15

Admigsibility Review Office (ARO)
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Question: The CBP budget justification describes the role and missions of the ARO. Please clarify the role of
ARG vis-2-vis CBO field offices in processing and adjudicating determinations of admissibility based on legal
authority to exercise discretion under the Immigration and Nationality Act, and the timetable 1o transition any
decisionmaking authority (such as for National Security Entry Exit Registration System waivers) from field
offices t the ARO.

ANSWER: Background: Before the creation of DHS in 2003, the adjudication of temporary waivers was
performed by the Immigration and Naturalization Service (INS) both abroad and domestically.

I 2005, it was decided that U.S. Customs and Border Protection (CBP) would be responsible for the
adjudication of nonimmigrant waivers,

In March of 2005, CBP created a centralized operations center, the Admissibility Review Office (ARO), as a
pilot program in Minneapolis, Minnesota.

The ARO was established as a permanent office within CBP Headquarters office of Admissibility and
Passenger Programs (APP) — Office of Field Operations (OFQ) in Tuly of 2006, and transition of the
adjudicative workload from the CBP field offices to the ARO began in carnest.

In August of 2007, the workload transition of new temporary waiver application filings from the CBP field to
HQ OFO - ARO was realized. To date, all new applications are adjudicated by the ARO. The only cases

remaining in the field are those initiated and still awaiting a decision from the field, in the appeal process or
awaiting completion of security checks.

Adjudication Process and Determipation: The U.S. Government nonimmigrant waiver process has two
different paths for the adjudication of nonimmigrant waivers.

®=  ARO Consular Processing: The nonimmigrant who is inadmissible to the United States, and requires a visa,
must apply in advance for a waiver at a U.S. Embassy or Consulate. The alien usually discusses the matter
of a waiver when he/she meets with the Departiment of State {DOS) consular officer during the
nonimmigrant visa application process. The consular officer can recommend that the CBP ARO authorize a
waiver. The consular officer will clearly state the reasons for the recommendation to the ARQ and transmit
the same electronically to the ARO for a final decision.

In the past this workload was adjudicated by INS staif stationed abroad at a U.S. Embassy or Consulate.

®  ARO Form 1-192, “Application for Advance Permission to Enter as a Nonimmigrant” Processing: The
inadmissible nonimmigrant who is already in possession of appropriate documents or granted a walver
thereof and is seeking admission applies for his/her waiver using the Form 1192, In this scenario the alien
submits his application at a pre-clearance operation (PCO) or CBP northern border port-of-entry. The
application is mailed by the CBP PCO or northern border port of entry to the ARO for a further processing
and decision.

In the past this workload was adjudicated by CBP field offices. (Please see above “background” section for
timeline)

The HG ARO is expected to relieve the CBP field office network of National Security Entry-Exit Registration
System (NSEERS) waiver adjudication responsibilities beginning the last month of Fiscal Year 2008.

Private Aircraft and Small Beat Initiatives
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Question: Secretary Chertoff has discussed plans o implement new advance notification requirements for
private aircraft before taking off for the U.S,, and has indicated plans to implement a new small boat program.
Please describe the status of these efforts, timetables and key decision points (including regulatory action) for
their implementation, and any staffing and funding associated with these efforts if fiscal year 2008 and
requested in fiscal year 2009,

ANSWER: The Department of Homeland Security’s Small Vessel Security Strategy is cwrrently under
development. Once the strategy is completed and approved by the Secretary, an implementation plan
identifying department-wide requirements including authorities, staffing, funding and an implementation
timeline will be developed. There is no dedicated funding or staffing associated with this project in the FY
2008 budget or FY 2009 request.

Model Port of Entry Program

Question: The FY 2008 appropriation included $45 million to support the Model Port of Entry program with
technology and an infusion of 200 additional CBP Officers at the top 20 international airports in this country, as
called for by the 9/11 Comunission Act. When will additional CBP Officers be deployed? How will CBP
decide the aflocation of additional staff by airport?

ANSWER: The 200 hundred additional CBP officers for the Model Ports Initiative will be deployed before the
end of FY 2008 to the top 20 airports by volume. The Office of Field Operations, Mission Support—Human
Capital, is continuously recruiting CBP officers at the entry level ensuring that CBP maintains a sufficient
applicant supply file in meeting this initiative. CBP is working diligently to expedite the required background
investigation by streamlining the process allowing for candidates to enter on board o the agency undera
modified background investigation process. CBP is also attempting to ensure that training classes are filled to
the maximum which is a mechanism that allows candidates to attend Basic Officer training while they are
undergoing the initial background as required. CBP has found this process to be quite suecessful based wpon
the candidate successfully clearing his/her background investigation, as well as, to complete basic training
simuitaneously. Therefore, the applicant can veport immediately for work to his/her assigned Port of Entry.

CBP will base its staffing decisions on a number of factors, including the relative workload and threat at each
airport as well as each airport’s staffing needs as compared against existing staff. The Workforce Staffing
Model will be used to consider the relative workload and threat at each airport to determine the relative staffing
needs and these resulis will be compared against the current staff deployed io those airports, ‘CBE will-also
consult with its port directors in making a final staffing aliocation determination for the Model Ports Initiative,

Western Hemisphere Travel Initiative (WHTD

Question: Impact of New Berder Document Requirements — On January 31, DHS implemented niew
document requirements for travelers entering the U.S. by land, to include, at 2 minimom, a govertiment issued
i.d. and some form of citizenship documentation, such as a birth certificate. Although we understand that in
practice the enforcement of these requirements is being phased in, we have heard concerns from border
communities that the policy may contribute to delays at the border and chill cross-border travel. It could also
easily be interpreted as a way of circumventing the provision in the FY08 appropriation that delayed
implementation of WHTT unti! June 2009.
= With implementation on January 31, 2008 of new document requirements for those crossing U.S. Jand
borders, is experiencing increased delays or increased workload at primary and secondary inspection
lanes in your ports of entry?
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ANSWER: Since the January 31 changes at the border, there have been no reported adverse impact on wait
times on U. S. Customs and Border Protection (CBP) land border operations. Compliance rates are high - U.S.
and Canadian citizens are presenting the required documents when crossing the border. We also continue to
remain flexible and practical in our approach to overall implementation,

Wait times have trended at levels consistent with previous years” data. The Western Hemisphere Travel
Initiative (WHTD) Program Management Office (PMO) has been monitoring wait time data to identify any
agsociated impact the transition has had on inspection time since January 31,

In instances where a reported wait time went significantly above previous year’s data, the port is contacted and
asked if the increase is attributable to the transition or if there is an alternative explanation. Ports have reported
that there is no noticeable impact attributable to the change in documentation requirements. Reports received
by the WHTI PMO, related to wait times, reflect issues associated with heavy traffic volume and matters such
as holiday travel, weather, and construction.

There has been no increase in referrals to secondary inspection for U.S. citizens due to the end of accepting oral
declarations alone for identity and citizenship. On first and subsequent applications for admission during the
fransition, once citizenship has been established, U.5. citizens not in possession of required travel documents
are admitted on primary after issuance of verbal and written advisories of the document requirements. The
verbal advisory follows recommended language provided to the field by CBP Headquarters and the written
advisory is provided in the form of a standardized Tear Sheet (see attachment 2) provided to the traveler
detailing the documentary requirements.

CBP used its existing authority to institute new decument procedures shead of WHTI implementation to close a
vulnerability that has existed for years at the border. CBF and DHS will use the next 14 months to
communicate to the public about upcoming changes requirements to ensure that they have necessary docuraents
in hand before WHTT is implemented on June 1, 2009,

= How do CBP wait time statistics for February of 2008 compare with February 2007, and what
preparations are being made to handle increased volume during the summer travel season?

ANSWER: Wait times have trended at levels consistent with previous year's data. The Western Hemisphere
Travel Initiative (WHTI) Program Management Office (PMO) has been monitering wait time data to identify
any associated impact the transition has had on inspection time since January 31, In instances where a reported
wait time went significantly above previous year’s data, the port was contacted and asked if the increase was
attributable to the transition or if there was an alternative explanation. Ports have reported that there is no
noticeable impact attributable to the change in documentation requirements. Reports received by the WHTI
PMO, related to wait times, reflected issues associated with heavy raffic volume and matters such as holiday
travel, weather, and construction,

Our recent change in document procedures on January 31, 2008 has been successful with no discernable
increase in wait times. Wait times have trended at levels consistent with previous year’s data. Since the
January 31 transition to more secure documents, there has been no apparent adverse effect reported related to
wait times on U. S. Custorns and Border Protection (CBP) land border operations. Compliance rates are high —
U.S. and Canadian citizens are presenting the required documents when crossing the border. We also continue
to remain flexible and practical in our approach to overall implementation.

In preparation for the summer travel season, CBP is taking a number of proactive steps to facilitate the entry of
lepitimate travelers while at the same time ensuring our priority border security mission is accomplished. These
steps include working closely with our field offices and ports to ensure that we are prepared in advance of the
summer travel season, assessing our internal processes to look for added efficiencies, assessing how we
measure and report wait times so that CBP can provide more timely and accurate information to the public, and
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using our public affairs resources to disseminate information to stakeholders and travelers on how to more
efficiently cross the border. . This includes the bi-annual “Know Before You Go” messages and news releases
in advance of peak summer travel season, to raise awareness of the new document requirements as well as ather
helpful travel tips.

Question: WHTI Planning and Use of Contractors--GAQ in December (in GAC-08-274R™) raised coneerns
relating to the need to establish adequate WHTI planning timelines for technology, staffing and training for
WHTT implementation in 2009, and that plans will not be in place until contractors are hired to produce the
plans.

= Ism’t planning for WHTI implementation an inherently governmental function?

ANSWER:. While always carefully defined to avoid potential conflicts of interest, program planning support is
provided by contractors to major acguisitions programs throughout the government. Developing requirements
and plans 10 ensure successful program execution is the responsibility of the program management office, which
determines the proper resource and skills sets needed. Those resources are most often obtained from the mix of
government and contract staff.

The WHTT Program Management Office (PMO) is led by a DHS certified program manager government
employee who sets the overall strategic direction for scope, schedule, and cost. The WHTIPMO is supported
by a team of highly gualified contractors who are knowledgeable in all aspects of Program Management as well
as the business functions of CBP. The team is led by a certified Program Manager Professional (PMP).. The
team provides fully “matrixed” support to the WHTI government complement of program managers and staff
who support the full range of WHTI requirements.

=> What is the status of hiring or contracting staff to product the plans for WHTI, and are there other
instances in which CBP relies on contractors to produce critical plans?

ANSWER:

e Planning Timeline for Technology:
On January 10, 2008, CBP awarded a contract to Unisys Corporation to implement vicinity Radio
Frequency Identification (RFID) and new License Plate Reader technologies along the northerniand . -
southern borders. Unisys developed an implementation plan as part of their CBP proposal, providing a best
estimate for the timeframe in which to complete implementation. CBP has received the initial schedule,
which is being further refined, and is meeting with Unisys regarding CBP requirements. The schedule is
being revised. CBP anticipates the schedule will be available in April 2008

s Planning Timeline for Staffing:
For FY 2008, the Administration submitted to Congress a request for 205 CBP officers at a cost of

$22,184,000 to support the implementation of WHTI. In preparation for WHTI and to mitigate any
potential surge activity surrounding the increase of trusted traveler enrollments, additional CBP officers will
be deployed across enrollment centers and in land border field locations in FY 2008.

The deployment of CBP officers is focused on current and proposed enroliment centers and land border
secondary locations where increases in secondary referrals are expected once WHTI is implemented. As of
February 29, 2008, 97 of the 205 CBP officers have been hired for designated pre-clearance and land border
locations.

#  Planming Timeline for Training:
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As indicated in CBP's Comment in GAQ-08-274R, DHS and CBP have produced an overall training
strategy and comprehensive training plan for training officers to use the new Vehicle Primary Client
software, and a training strategy for the new document requirements and related changes in policies and
procedures.

CBP has technology currently in place at all ports of entry to read any travel document with a machine-
readable zone, including passports, Enhanced Driver’s Licenses (EDLs), and the new Passport Card. All
CBP officers at the ports of entry are currently trained in the use of this technology. In preparation for full
implementation of WHTT on June 1, 2009, CBP awarded a contract on January 10, 2008, to begin the
process of deploying vicinity RFID facilitative technology and infrastructure to 354 vehicle primary lanes at
39 high-volume land ports over the next two fiscal years,

CBP deployed the new primary client {software application) in the vehicle primary lanes at the ports of
Blaine and Nogales on February 12, 2008, in suppaort of the anticipated RFID hardware installation. This
deployment will quickly and effectively provide officers with information on border crossers and focus
attention on the traveler and the vehicle. The approved training plan and associated training tools, which
covers both the policy and systems/on site support requirements, were successfully delivered to 245 CBP
officers in Blaine and Nogales by February 12, 2008,

There are situations where CBP does find it beneficial to use contractors to facilitate the creation of various
work products, including specific plans. The CBP management approach strives to employ the appropriate
combination of government and contract staff to assure we have the right blend of expertise and maintain
flexibility of resources. CBP staff work together with the contractors to deliver the best preduct for the most
reasonable price. However it is CBP’s responsibility to oversee and approve every project. CBP staff monitor
and validate contractor performance to ensure that work products adhere to CBP and DHS standards. CBP
takes action to address any change necessary.

Question: RFID Security -~ The plan to use the new Passport Cards issued by the State Department is a key
element of WHTT implementation, although there have been concerns raised about the susceptibility of RFID-
enabled technology to attacks by hackers.
= Please describe what steps are being taken to guard against the vulnerahility such as that recently
identified by University of Virginia researchers for the commonly used “Mifare Classic™ RFID chip?

ANSWER: The Mifare Classic Radio Frequency Identification (RFID) chip is not the technology chosen to be
ingorporated into travel documents for use at the border. Mifare Classic and other similar implementations
operate at a different frequency and utilize a different type of RFID called 'smartcard’ - a “contact-less,”
‘proximity” RFID implementation. Proximity refers to the ability to read a tag within a few inches.

DHS is using a contactless ‘vieinity' RFID tag that does not contain any personally identifiable information,
further protecting private information from potential misuse. As such, the vulnerability exhibited in the Mifare
Classic card implementation does pot exist in the Passport Card or other travel documents, such as the enhanced
driver’s license or trusted traveler card, supporting the Western Hemisphere Travel Initiative for land and sea
border crossings.

In selecting vicinity RFID technology, CBP has also implemented many security procedures to prevent hacking
and identity theft. These procedures include:

o Visual Inspection Safeguards: Travel documents employ detailed macro and micro visnal security
features that make it extremely difficult to duplicate or clone the physical document itself. In addition,
the photo and biographic data for all travelers issued an RFID-enabled travel document will be displayed
and compared in real time to the photo on the card, and to the person presenting the document, by a
highly trained CBP officer, who will quickly be able to verify the identity of the holder. In the unlikely
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event a cloned tag is used at the border, a CBP officer will have the ability of detection almost
immediately.

e Data Safeguards: The RFID vicinity tag only contains and transmits a unique number that has relevance
to a remote, highly-secure database that resides on a private, secure network. The tag does not contain
any personally identifiable information,-only a unique number. In addition, the number is permanently
Tocked so that it can never be changed or overwritten: No hacking attempts have ever successfully
changed an REID number once it has been permanently focked (a technique called ‘permialocking’). All
personally identifiable information is stored and transmitted over secure back-end networks from secure
databases to the CBP Officer at the border. Diata is only available to officers with a need to know and
only in the performance of official law enforcement duties.

e Technology Safeguards: The vicinity RFID standard selected for use in travel documents offers CBP an
opportunity to use 4 new feature called a unique Tag Identifier {or TID). RFID tags that have a TID can
be used to identify and remove the risk of duplicate RFID tags used at the border. At the time of chip
manufacture, the TID Is factory-locked using the same ‘permalocking’ technique for the RFID number.
The TID has never been successfully changed or cloned by a hacker. In addition, 4 Faraday cage will be
made available to all RFID card holders,” A Faraday cage (also called an attenuation sleeve) is a
shielding device that prevents RFID chips from being read surreptitiously when the document is not
used at a border crossing facility.

=> Please update the implementation/deployment timeline for this project, as submitted in the record to the
Subcommittee last year.

ANSWER: The Department of State has primary oversight for the new Passport Cards and should be consulted
about the timeline for their deployment.

Automation Modernization

Question: Funding was provided in FY08 and additional funding is requested in FY09 tor Terrorism Prevention
System Enhancements (TPSE) and Critical Opérations Protection and Processing Support {COPPS); in part to
attain 100 percent systems and network availability for critical CBP systems. Please provide data on-system
availability for fiscal years 2006-2007 and to date in fiscal year 2008, with annotation as appropriate as to-the
reason for any significant lapses in service of connectivity.

ANSWER: These are all examples of events that affected last year”s percentages: Hurricane seasom, LAX
outage, Sprint core routers outages, Verizon Edge router outages and an e-Health outage that asted 5. days last
year which caused e-health not to collect stats from any of the sites.  Also, the significant increase in CBP users
since 2006 has impacted the systems and network availability.



315

Measure FY06 Qtr 1 FY86 Qur 2 FY06 Otr 3 FY06 Qtr 4 FY 06 Actual
Percentage of Network Availability 99.9 99.9 99.9 99.9 99,9
Measure FYOT Qir 1 FYO7 Qtr 2 FYO7 Qur 3 FYO7 Qir 4 FY 07 Actual
Percentage of Network Availability 99.9 99.2 98.7 99.9 994
Measure FYO08 Qir 1 EYO8 Qur 2 FYO8 Qir 3 FY08 Qir 4 FY 08 Actual
Percentage of Network Availability 99.9

CONSTRUCTION

Question: Please detail by location, with project description {e.g., by the type/capacity and function of facility),
intended use of the $255,286,000 for Border Patrol facilities (including an increase of $149,513,000) and
$16.,600,000 in current services funding for Air and Marine facilities,

ANSWER: Projects are subject to funding and CBP mission requirements. Should CBP priorities or funding
be aitered the projects listed may be altered to meet changed requirements.

Project Location Size/Type Total

Biythe, CA 250 Agent Border Patrof Station $28,900,000
Boulevard, CA 150 Agent Border Patrol Station $31,000,000
Calexico, CA 450 Agent Border Patrol Station $28,000,000
Tucsen, AZ Checkpoints SR 85, SR 96 & 1-18 $17,873,000
FY20090 Base Total $105,773,000

Project Location Size/Type Total

Calexico, CA 450 Agent Border Patrol Station $6,000,000
Comstock, TX 225 Agent Border Patrol Station $25,000,000
El Centro, CA Sector HQ Vehicle Maintenance Faclility $18,000,000
El Paso, TX Expand Checkpoints $1,513,000
indio, CA 178 Agent Border Patrol Station $18.000.000
Naco, AZ 450 Agent Border Patrol Station $47,000,000
Presidio, TX 100 Agent Border Pairol Station $3,000.000
Sonoita, AZ 250 Agent Barder Patro! Station $27,000,000
Swantor, VT Checkpoints 1-91 & 1-87 $4,000,000
FY2008 Enhancement Total $148,513,000
FY¥2009 Border Patrol Construction $255,286,000

&p

[ st b bt
International Advi

Yuma, AZ 46K SF Hangar, Maintenance & Admin 4,000,000

Uvalde, TX 19K SF Hangar, Maintenance & Admin 2,000,000

Laredo 32K 5F Hangar, Maintenance & Admin 4,000,000

Marfa 24K SF Hangar, Maintenance & Admin 3,000,000

Eil Centro, CA 25K SF Hangar, Maintenance & Admin 2,100,000
X ] Consolidati
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Question: The budget justification identifies five current IAP locations, but additional locations have been
identified as candidates for expanded TAP operations. Please provide a description of planned activities (and
locations) for the IAP and the Carrier Liaison Program for FY 08 and projected for FY 09, to include a
staffing/budget breakout for fiscal years 2007-09 (1o include training; travel and equipment costs).

ANSWER:
s  Tmmigration Advisory Program (IAP)

To date in FY 2008, IAP has expanded to locations i Seoul, Madrid, Gatwick (Eng), and Manchester (Eng),
which supplement the current JIAP deployments in Amsterdam, Warsaw, Tokyo, London:Heatlrow and
Frankfurt. Currently there are 36 IAP personnel posted on teimporary duty assignments to:  Amsterdam (4),
Warsaw (3), Tokyo (4), London (8), Frankfuzt (4), Seonl (3), Madrid (3), Gatwick (4) and Manchester (3).

FY2007’s initiative to convert three sites (Amsterdam, London, and Tokyo) to permanent positions is
proceeding accordingly. The IAP vacancy announcements for permanent positions for these locations have
been completed and recommendations for selections concluded, The Office of Field Operations OFO anticipates
these permanent employees 1o be in place by the end of calendar year 2008,

OFO is also seeking to pilat IAP deployments to Mexico City and Bangkok in FY 2008,
In FY 2006, OFO plans to pilot IAP operations to Taipei, Paris and Hong Kong.

Immigration Advisory Program Budget Summary

Personnel & Benefits 2315278 881,728 L 00,000
Travel 2,948,500 5,000,000 5,000,000
Training &% XY £
Faqui 14,999 9 0
Qther 1,361,821 198,258 200,000

TOTAL $6,640,598 $6,079,986 $6,200,000
=+ CBP trains its IAP officers before they deploy to overseas locations, but these exy i are ing e from the per diem

travel expenses for the officers o travel 1o the site where the training cccurs.
» Carrier Liaison Program (CLP)
Planned Activities for FY 2008

Training:

In Fiscal Year 2008, the CLP will identify and coordinate 25 overseas training missions based on the Congress’
mandated Top 50 list, industry requests and frand wends. The CLP will provide training in Washington, D.C,
on the Foster and Freeman VSC 5000 machine located at 11 ports of entry. The Video Spectral Comparator
3000 is a comprehensive document examination instrument. Foster & Freeman created this workstation
specifically to examine travel documents, especially passports. Without disturbing the passport’s integrity the
workstation allows it to be examined under high magnification and different kinds of light, including ultra
violet, infra red, high intensity, and oblique light. The workstation contains many features to assist in detecting
document forgeries and characterizing the differences between them and genuine documents. It allows the
comparison of live document images to stored images by placing them side-by-side or superimposing them. The
VSC 5000 is an essential too} in the determination of fraudulent documents and an excellent resource for CLP
training material,
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Curriculum:

In an effort to provide the most up to date and accurate training material, the CLP will formulate a work group
in Fort Lauderdale, Florida, to review and update the 2001 Vessel Inspection Guide. The Vessel Inspection
Guide is a comprehensive guide on arrival and departure processing and documents required for the cruise and
cargo industry, The former Carrier Consultant Program (CCP) under the direction of the former Tmmigration
and Naturalization Service (INS) created this guide. The original guide included exemplars of required forms,
step-by-step instructions on port of entry procedures and an interactive PowerPoint presentation. The CLP is
also in the process of reviewing and updating current publications such as the Carrier Information Guide and
Documentary Requirements Flyer). The Carrier Information Guide (CIG) was created by the CLP and
published in February of 2006 and contains pertinent information on doeumentary entry and departure
requirements for the United States. The CIG also consists of exemplars of accéptable documents, quick
reference guides and fines information. The Documentary Requirements Flyer was also created by the CLP and
contains photos of all acceptable documents for entry and departure for the United States. Both publications are
excellent reference tools for alrline industry and security company personnel.

Material:

The CLP will purchase ultraviolet lights and handheld Ioupes along with other necessary training material for
overseas and domestic training missions, The ultraviolet (UV} lights and handheld loupes are used in
conjunction with the CLP training document, workbook and PowerPoint presentation. The CLP training
document was created and produced by CLP and contains virtually all security features found in travel
documents used today. The UV Lights and loupes allow for class participants to gain hands on experience
examining documents and security features.

Projected Activities for FY 2009

Training:

In Fiscal Year 2009, the CLP will identify and coordinate 30 overseas training missions based on the Congress’
mandated Top 50 list, industry requests and fraud trends. Due to natural attrition, change in job responsibilities
and additional needs, the CLP will identify 25 CBP officers to be formally trained as CLP officers at a train-the-
trainer CLP course in Washington, DC. Once trained, CLP officers introduce the program to station managers
at their ports of entry, liaise with airline personnel and provide the carriers with any releasable
information/intelligence on the illegal movement of people and the use of fraudulent documents. These trained
officers also provide CLP training to airline and security personnel both domestically and on overseas CLP
training missions.

Cutreach: :

The CLP will coordinate a national CLP conference at a designated port of entry. This conference will invite
industry and government personnel to attend numerous workshops on CLP curriculum and additional CBP/OFO
programs that effect the industry. The conference is designed to educate aitline personnel on all aspects of
CBP in an effort to assist in CLP’s mission; to enhance border security by increasing commercial carrier
effectiveness in identifying improperly documented passengers destined to the United States. Attendees will
have the opportunity to sit in on sessions presented by, but not limited to, CLP, Advanced Passenger
Information System (APIS), Alien Smuggling and Interdiction (ASD) and Western Hemisphere Travel Initiative
(WHTD). ‘

Material:

The CLP will purchase uitraviolet lights and handheld loupes along with other necessary training material for
overseas and domestic training missions. The ultravielet (UV) lights and handheld loupes are used in
conjunction with the CLP training document, workbook and PowerPoint presentation. The CLP training
document was created and produced by CLP and contains virtually all security features found in travel
documents used today. The UV Lights and loupes allow for class participants to gain hands on experience
examining documents and security features.
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on Program Bud,

el Swmmar

onnel & Benefi 1,712 341,663 351,813
Travel 398,673 500,000 550,000
Training 811 100,000 100,000
Equipment 109,566 50000 75,000
Other 49785 60,000 50,600

TOTAL $912,123 51,051 663 $1,126913

Note: Salaries are current for FY 2008 and adjusted for 3% inflaton FY 2007 - FY 2009,

CBP AIR AND MARINE

Question: Please provide actual and projected staffing and funding associated with the CBP Air arid Marine
Program Office for fiscal years 2007-09. Notwithstanding current budget constraints; what-fevels are required
1o Tully support Air and Marine operations and procurement, in particolar with the multiple initimtives and
activities A&M s required to support both regionally and pationally?

ANSWER: CBP A&M actual and projected staffing and associated funding for FY 07-09 are as follows:

FY 2007 Enacted and Supplemental: 1,315 FTE @ $191.9M

1,513 FTE @ $226.,7M
1.674 FTE @ $254.3M

FY 2008 Enacted and Omnibus:
FY 2009 Request:

In August 2006, CBP Air and Marine (A&M) submitted its first strategic plan to the Committees on
Appropriations. It cutlined the long texm approach A&M would take to recapitalize its air force, expand its
staffing, upgrade and expand its support infrastructure, and ensure its homeland security mission could be
sustained. In February of this year, the plan was updated to include a marine recapitalization strategy and a
more detailed approach for unmanned aircraft systems. Each document contains a resource model that projects
the potential costs for the recapitalization and expansion cfforts over a ten-year period. The mode! is not tied to
any particular budget year, but provides sufficient detail to understand the magnitude of the potential
investment. As requested by the Committees, CBP A&M will continue to submit annual updates to the
strategic plan, and will advise the Committees of any emerging conditions that would lead to a significant
change to the plan,

56. Please provide actual and projected Air and Marine Operations Center (AMOC) staffing for fiscal years
2007-09. What additional staffing, equipment and associated funding is needed to achieve 24/7 coverage for
the Southem and Northern Borders?

ANSWER: Actual on boards for FY 2007 for AMOC was 104 personnel. The FY 2007 enacted budget
provided am additional 22 positions for AMOC. Year to date on board in FY 2008 for AMOC 18 110 personnel.
The FY 2008 enacted budget provides an additional 27 positions for AMOC. The FY 2009 submitted budget
did not request additional positions for AMOC.

AMOC currently requires an additional 88 FTE to achieve its desired end state of 224 personnel. The Air and
Marine Operations Center (AMOC) is one of two national centers designated to coordinate interdiction
operations in the Western Hemisphere. It is a 22,419 square-foot national asset and is currently undergoing an
expansion that will add 6,000 sq. ft. of floor space. This additional space will allow for a Sensitive
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Compartment Information Facility and for operations associated with the identification and tracking of suspect
targets.

In Summer 2008, CBP will establish an AMOC Phase B Program Office. This program office will be
responsible for defining requirements, establishing program milestones and schedule, and managing execution
of the program to meet the requirements of achieving coverage for the southern and northern borders.

The AMOC Phase B expansion will Tacilitate UAS operations from this facility and accommodate its associated
support staff. Additionally, the mission expansion of AMOC will potentially require expansion of the current
facility as interagency missions are accommodated.

Futare planning also inchudes a new facility for the Caribbean Alr & Marine Operations Center (CAMOC).
This facility will he included as a component of the Caribbean Air and Marine Branch with a requirement for
approximately 6,000 sq. ft. of floor space to support operations and office space.

A comprehensive review of AMOC’s total equipment and funding requirements to achieve 24x7 coverage for
all borders is currently being conducted.

Question: Please describe CBP actions to date and planned to fill vacant Detection Systerns Specialist (DSS)
positions.

ANSWER: CBP Air and Marine opened a vacancy announcement for the Detection Enforcement Officer
{Ground) GS-1801-11/12 on Wednesday May 16, 2007 and closed it on Wednesday May 30, 2007, Asan
outcome of this effort, seven selections were made. Additionally, on March 18, 2008, a Career Fair was held at
the March AFB, CA to recruit for the Detection Enforcement Officer.

Question: Please provide CBP A&M staffing details per location/air wing (on board for FY 07 and projected
for fiscal years 2008-09). For those locations, please also provide total funding, including base funding (broken
out by Salaries and Expenses vs. the Air and Marine Interdiction, Operations, Maintenance and Procurement
accounts) by air and marine branch/location.

ANSWER: Please see tables on following pages.
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LOCATION

HQ*

St. Augustine
Jacksonville

New Orleans
Miami

Puerto Rico

San Diego

Rio Grande Valley
Bellingham

Detroit

Buffaio

Yuma

Del Rio

Laredo

Spokane

Grand Forks
Plattsburgh
Houiton

Great Falls
Riverside CA (AMOC)
Okiahoma City

El Paso Logistics Center
Corpus Christi - P3
Jacksonvilie - P3
Ei Centro

Tucson

Marfa

El Paso

TOTALS

FTE

1288

A&M FY0O7 OBLIGATIONS

S&E

27,448,183
833,582
5,920,972
6,269,273
11,887,911
5,069,178
12,716,360
6,701,728
4,109,261
551,667
660,577
1,596,151
7,888,882
1,530,758
449,410
3,378,177
4,179,408
327,214
4,078,476
9,742,937
6,043,780
1,085,955
17,451,901
11,779,484
1,570,219
15,116,280
743,971
8,340,992

177,472,687

O&M

168,274,483
7,104,981
1,786,110
1,362,565
3,637,221
9,207,518
3,158,012
1,961,278
2,208,807

175,617
126,738
341,913
1,877,626
940,426
78,329
310,817
1,891,729
68,420
3,933,966
39,257,422
12,190,304
13,897,817
19,999,304
11,772,496
148,666
9,356,790

1,772,754

316,862,110

2007 PROCUREMENT
& 2007 SUPPLEMENTAL
355,542,786

355,542,786

*HQ obligatons includes all national program acquisitions (uniforms, vehicles, etc.) and relocations
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A&M FY08 PROJECTED OBLIGATIONS
LOCATION FTE S&E O&M PROCUREMENT

HQ* 96 30,250,188 222,236,194 204,433,000
St. Augustine 7 905,195 11,407,140
Jacksonville 52 6,895,897 2,038,209
New Orleans 47 6,677,019 1,842,125
Miami 85 13,406,795 4,368,334
Puerto Rico 53 4,430,861 11,806,542
San Diego 105 14,890,052 4,741,500
Rio Grande Valley 63 8,739,760 3,109,815
Bellingham 47 6,134,572 2,652,048
Detroit 23 2,149,603 1,005,314
Buffalo 14 1,795,525 573,454
Yuma 20 2,440,323 632,703
Del Rio 61 8,861,327 3,151,800
Laredo 25 3,472,018 1,611,250
Spokane 4 587,832 262,968
Grand Forks 29 4,935,143 2,405,194
Plattsburgh 39 5,482,641 2,278,869
Houlton 4 300,192 251,640
Great Falls 35 4,560,010 2,563,960
Riverside CA (AMOC) 99 11,550,342 4,700,000
Oklahoma City 44 6,043,168 15,415,054
El Paso Logistics Center 11 1,054,174 11,645,481
Corpus Christi - P3 115 16,581,960 20,790,248
Jacksonville - P3 79 11,865,786 13,647,654
El Centro 15 1,963,870 516,800
Tucson 115 15,559,051 10,486,716
El Paso 78 10,357,855 2,343,848
TOTALS 1,365 201,891,159 358,484,859 204,433,000
* HQ projections includes all national program acquisitions {uniforms, vehicles, etc.} and relocations.
The foliowing costs will be spread out among all the field locations:
OT/Premium Pays 5,182,938
New Hires & Backiitls 18,912,773

24,095,711

FY 2009 projected funding request is $254.8M for salaries and expenses, $380.0M for operations and
maintenance and $148M for procurement.

The following identifies the funded FY 2008 new hires by location for a total of $36M. These dollars are not
included in the FY 2008 chart shown above as exact hiring dates are not known at this time.
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Hires from
FY 08 SBI
151 Total

Hires from
FY 08 Omnibus
82 Marine (11 Units

BellinghanvBlaine
Buffalo

Caribbean

Del Rio

Detroit

El Paso - Air
Grand Forks, ND
Great Falls /Havre, MT
Houlton
Jacksonville
Laredo

Marfa

Miami

New Orleans
Plattsburgh/Swanton
Rio Grand Vailey
San Diego

Sierra Vista
Spokane

Tucson

UAS

Yuma

Calais, MA

Corpus Christi, TX
Duluth, MN
Galveston, TX
Gulf Port,

Key Largo

Key West

Miami Marine
Morgan City, LA
Oswego, NY
Panama City, FL
Pot Angeles, WA
Port Huron, Mi
Sandusky, OH

San Diego - Marine
Sault Ste. Marie, Mi
AMOC

El Paso - Nat'l Logis
Headquarters
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Question: Please describe of planned and executed P-3 Transit Zone Opcrations in fiscal year 2007 and
projected for fiscal years 2008-09, and update the status of depot maintenance and Service Life Extension
Program efforts to extend the life of the P-3 fleet.

ANSWER: CBP A&M operational flight hours in the Transit Zone anticipated for FY 2007 were limited by
maintenance and parts availability issues. The initial return-to-service schedule indicated a potential of as many
as 9,400 total flight hours, Allowing a 10% variable for training and maintenance hours, the pre-year goal was
estimated at 8,500 operational flight hours. Realized year end aggregates reaching 5,900 total flight hours and
5,100 operational flight hours were due to contractor missed aircraft delivery dates.

With the reduction in available airframes during FY 2007, CBP A&M was able to provide 70.5% of its normal
7200-hour commitment to JIATF-South for CD/CNT operations, which accounted for 29% of the total JIATF-S
Air Mission On-Station hours for FY 2007.

CBP A&M P-3 missions in the Transit Zone have been the premier catalyst for directing partner agencies in
seizing, destroying or sinking more than 78 metric tons of cocaine and denying street level drug dealers illicit
revenue nearing $5.7 billion in FY 2007. These missions led to seizures of vessels, detaining of undocumented
aliens, arrest of smugglers and identification of smuggling techniques, means and methods.

The cocaine seizure rate per Counter Drug flight hours flown for FY 2007 is the highest that CBP A&M P-3
Operations Centers have achieved in a single fiscal year. Interpreted as a seizure rate per flight hour, the P-3
provided a substantial ‘return on investment’ supporting U.S. layered counter-narcotic interdictions by seizing
or disrupting 33.8 pounds of cocaine per flight hour.

FY 2007 has scen some significant changes in the drug cartels smuggling tactics in the Eastern Pacific. On
different occasions Self-Propelled-Semi-Submersible (SPSS) craft were detected and seized/scuttled on three
different occasions resulting in significant drug seizures/disruptions. In addition, bulk smuggling of liquefied
cocaine (cocaine mixed with diese! fuel) has surfaced, with the most significant seizure being the Fishing
Vessel (F/V) Mar Pacifico on September 25, 2007. A total seizure/disruption of over 16,000 pounds resuited
when liquefied cocaine was discovered in a hidden tank.

On April 4, 2007, a CBP A&M P-3 aircraft located the F/V Emperador in the Eastern Pacific, which was
boarded and searched, resulting in the seizure of 11,000 pounds of liquid cocaine. Coast Guard personnel
discovered the drugs concealed in 3,850 gallons of a diesel fuel mixture.

On August 21, 2007, the USCG arrested four suspected smugglers after a CBP A&M P-3 aircraft detected and
directed law enforcement assets to an SPSS that was carrying approximately 5 metric tons of cocaine.

The continuing metamorphosis of drug trafficker tactics persisted throughout FY 2007. There was a
predominant transportation change from distant southern Galapagos Islands routing to a much more littoral
course. This major shift in transshipment methodology intensified throughout the year and was an instrumental
element of developing compulsory involvement of those countries bordering the respective coastlines. These
cooperative engagements against illegal clandestine drug movements were, and continue to be an unqualified
success. CBP A&M P-3 Air Wing successful analysis on variances in trafficker transportation patterns is an
A&M cornerstone to swift operational adjustment leading the way in detection and apprehension.

Flight Operations for FY 2008 and 2009 will continue to experience wide volatility in the reasonable projection
of flight hour support to core mission objectives. Most critical in attaining these objectives, it is essential the
A&M P-3 Air Wing return to service Fully Mission Capable (FMC) aircraft through a more confident,
responsible and viable contractor delivery schedule. Anything short will render further projections ineffectual
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The forecast FMC aircraft delivery matrix corroborated a FY 2008 projection of 6,400 total flight hours for the
CBP A&M P-3 Air Wing. Allowing a 10% variable for training and maintenance hours, the pre-year goal was
estimated at 5,760 operational flight hours. Counter Terrorism missions and other high priority taskings will
further diminish the directed CD/CNT support level for JIATF-S and the Transit Zone.

Nearing the end of the second quarter of FY2008, CBP A&M Air Wing adjusted total possible flight hours to
5,550. Due to contractor missed delivery dates and unforeseen maintenance issues, 4,995 operational flight
hours are projected to be completed in the Transit Zone in FY2008. The CD/CNT flight hour allotment amounts
to 7200 operational flight hours and is unachievable in FY 2008,

In FY 2008, the predominant transportation routing has remained primarily a littoral course. CBP A&M
cxpects the transportation routing to remain littoral in nature for the remainder of FY 2008.

CBP A&M Air Wing forecast FMC delivery matrix for FY 2009 looks more promising. Operational flight
hours in the Transit Zone anticipated for the first quarter FY 2009 is as many as 2,115, Projection beyond
March 2009 cannot be reasonably predicted with certainty based on historically contactor-missed delivery dates.

During 2006, CBP determined a Service Life Extension Program (SLEP) was required to extend the service life
of the P-3 fleet. The first step of the SLEP was to complete a Service Life Assessment Program (SLAP). A
SLAP was initiated in 2006 and completed in 2007. The SLAP consisted of a detailed assessment of the aging
history of the 16 CBP P-3 aircraft. The SLAP provided the Total Life Index (TLI) for each aircraft. CBP set a
TLI limit of 1.75 as the point at which the SLEP would have to begin. The May 2007 results of the SLAP
indicted that Long Range Tracker (LRT) aircraft had from three to eight years of service life remaining before
reaching TLI limits at normal utilization rates of 90 or less flight hours per month. The SLAP also indicated
that two Airbome Early Warning (AEW) met or exceeded the TLI limit of 1.75. One AEW had a 1,000 flight
hours or less remaining before reaching the 1.75 TLI; and two of the remaining four aircraft had significant
service life remaining before reaching TLI limits. During 2007, average availability was approximately four to
five aircraft, flying up to 60 hours per month above their planned utilization.

The P-3 SLEP is a multi-phased program that commenced with the Service Life Assessment Program. In
progress Special Structural Inspection (SSI), Enhanced Special Structural Inspection (ESST) programs bridge
gap to utilize remaining TLI until the P-3 SLEP commences. The actual extension of service life begins the P-3
Wing Replacement and includes Empennage Inspection and Replacement as required, Main Fuselage
Inspection and Repair, Airframe Rewire as required, Engine and propeller overhaul as necessary, and Cockpit
Configuration Standardization.

The wing replacement phase of the P-3 SLEP effort is underway and a replacement wing contract will be
awarded in FY 2008. Efforts continue to define and refine requirements for a multi-year competitive P-3 SLEP
contract to be awarded in FY 2009. The goal is to award competitive contracts that result in extending the P-3
service life by 15,000 flight hours. The number of aircraft inducted into the SLEP each year, beginning in FY
2009, will depend on both mission requirements and the availability of resources.

The FY 2009 President’s Budget includes $56M for the P-3 SLEP program. This allocation will fund the
instaliation of two replacement wing kits purchased in FY 2008 on aircraft that have reached TLI, and will
purchase up to three additional replacement wing kits for installation in subsequent fiscal years. CBP supports
the President’s Budget.
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Question: Please provide data on how CBP Air and Marine supports other DHS missions, m particular 1CE,
including number of missions requested and actually supported in fiscal years 2007 and projected in fiscal years
2008-09.

ANSWER: CBP Air and Marine is.often called on to support the missions of other Federal agencies, including
ICE, DEA, and others. Below please find data reflecting CBP Airand Marine support of ICE missions.

Total YCE Mission Reguests for FY2007 - 2205
Total No Launch ~ 315
Total Flights in support of ICE - 1890

ICE No Launch FY2007 %o of NL

CANCELLED BY REQUESTER 76 24%
SUSPECT NO SHOW/INFO NOT TIMELY 31 10%
OTHER MISSION PRIORITY 13 4%
PROPER AIRCRAFT UNAVATLABLE (CAPABILITY) 22 7%
PROPER AIRCRAFT UNAVAILABLE (MAINTENANCE) 34 1%
PROPER AIRCREW UNAVAILABLE 62 20%
WEATHER 77 24%

ICE No Launch FY 2007

@ CANCELLED BY BEQUESTER

8 SUSPECT NO SHOW/INFO NOT TIMELY

0 OTHER MISSION PRIORITY

@ PROPER AIRCRAFT UNAVAILABLE (CAPABILITY)

@ PROPER AIRCRAFT UNAVAILABLE (MAINTENANCE)
PROPER AIRCREW UNAVAILABLE

8 WEATHER
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Total ICE Mission Request for FY 2008 thru March 18, 2008 - 1211

Total No Launch - 141
Total Flights in support of ICE ~ 1070

ICE No Launch FY 2008 thru March 18, 2008 %e.of NL

CANCELLED BY REQUESTER 38 27%
OTHER MISSION PRIORITY 4 3%
PROPER AIRCRAFT UNAVAILABLE (CAPABILITY) 13 H%
PROPER AIRCRAFT UNAVAILABLE (MAINTENANCE) 26 18%
PROPER AIRCREW UNAVAILABLE 12 9%
SUSPECT NO SHOW 10 7%
WEATHER 36 26%
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Question: Please provide no-launch statistics for fiscal year 2007 and 2008 to date.

ANSWER:

FY 2007 No Launches (ALL) % of NL
CANCELLED BY REQUESTER 229 6%
SUSPE! 0 SHOW/INFO NOT TIMELY 222 3%
OTHER MISSION PRIORITY 285 7%
PROPER AIRCRAFT UNAVAILABLE (CAPABILITY) 139 3%
PROPER AIRCRAFT UNAVAILABLE (MAINTENANCE} 904 22%
PROPER AIRCREW UNAVAILABLE 747 18%
WEATHER 1572 38%
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0 OTHER MISSION PRIORITY
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FY 2008 No Launches (ALL) Thra March 18, 2008 % of NL

CANCELLED BY REQUESTER 107 4%
SUSPECT NO SHOW/INFO NOT TIMELY 80 3%
OTHER MISSION PRIORITY 167 7%
PROPER AIRCRAFT UNAVAILABLE (CAPABILITY) 78 3%
PROPER AIRCRAFT UNAVAILABLE (MAINTENANCE) 903 36%
PROPER AIRCREW UNAVAILABLE 321 13%
WEATHER 852 34%

FY08 No Launches
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Question: Please describe CBF participation in planning for the interagency Next Generation Air
Transportation System effort, and any potential impact on AMOC and CBP’s interdiction and other operations.

ANSWER: CBP Air and Marine has representatives on the Next Generation Alr Transportation System
(NGATS) Joint Program Development Office JPDO) Integrated Surveillance Study Team (ISST). The purpose
of the ISST is to develop consolidated NGATS requirements for Integrated Aviation Transportation
Surveillance. CBP Air and Marine members of the ISST ensure the equities of CBP and DHS are documented.
It is critical that current radar systems continue to detect the “non-cooperative” aircraft and /or the “primary
only” aircraft, in order to aliow CBP, and other agencies that are divectly involved in airspace security, to track
these aircraft without interruption.
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Question: What is the current status of CBP participation in the Next Generation Air Transportation System
(NGATS) planning process, and the prospects that a NGATS will address “non-cooperative air traffic”
currently tracked by AMOC?

ANSWER: CBP Air and Marine has representatives on the Next Generation Air Transportation System
(NGATS) Joint Program Development Office (JPDO) Integrated Surveillance Study Team (ISST). The purpose
of the ISST is to develop consolidated NGATS requirements for Integrated Aviation Transportation
Surveillance. CBP Air and Marine members of the ISST ensure the equities of CBP and DHS are documented.
Tt is critical that current radar systems continue to detect the “non-cooperative” aircraft and /or the “primary
only” aircraft, in order to allow CBP, and other agencies that are directly involved in airspace security, to track
these aircraft without interruption.

Question: CBP is very dependent on contractor UAS operators and pilots at this time. Do you plan to replace
contractors with CBP personnel? Do you have enough staffing and tracking capacity at the Air and Marine
Operations Center? What is the requirement, in terms of staff, equipment, facilities, and a timetable for
implementation (including for ground control systems) for a fully operational Predator Operations Center?

ANSWER: CBP plans to replace a portion of the contractor workforce with CBP personnel. CBP has been
funded to hire 24 UAS pilots and sensor operators in FY 2009.

CBP A&M intends to begin limited UAS operations from the Air and Marine Operations Center in 2008. A
portion of the FY 2009 new hires (24 personnel) will be aliocated to UAS operations at the Air and Marine
Operations Center. CBP will submit a request for additional pilots in the FY 2010 budget request. If approved,
these positions will be allocated between the Air and Marine Operations Center and UAS operating centers on
the southwest border, the northern border and the southeastern coastal region.

CBP A&M will establish an AMOC Phase B Program Office in summer, 2008. This program office will be
responsible for defining requirements, establishing program milestones, establishing a program schedule and
executing a program that meets the requirement to achieve coverage for the southern and northern borders. The
AMOC Phase B program will address several requirements, one of which is the establishment of a Predator
operations center.

Question: What funding is required for spare parts and related equipment to support full operations for the
current planned six UAS in fiscal years 2008-09, and how much is currently funded or requested for this
purpose?

ANSWER: The FY 2008 enacted budget provides CBP A&M $10.6M for spares and related equipment for the
current six planned UAS aircraft. CBP estimates that $4M per year, per UAS (i.e., a total $24M per year for six
aircraft) is required to support full operations in FY 2008-2009. This funding would support spares, ground
support equipment, contractor technical and maintenance support and fuel costs for three locations. This
funding would also support surge operations in other locations.

This brings total funding for UAS, through FY 2008 to $100.2M. The FY 2009 President’s Budget contains
$29.6 million for the UAS system and its related spares and equipment. The funding will support the purchase
of the 7™ UAS, much-needed upgrades to the program’s software integration lab, and additional ground control
equipment/spare parts for increased deployment flexibility. It also contains $4 million for 24 new UAS pilots.
With the additional pilots, CBP can provide each UAS with two sets of crew, and increase the average length of
its Predator B missions to at least 14 hours.
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Question: Does the CBP/DHS strategic plan call for a target of 18 UAS’, to be deployed six each on the
Northern and Southem borders as well as the Florida/Southeast maritime area? Assuming full funding for this
would be available, what timetabile, funding and staffing would be required to achieve this?

ANSWER: While the Strategic Plan does call for an end state of 18 UASs to be deployed in the three Area’s of
Responsibility (AORs) to include the Northern, Southem, and Southeast/Caribbean maritime regions, it does
not specify certain numbers to each border region, deployments locations of these aircraft will be based on
threat. CBP anticipates that these threats will change over time and therefore deployment locations will change
as well to correspond accordingly.

Strategically, CBP A&M will maintain command and control of UAS operations through the AMOC.
Operationally, in its future role as a UAS National Operations Center, the AMOC will serve as a CBP UAS
Center of Excellence and oversee the air tasking of the planned 18 unmanned aircraft systems in each of the
three operational regions.

Tactically, CBP A&M UAS Operations Centers conduct faunch and recovery missions via locations that
provide access to enter the National Airspace System (NAS) from restricted airspace.

The UAS Operations Centers, in concert with the AMOC, will coordinate local area operations with the Border
Patrol and other federal, state and local law enforcement organizations (based on threat type) accordingty.

The UAS end state for staffing discussed in the Strategic Plan was 241 personnel to be Jocated at approximately
five Jocations in support of 18 UAS platforms. The FY 2009 Budget requests $4M for 24 of these staffing
positions. This plan and its desired end state however are currently under review and would have to be revised
to support increased acquisition of aircraft and the subsequent increase in operations.

Merida Initiative

Question: In October 2007 President Bush announced the intent to fund a security assistance initiative with
Mexico and Central American countries. This initiative would address joint efforts to combat criminal
organizations, and the movement of illegal drugs and transnational threats through the region. Various forms of
assistance, such as inspection equipment, canine units, and interdiction assets, have all been named possibilities.
What funding is included in the FY 2009 to support this initiative, and what specifically does this fund? What
additional demands would Merida initiative activities place on CBP staffing and resources (even if funded in
other budgets), and how would they affect other CBP border operations, whether trade, counterdrug, or
immigration related?

ANSWER: DHS and CBP have been actively involved in the interagency process developing the Merida
Initiative. As a foreign assistance proposal, the Merida Initiative budget request is being made through the
International Narcotics Control and Law Enforcement (INCLE) foreign assistance account. Specific questions
relating to the FY09 INCLE budget request can be directed to the State Department.

The State Department recognizes that much of the expertise for the items and programs in the Merida Initiative
lies among the interagency, and DHS and CBP will have an important role in implementing a number of these
items and programs in the funding request. The interagency process has been working to refine the details of
the package and determine which specific U.S. government departments and agencies will implement the
various components of the Merida Initiative should Congress approve it.

CBP will likely have a leading role in the implementation of the following components of the Merida Initiative,
which will be funded through the FY09 INCLE budget request:
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» Non-Intrusive Inspection (NIIE) equipment for the Mexican military (approximately $20.2 million FY
2009 INCLE funding)

Rescue and Communications Equipment and Training (approx. $5.3 million FY 2009 INCLE funding)
OASSIS (approx. $4.5 million FY 2009 INCLE funding)

NIIE/Canines for Mexican Customs (approx. $38.4 million FY 2009 INCLE funding)

NIIE/Canines for Federal Police (approx. $31.5 million FY 2009 INCLE funding)

CBP acknowledges that implementation of the provisions of the Plan Merida initiative will call upon various
types of enforcement expertise from the ranks of agency personnel. Prior to engaging, CBP will evaluate the
near and longer term requirements and align to DHS objectives in a manner to minimize negative impact to
CBP domestic operations. CBP is sensitive to the need to maintain continuity and commitment to existing
agency priorities that ensure the security of our nation.

An important benefit from Plan Merida is the improved security to the United States through the strategic goal
of assisting Mexico and Central American countries to develop their internal capacity to address threats,
Through Plan Merida, CBP may realize greater coordination with Mexico partners through improved
information sharing, targeting, better inspections, use of Non-Intrusive Inspection (NII) equipment, and when
appropriate, joint enforcement operations. The benefit is increased response capability and interdiction of
threats in Mexico's southern region or at its southern border with Guatemala. These improved activities will
have the potential effect to reduce pressures on CBP resources along the border and enhance U.S. national
security.

Questions for US-VISIT

Question: The CBP budget calls for $62.8 million in new funding to provide operations and maintenance
support for US-VISIT hardware and systems in use at ports of entry. I understand that these costs have in prior
years been shared by both CBP and US-VISIT, but not fully identified. Is this the full operations and
maintenance cost for all entry/exit systems in use by CBP? Will CBP now fund all the US-VISIT functional
systems in its physical control?

ANSWER: CBP has systems that collect entry and exit data such as the Advance Passenger Information
System, Form 1-94/W data entry and vehicle primary that are not considered US-VISIT projects and are not
covered by this US-VISIT operations and maintenance request.

CBP will fund all the operations and maintenance for the US-VISIT functional systems within CBP.

Question: The US-VISIT budget justification notes that of 21 outstanding GAO recommendations for US-
VISIT, 10 are no longer being tracked by GAO and four are closed. What are the remaining open
recommendations, and how will you reconcile them?

ANSWER: There are a total of 35 GAO recommendations -~ 21 remain open, ten are no longer being tracked,
and four are closed.

e The remaining open recommendations are as follows:
1. Develop and approve test plans before testing begins.
GAO-04-586 and GAO-06-296
2. Implement effective configuration management practices, including a change control board. GAO-04-
586 and GAO-06-296
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Develop a plan for implementing all open recommendations and periodically report to the DHS
Secretary GAO-06-296

Reassess plans for deploying exit capability to ensure the exit pilot scope is adequate. GAO-06-296
Develop and implement processes for managing the capacity of the US-VISIT system. GAO-06-296
Follow effective practices for estimating the costs of future increments.

GAO-06-296

Provide a status of the relationships and dependencies between US-VISIT and ACE programs. GAO-
06-296

DHS Secretary direct US-VISIT PM to assess the full impact of US-VISIT at Land POEs on workforce
levels and facilities. GAO-06-296

Establish and maintain a plan for performing the contractor oversight process. GAQO-06-404

. Develop and implement practices for overseeing contractor work managed by other agencies. GAO-06-

404

Require agencies managing contract actions on the program’s behalf use effective contract management.
GAO-06-404

Require DHS/non-DHS agencies managing contracts on US-VISIT’s behalf delineate work, track
reimbursements. GAQ-06-404

Ensure that payments to contractors are in accordance with the Prompt Payment Act. GAO-06-404
Improve existing management controls for identifying and reporting computer processing problems.
GAO-07-248 and GAO-07-1065

Develop performance measures for assessing the impact of US-VISIT operations specifically at land
POEs. GAO-07-248

DHS finalize statutorily mandated report on comprehensive biometric entry and exit system. GAO-07-
248

DHS Sec report to Authorization and Appropriations Comm. on why Expend Plan legislative conditions
not met. GAO-07-1065

. Report to DHS and Congress on risks associated w/not meeting Expend Plan legislative conditions and

mitigations. GAO-07-278

Limit expenditure for exit pilots and demonstration projects until justified.

GAO-07-278

Work with the DHS Enterprise Architecture Board to identify and mitigate program risks. GAO-07-278
Limit planned expenditures for PM-related activities until they are planned and justified & have
performance measures. GAO-07-278

The following recommendations are no longer being tracked:

1.
2.

Sonaw
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10.

Develop a system security plan.

Develop and implement plan for satisfying key acquisition management controls in accordance with SEI
Guidance.

Ensure that human capital and financial resources are provided for Program Office.

Clarify the operational context in which US-VISIT is to operate.

Determine if Increments will produce value commensurate with cost & risk.

Develop and implement a human capital strategy for US-VISIT with individuals with appropriate KSAs.
Develop/implement a risk management plan and ensure all high risks are reported regulasly to the
appropriate executives.

Define performance standards for each US-VISIT program Increment,

Determine if Increments will produce value commensurate with cost & risk, disclose to Congress these
results.

Ensure expenditure plans disclose capabilities, costs and benefits, as well as how the program is being
managed.
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e The following recommendations have been closed:
1. Develop a privacy impact assessment,
2. Perform a privacy impact assessment and use results in system acquisition decisions.
3. Ensure that future expenditure plans are provided to House and Senate Appropriations Subcommittees.
4. Ensure that all future US-VISIT expenditure plans identify and disclose management reserve funding,

US-VISIT has established uniform policies and procedures for coordinating Government Accountability Office
(GAO) audits and a GAO recommendation database to track progress, improve communications, and facilitate
reporting. US-VISIT has also created an internal integrated project team (IPT), composed of representatives
from all affected offices that is focused on closing open GAO recommendations. The IPT has developed
mitigation strategies addressing all open recommendations and assesses progress against planned actions. It
provides a bi-weekly report on the progress of its mitigation efforts to the Under Secretary for the National
Protection and Programs Directorate, and meets monthly with representatives from GAQ to review progress on
its mitigation strategies and discuss criteria for closure. US-VISIT has included actions to resolve open GAQ
audit recommendations in its executives’ annual performance plans.

Question: US-VISIT requests an increase of 35 positions. How many personnel were on-board in FY 2007 and
are projected for fiscal years 2008-09; how many of the 102 positions funded in fiscal year 2008 are vacant; and
how many positions were and are filled by contractors?

ANSWER:

Vacancies
FY 2007 83 (on-board) 19
FY 2008 102 (projected) 12
FY 2009 119 (projected) 4]

US-VISIT has 225 contractor FTEs.

Question: The U.S. and Germany have agreed to limited sharing of fingerprint and perhaps other biometric data
for travelers. Please describe how this agreement would work in practice, any impact it might have on US-
VISIT operations and budget in fiscal years 2008-09, and the procedures to ensure data integrity and privacy.

ANSWER: On March 11, Secretary Chertoff and Attorney General Mukasey initialed a ground-breaking
watch list and fingerprint sharing agreement in Berlin. This new agreement will deepen counter-terrorism
cooperation with Germany, where last September, U.S. and German officials together dismantled a serious
terrorist plot. While the agreement has not yet been formally signed, and implementation arrangements remain
to be coordinated, the sharing of information between the two countries will serve as an essential component in
combating serious criminal activity, in particular, terrorism.

Given that formal implementation arrangements have not yet been coordinated and the extent of information
sharing has not been determined, it is too early to evaluate the degree of impact that the agreement might have
on US-VISIT operations and budget in Fiscal Years 2008 — 2009,

Although implementation arrangements remain to be coordinated, we expect that the information exchanged
between the United States and Germany will be subject to the same strict privacy provisions, use limitations,
and access controls of similar information-sharing programs. These provisions will ensure that necessary
technical measures and organizational arrangements are used to protect personal data against accidental,
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unauthorized, or unlawful destruction, loss, disclosure, alteration, access or any other form of processing. In
particular, these provisions shall ensure that only those authorized to access personal data will have access to
such data.

Question: Overstays and the Data Integrity Group (DIG) -+ One key part of US-VISIT is the “status indicator”
which tracks visa overstays. In the March 1, 2008 SBI report, DIG data show that the number of leads given to
the ICE Compliance Enforcement Unit (CEU) in FY 2007 more than tripled from FY 2006 to 12,618, and the
rate is climbing in FY 2008. The budget requests a $4,200,000 increase, 28% above FYO08, for Identity
Management and Screening Services, including for identity matching on behalf of other agencies. At the same
time, the budget justification says US-VISIT réceives 25,000 in-country overstay records each week, but 17,000
are neither vetted nor reviewed. The proposed FY09 budget would only cut this gap to 13,600 records per
week.

=» How many records went unchecked in fiscal years 2006-07, and are projected to go unchecked in fiscal

years 2008-097 How much would it cost to check all records?

ANSWER: The figures included in the Appropriations Committee leave-behind briefing were incorrectly
idemtified. The Data Integrity Group {DIG) currently reviews more than 10,000 Arrival Departure Information
System-identified in-country everstays per week (9,000 through batch processing and 1,000 through manual
vetting); 7,000 records per week are not reviewed. US-VISIT prioritizes potential overstay reviews based on
risk-based criteria from Immigration and Customs Enforcement. This approach ensures that US-VISIT is
reviewing all system identified overstays from countries of interest and other identified high risk populations.
With the resources requested in the FY09 budget, US-VISIT would be able to reduce the number of records that
are not reviewed by 25%, allowing for the expansion of review to additional records that pose lower levels of
risk.

In Fiscal Year 2006, there were 250,043 unchecked records. In FY 2007, there were 365,477 unchecked
records. So far in FY 2008 (as of December 31, 2007), there were 82,819 unchecked records,. Exirapolating
from the first quarter of FY 2008 for all of FY 2008, we anticipate that US-VISIT will have 331,276 unchecked
records. We note that using the first quarter of FY 2008 data to estimate the number of unchecked records for
all FY 2008 does not address seasonal variances in travel. For the most part, the unchecked records ouly reflect
air and sea arrivals and fand border arrivals for which arrival-departure records (Form 1-94) are issued. For FY
2009, we estimate that 273,000 records will not be reviewed.

Based on current costs {0 process priority overstay records, US-VISIT estimates that it will cost about $14.6
million to check all records. It should be noted that this is the cost of review and does not include potential
additional costs that ICE would need to follow up on the information provided to them after the reviews.

=» Inote that half of the 12 million undocumented persons in this country are said to be overstays, as were
some 9/11 terrorists. How much would it cost to check all records?

ANSWER: Please see previous response. US-VISIT can only identify those overstays that arrived since the
deployment of the US-VISIT system, which is about 1.3 million records. Consequently, we cannot provide a
dollar cost for checking 6 or 12 million records since we do not have the capability to identify overstays if the
individuals did not pass through US-VISIT entry.



335

QUESTIONS FOR THE RECORD SUBMITTED BY ‘

_ CONGRESSMAN CHETEDWARDS

U . Customs and Border Protectio

Information from General Aviation Pilots

Question: CBP has a proposed rule to require certain information from general aviation international flights
and this information must be electronically ransmitted to CBP. Many pilots - including many in my district
and in Texas - fly to and from remote areas with no internet access, How does CBP plan to address this issue?
Have you met with the general aviation community to address this problem?

ANSWER: The proposed rule published in the Federal Register on September 18, 2007, requires the pilot to
submit information electronically no later than 60 minutes before an arriving private aircraft departs from a
foreign location and no later than 60 minutes before a private aircraft departs the United States for a foreign port
or place. The pilot may anthorize another party with internet access to submit the information on their behalf.
in addition, while the pilot must submit the information no later than the 60 minutes prior 1o departure, there is
no maximum time frame for submission. Thus, a pilot may submit the required information to CBP days, even
months in advance of travel. This would allow the pilot to file the required information from less remote
locations with internet access well in advance of traveling to, or returning from, remote locations that may lack
internet access.

CBP has met with the general aviation community to discuss this issue. A total of 2,907 comments were
received in response to the proposed rule, published on September 18, 2007, in the Federal Register, during the
comment period. CBP is working to address these concerns.




CBP Training for Medical Emergencies

Question: Please describe CBP policies and procedures, if any, used to receive advance notification — from the
general public, U.S, government agencies or foreign governments — of and prepare CBP staff for foreign
nationals and United States citizens with medical conditions due to arrive at a given port of entry.

ANSWER: In some cases advance notice may come from the Centers for Disease Control and Prevention
(CDC) via agreed upon protocols. When an individual is determined to be a threat by CDC, the CDC may
request that the individual be added to CBP electronic systems. Requests For Assistance (RFA) to enter
jookouts or add to the “Do Not Board” list, are forwarded from the Department of Homeland Security (DHS)
National Operations Center (NOC) to the CBP National Targeting Center (NTC) and to CBF’s Office of Field
Operations, Operations Division, via the Commissioners Situation Room (CSR). The Operations Division
creates an operational awareness rouster and lookout and disseminates to the field. The NTC enters public
health lookouis into the Traveler Enforcement and Compliance System (TECS) and ensures that the patient in
question is added 1o the “Do Not Board” watch-list and coordinates with the Transportation Security
Administration and other entities as needed. If CBP encounters the individual identified by CDC for special
processing, CBP will follow the specific instructions, such as isolate the individual and contact CDC.

Advance notification of medical conditions may also oceur at a local level between the port and the
transportation Jine. This would allow the local officers to respond timely to the situation, on a case-by-case
basis. CBP has guidelines for the processing of medical emergencies once they are brought to the attention of
the local port. For example, there is an expedited inspection process for medivac flights, which are provided
through advance notice of arrival.

Question: What is the frequency and duration of training for CBP officials directed to helping them know how
to adequately provide for medical emergencies and non-emergencies suffered by immigrant detainees? Who
provides this training?

ANSWER: CBP Officers receive the Community First Aid and Safety course (Course 8472) during basic
academy training. The First Aid and Safety course provides CBP personnel with the knowledge and skills
nECEssary 1o assist in sustaining life in a medical emergency, 1o reduce pain, and to minimize the consequences
of injury or sudden illness until advanced medical assistance arrives. This course also provides students with
the information and skills to operate an Automated External Defibrillator (AED). This 12 hour course includes
a practical evaluation on the skills listed above and a multiple choice written examination, on which students
must achieve a score of 80% or better,

Syllabus and lesson plan are available upon request.
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Border Patrol Agents receive First Aid/CPR/AED for the Workplace under the current 55-day training program
at the Border Patrol Academy. This course consists of 14 hours of training. New Border Patrol agents
complete a one-week course called First Responder following graduation from the academy. This course is
included in the Post Academy program schedule and is delivered by the Office of Border Patrol and takes place
at the sectors,

CBP Officers receive the Community First-Aid and Safety course during the basic training course at the Field
Operations Academy in Glynco, Georgia.

Border Patrol Agents receive the First Aid/CPR/AED for the Workplace at the Border Patrol Academy from
Red Cross certified Instructional staff. The instructional staff of the Physical Techniques Department is
certified by the American Red Cross to provide training in Lay Responder First Aid, CPR, and Automated
External Defibrillator (AED) at the Border Patrol Academy in Artesia, New Mexico,

Question: Please submit for the record the following information:

@ Copies of all training materials related to addressing the emergency and non-emergency needs of detainees in
CBP custody;

ANSWER: Hard copies of First Aid/CPR/AED for the Workplace, First Aid/CPR/AED for Schools and
Community {Participants Manual 3 Edition) and the “Adult CPR/AED” skills card will be provided
separately.

® Any and all memoranda or policy guidance sent by INS and DHS to the field concerning processing foreign
nationals and us citizens with medical conditions;

ANSWER: CBP policies and procedures used to receive advanced notification (from the general public, U.S.
government agencies, or foreign governments) of and prepare CBP staff for foreign nationals and United States
citizens with medical conditions due to arrive at a given port of entry come from the Centers for Disease
Control and Prevention (CDC), They arrive at the NTC and then notification is given to the Comumissioner’s
Situation Room if an action is to be taken at a Port of Entry.

Please refer to the following INS and DHS documents referencing policies and procedures related to foreign
nationals or United States citizens with medical conditions:

Policy for Encounters with Injured Subjects, November 9, 2007

INS Detention Standard, September 30, 2000

Commissioner’s Situation Room Reporting, Jannary 28, 20035

Interim Infectious Disease Guidelines, October 18, 2005

Blood-bome Pathogen/Tuberculosis Training, June 25, 2007 .
United States Border Patrol Canine Unit Policy and Procedures, August 16, 2001
Juvenile Aliens Protocol Manual, March 1999

Interim Guidance Regarding Unaccompanied Juveniles in Custody, September 2, 2005

® 6 B % @ 8 B 9

® A description of any and all protocols for CBP to consult with the Division of Immigrant Health Services,
U.S. Public Health Services, or other medical personnel when processing foreign nationals and United States
citizens with medical conditions.
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ANSWER: A Memorandum of Understanding exists between the Department of Homeland Security (DHS)
and the Department of Health and Human Services for establishing cooperative efforts towards safeguarding the
United States against the introduction, transmission, and spread of quarantinable and serious communicable
diseases into the United States. The memorandum is a framework regarding travelers’ health, medical
surveillance, disease reporting, inspection, quarantine enforcement, transportation, employee health, and worker
protection.

Consultation with any medical personnel starts with a phone call to the Centers for Disease Control and
Prevention (CDC) Quarantine Station that is within the jurisdiction of the particular Port of Entry where the
traveler with the medical condition arrived. The CDC Quarantine Officer is the authorized person to make
decisions regarding medical conditions of arriving travelers. If the POE cannot contact the CDC Quarantine
Station Officer within a reasonable amount of time (one hour) they may contact the Director’s Emergency
Operations Center (DEOC) in Atlanta, Georgia, directly for consultation with the duty Quarantine Officer who
is there 24/7. All CDC Quarantine Stations operate 24/7 by phone contact, but office hours are usually
restricted to eight to nine hours per day.

For those instances where an emergency exists, CBP will contact the appropriate local medical professionals,
for response.

It is the policy of the United States Border Patrol that all individuals encountered by agents of the Border Patrol
who are injured or require medical assistance be provided access to medical assistance regardless of their
immigration status, citizenship, or involvement in potential criminal activity.

Border Patrol agents who encounter injured subjects, regardless of citizenship and immigration status in the
United States, who are in the custody of the United States Border Patrol are to complete a Treatment
Authorization Request (TAR) and submit it to the Division of Immigration Health Services via the internet
www.inshealth.org/tarweb or by fax within 24 hours of the individual receiving medical attention to ensure the
prompt review and payment to the medical provider.

Question: Please indicate the level of emergency and non-emergency care available, the number of professional
healthcare officials and the healthcare training of these officials for each port of entry.

ANSWER: CBP does not provide emergency care training to its officers, and depends upon emergency
responders from local Emergency Medical Services, airport, or port authority. The number of responders, and
level of emergency and non-emergency care, available at ports of entry varies from none (at our small, remote
locations) to full response capabilities (at our large facilities at major airports).

Question: Please describe mechanisms for foreign nationals and U.S. citizens with medical conditions to lodge
grievances against CBP for their treatment at ports of entry.

ANSWER: Foreign nationals and U.S. Citizens may either submit complaints through the CBP Website or
complain directly to the port director with jurisdiction over the port where the situation occurred. Currently,
CBP does not have uniformity among its ports in the processing of complaints, but is working on the
harmonization of its complaint system,

Individuals with medical conditions may report grievances concerning their treatment to on site CBP personnel.
Grievances which rise to the level of alleged misconduct on the part of CBP employees are referred to the DHS
Office of Inspector General, the U.S. Immigration and Customs Enforcement’s (ICE) Office of Professional
Responsibility, or the Joint Intake Center.
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Question: Since its inception, how many complaints has CBP received per year concerning care given by the
agency to foreign nationals and U.S. citizens with medical conditions, and what was the disposition of the
grievances?

ANSWER: CBP does not have the data to answer this question as its ports have always processed complaints
independently of one another. CBP is currently working towards a uniform complaint system among all its
ports.

On a typical day, CBP processes approximately 1,200,000 individuals, including almost 650,000 aliens. There
is no single mechanism to track all complaints or allegations received regarding medical care or treatment.

Question: Since its inception, how many lawsuits have been filed against CBP over processing of foreign
nationals and U.S. citizens with medical conditions? Please describe the outcome of these lawsuits, including
awards of monetary damages and written apologies if any.

ANSWER: During this condensed time of review, we have identified six lawsuits filed in Federal courts
against CBP since its inception that fall within the scope of this question. Three of the six cases were dismissed
and the remaining three cases are still pending.

Question: Do foreign nationals and united states citizens with medical conditions detained during processing
have the right to telephone and consult with their treating physicians, counsel and immediate families and
foreign governments? Why or why not?

ANSWER: CBP Officers have the combined statutory authority under Titie 8 United States Code {8 USC], the
Immigration and Nationality Act (INA) and Title 19 United States Code [19 USC]. It aliows CBP officers to
search without a warrant, take sworn statements, and detain applicants for admission to determine their
admissibility into the United States, detain persons suspected of violating the customs, agriculture or other laws
of the United States that are enforced at the border.

Once determined to be a U.S. citizen or national, the individual is eligible to enter the United States, as the
inadmissibility grounds do not apply to U.S. citizens or nationals. However, U.S. citizens and nationals are not
exempt from examination and they are not afforded any additional protections.

All persons placed in an unattended secure area at a CBP facility will be asked whether they have a medical
problem or condition that may require some attention. 1f they are currently taking any prescribed medications,
the CBP officers will identify the type of prescribed medication, when it was last taken, and when the next
dosage is needed.

To the extent possible, no one who is pregnant, on life sustaining or lifesaving medication, or who appears ill,
shall be detained in a POE detention cell. They may be seated in the secondary area under direct supervision
and control of an officer. Officers should ask the detainee whether medical treatment is necessary. If the
detainee replies in the affirmative, or if medical treatment appears necessary, officers shall make appropriate
arrangements.

Appropriate emergency services will be called in the event of a medical emergency (i.e., heart attack, difficulty
breathing) during the detention of any person. The CBP officer must notify the supervisor immediately of all
medical emergencies.

Applicants for admission do not have the right to consult with counsel unless they become the focus of a
criminal investigation and are taken into custody {8 CFR 292.5(b)].
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Most port of entry cases do not result in arrest or detention. Officers at ports of entry are required to notify
every alien of his or her right to communicate by telephone with the consular or diplomatic officers of country
of nationality in the United States when the removal of the alien cannot be accomplished immediately. This is
generally defined as cases in which the alien is placed in detention for longer than 24 hours, or when the alien is
turned over to another agency. For those aliens from countries listed in 8 CFR 236.1(e), who are detained for
more than 24 hours, CBP is required by treaty to notify the appropriate consular or diplomatic officers about the
alien’s detention, even if the alien requests that this not be done. Officers are prohibited from referencing any
asylum claim or fear of persecution or torture expressed by the alien when contacting a consular official.

Foreign nationals and U.S. citizens have the right to use a telephone for a variety of reasons and circumstances
while in Border Patrol custody. For instance, the Border Patrol adheres to the State Department’s basic
consular notification procedures pursuant to Article 36 of the Vienna Convention on Consular Relations which
states, “Every alien who is arrested and taken into custody must be advised of his right to contact consular
representatives from the alien’s country without delay, and before the alien is booked for detention,” Although
Consular notification procedures under Article 36 are separated by mandatory and non-mandatory notification
requirements, every alien is advised of their right to Consular notification. Furthermore, ali rights forms
provided to aliens in custody specify the right to communicate with an attorney or other legal representative,
and the right to contact a consular representative. In cases involving claims for political asylum, all aliens are
referred to an asylum officer to review their claim and are afforded the right to speak with legal counsel or
another representative prior to speaking with an asylum officer. Form I-770 (Notice of Rights and Request for
Disposition) specifically refers to the right for unaccompanied alien children to use a telephone to contact a
parent, adult relative, or an adult friend, as well as legal counsel and consular notification. U.S. citizens being
detained for criminal proceedings are also advised of their rights as per the Miranda warning, prior to
questioning and are afforded the use of a telephone.

It is the policy of the U.S. Border Patrol that all individuals encountered by agents of the Border Patrol who are

injured or require medical assistance be provided access to medical assistance regardiess of their immigration
status, citizenship, or involvement in potential criminal activity.

Providing for Children in CBP Custody

Question: What specific standards is CBP using to protect the health and well-being of children held in CBP
facilities, and how does CBP enforce these standards?

ANSWER?: CBP is guided by 8 Code of Federal Regulations (CFR) § 236.3 regarding Detention and Release
of Juveniles, as well as the Fiores v. Reno Settlement guidance and CBP’s Directive Secure Detention
Procedures at Ports of Entry. CBP is required to follow specific standards for the treatment and release of
juveniles in CBP custody.

The U.S. Border Patrol treats all minors, including unaccompanied alien children (UAC), with dignity, respect,
and special concern for their particular vulnerabilities. All UAC are processed expeditiously giving them
priority over all other aliens in custody. Border Patrol policy, regarding processing, detaining, and caring for
UAC in Border Patrol custody, is based upon guidelines that come from the Flores v. Reno Settlement
Agreement and the Homeland Security Act of 2002.

Local CBP management is responsibie for ensuring compliance with the existing standards. All persons being
detained by CBP are documented on a personal detention log sheet, and in an incident log report via the
Traveley Enforcement and Compliance System (TECS).

CBP standards are enforced through a variety of ways. First, all new Border Patrol agent interns receive
training on the Flores v. Reno Settlement Agreement during their probationary training period. This training,
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which is now available online through the Virtual Learning Center, is required for all agents to complete each
year.

Additionally, copies of Border Patrol policy on processing, detaining and caring for unaccompanied alien
children in Border Patrol custody are posted in all processing areas for agents as reference material and as a
constant reminder of the standards used to protect the heaith and well-being of children in Border Patrol
facilities.

Last, these standards are enforced by the Chief of the Border Patrol, headquarters program oversight and site
reviews; sector Chief Patrol agents, station management and supervisory oversight during processing, periodic
training, policy development and review, and through close collaboration between Border Patrol and partner
agencies (i.e., Department of Homeland Security Office for Civil Rights and Civil Liberties and Customs and
Border Protection Internal Affairs).

Question: What mechanisms of redress do children have if and when these standards are violated?

ANSWER: According to the Flores v, Reno Seitlement, detained juveniles must be provided with Form 1-770,
Notice of Rights and Request for Disposition. The mechanism for redress is described on that form as judicial
review, stated below;

“NOTICE OF RIGHT TO JUDICIAL REVIEW

[DHS] usually houses persons under the age of 18 in an open setting, such as a foster or group home, and not in
detention facilities. If you believe that you have not been properly placed or that you have been treated
improperly, you may ask a federal judge to review your case. You may call a lawyer to help you do this. If you
cannot afford a lawyer, you may call one from the list of free legal services given to you with this form.”

Depending on the situation, children have a variety of mechanisms of redress if and when these standards are
violated. Unaccompanied alien children (UAC) can immediately bring it to the attention of the processing
agents or supervisors. They can also discuss it with their consular official. And, for those UAC whose custody
is turned over to the Office of Refugee Resettlement (ORR), they can report it to the ORR Federal Field
Specialist. When ORR receives a complaint from a UAC, the report is forwarded to DHS Office for Civil
Rights and Civil Liberties as well as to CBP Internal Affairs for investigation.

Question: Minors must be provided with INS Form 1-770, Notice of Rights, informing them that they have a
right to judicial review, free legal services, and bond redetermination hearings. Specifically, unaccompanied
children who are detained near U.S. borders and who reside in either Canada or Mexico must be advised of their
right to make a phone call before they are given a voluntary departure form. All other unaccompanied minors
must have communicated with a parent, relative, friend, or attorney before being presented the form. Please
clarify the specific quality assurance mechanisms CBP utilizes to ensure that all unaccompanied children
receive their I-770 Notice of Rights upon arest and are afforded their right to a phone call.

ANSWER: CBP uses a layered approach to monitor and assess compliance of existing policies and
procedures. CBP supervisors are immediately responsible for ensuring compliance with established procedures.
Headgquarters is responsible for policy oversight and implementation, and periodically performs field
enforcement 1eviews to ensure compliance with policies and procedures. Additionally, CBP has a self
inspection program which is designed to verify and assess compliance, and take corrective action where
necessary.

Both the front page and the back page of Form I-770 specifically address the requirement of affording all
detained unaccompanied alien children the right to use a telephone. All completed administrative casework,
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including that of unaccompanied alien children, is reviewed and approved by a Supervisory Border Patro] Agent
ensuring that ali forms have been completed, are accurate, and that necessary standards have been adhered to.

CBP Office of Internal Affairs Management Inspection Division requires the Border Patrol to annually
complete a Seif-Inspect Program. As part of this process, stations are required to review a random sample of
events from the review period and determine whether the processing agents adhered to policy in each event and
provided all unaccompanied alien children with Form I-770.

Question: Please describe the specific training CBP officials receive in processing unaccompanied children.
‘Which NGOs and child welfare experts participate in such training?

ANSWER: Within OFO, training is provided several times to officers who might deal with unaccompanied
children in many courses which include:

* Basic training of CBP Officers

e Cross Training modules

e Advanced Admissibility Secondary Training

e Virtual Learning Center course on Unaccompanied Minors

Border Patrol agent interns receive on-the-job training from Field Training Officers, as part of a nationally
structured Field Training Program. Part of their training includes alien processing, to include processing
unaccompanied alien children. Additionally, new Border Patrol agent interns receive training on the Flores v.
Reno Settlement Agreement during their probationary training period. This training, which is now available
online through the Virtual Learning Center, is required for all agents to complete each year.

The training that Office of Field Operations employees receive was created by the Office of Training and
Development and is delivered either electronically or by CBP employees to CBP employees.

NGOs do not participate in training Border Patrol agents on processing unaccompanied alien children.
However, the Border Patro} does collaborate extensively with DHS Office for Civil Rights, Civil Liberties,
HHS Office of Refugee Resettlement, and ICE Detention and Removal Operations to ensure that
unaccompanied alien children are properly cared for.

Question: Please explain the specific policies and procedures CBP has in place to document and investigate any
allegation of abuse and mistreatment by an unaccompanied child and how they are communicated to the child.

ANSWER: All allegations of misconduct, regardless of the age of the alleged victim, are reported to the Joint
Intake Center (JIC) and logged into the JIC database. The Joint Intake Center (JIC) serves as the central
“clearinghouse” for receiving, processing, and tracking allegations of misconduct involving personnel and
contractors employed by Customs and Border Protection (CBP) and U.S. Immigration and Customs
Enforcement (ICE). The JIC provides CBP and ICE with a centralized and uniform system for processing
reports of alleged misconduct. All reports of misconduct are coordinated with the Department of Homeland
Security (DHS) Office of Inspector General (OIG) and referred to the appropriate office for investigation, fact-
finding, or immediate management action.

e U.S. Customs and Border Protection (CBP) adheres to strict, uniform guidelines for receiving,
processing, and investigating allegations of CBP employee misconduct.
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e Allegations of misconduct on the part of CBP employees can be reported 24x7 to the Department of
Homeland Security Office of Inspector General (DHS-OIG), the U.S. Immigration and Customs
Enforcement Office of Professional Responsibility (ICE-OPR), or by contacting the Joint Intake Center,

s Regardless of method of receipt, all misconduct allegations are entered into a secure, electronic database
and routed through the Joint Intake Center located in Washington, DC.

e In accordance with DHS policy, allegations received by ICE-OPR or the Joint Intake Center are initially
referred to the DHS-OIG for independent review and investigative consideration. The OIG maintains
the “right-of-first-refusal” for any misconduct allegation involving a DHS employee or contractor.

* Allegations that are not accepted for investigation by the DHS-OIG are referred to the various
components’ internal affairs offices for investigation or inquiry.

s The CBP Office of Internal Affairs (IA) employs a permanent cadre of highly skilled and experienced
investigators to address criminal and serious misconduct allegations involving CBP employees.

e Less serious allegations are referred to specially trained, collateral duty fact finders for administrative
inquiry.

s Investigative findings are referred to the CBP Office of Human Resources Management (HRM) for
independent review and action in conjunction with responsible management officials.

e CBP management is committed to taking appropriate and timely discipline and corrective action in cases
of substantiated misconduct. HRM is responsible for ensuring that discipline is administered fairly and
consistently throughout CBP,

e The Privacy Act restricts the release of information related to agency disciplinary actions or
proceedings.

¢ The DHS Office for Civil Rights and Civil Liberties also receives allegations and complaints from the
Office for Refugee Resettlement. Depending upon the severity of the situation, these may be referred to
the Joint Intake Center or to the appropriate CBP component for consideration and/or immediate action.

e In addition, CBP has recently developed an annual training course, "Unaccompanied Juveniles/Minors
and Flores vs. Reno Settlement Agreement,” to provide greater awareness of and sensitivity to the
special needs of unaccompanied juveniles in custody.

Question: Please explain the legal authority for utilizing expedited and summary removal of unaccompanied
children and how and whether these children are screened for eligibility for asylum or other forms of relief
including as victims of trafficking.

ANSWER: All aliens who are applicants for admission shall be inspected by immigration officers. INA §
235(a)3). Application to lawfully enter the United States shall be made in person to an immigration officer at a
U.S. port-of-entry when the port is open for inspection. 8 C.F.R. § 235.1(a). Each alien secking admission at a
United States port of entry must present whatever documents are required and must establish to the satisfaction
of the inspecting officer that the alien is not subject to removal under the immigration laws. 8 C.F.R. § 235.1(f).
An alien who arrives in the United States “who, by fraud or willfully misrepresents a material fact” or falsely
claims to be a citizen of the United States (INA § 212(a)(6)(C)) or without proper documentation (INA §
212(a)(7)), shall be ordered removed from the United States without further hearing or review unless the alien
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cither indicates an intention to apply for asylum under INA § 208 or a fear of persecution. INA §

235(b)(1)(AYGE).

If the juvenile is considered for Expedited Removal, the initial asylum screening is assessed during the
completion of the Form 1-867B, Jurat for Record of Sworn Statement in Proceedings under Section 235(b)(1) of
the Act, which includes appropriate questions. If the juvenile has a credible fear the juvenile would be referred
to an asylum officer for further disposition. If the juvenile is referred under INA § 240 proceedings to an
Immigration Judge, the court would be responsible for determining available relief.

If the juvenile is considered for withdrawal of application for admission, officers must also make every effort to
determine whether the minor has a fear of persecution or return to his or her country. If the minor indicates a
fear of persecution or intention to apply for asylum, or if there is any doubt, especially in the case of countries
with known human rights abuses or where turmoil exists, the minor should be placed in removal proceedings
under section 240 of the Act. If there is no possibility of a fear of persecution or return and CBP permits the
minor to withdraw his or her application for admission, the consular or diplomatic officials of the country to
which the minor is being returned must be notified. Safe passage can then be arranged, and after all
notifications to family members and government officials have been made, the minor may be permitted to
withdraw.

The Border Patrol does not currently process unaccompanied alien children for expedited removal proceedings.

A CBP officer or Border Patro} agent refers all claims for asylum for an interview by an asylum officer. INA §
235(b)(1)(ii). If an alien subject to the expedited removal provisions indicates an intention to apply for asylum,
or expresses a fear of persecution or torture, or a fear of return to his or her country, the inspection officer shall
not proceed further with the removal of the alien until the alien has been referred for an interview by an asylum
officer in accordance with 8 C.F.R. § 208.30. The examining immigration officer shall record sufficient
information in the sworn statement to establish and record that the alien has indicated such intention, fear, or
concern, and to establish the alien’s inadmissibility. 8 C.F.R. § 235.3(b)(4).

Question: Piease describe the specific standards, if any, for care and conditions of confinement CBP utilizes at
border patrol stations housing- or jailing- unaccompanied children?

ANSWER: 1t is the policy of the U.S. Border Patro} to treat all minors, including unaccompanied alien children
(UAQ), with dignity, respect, and special concern for their particular vulnerabilities. Border Patrol policy,
regarding processing, detaining, and caring for UAC in Border Patrol custody, is based upon guidelines that
come from the Flores v. Reno Settlement Agreement and the Homeland Security Act of 2002.

The Border Patrol Interim Guidance Policy provides that:

e ANl UAC are processed expeditiously giving them priority over all other aliens in custody.

e UAC are separated from unrelated adults whenever possible and not detained in the same hold room.
*If unavailable, must be kept in a secure area (processing area, interview room, etc.) under constant
supervision.

®  Access to showers (if available), basic hygiene items, towels, clean clothing, etc., if detained longer than
48 hours.

e Access to toilets and sinks, drinking water, meals regardless of time in custody (offered every six hours
— 2 must be hot and regular access to snacks, milk, juice, etc.)

o Emergency medical service (if needed).

e Adequate temperature control and ventilation.

o Constant visual supervision.
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Question: Please indicate the reasons CBP has not chosen to contract with a reputable organization with child
welfare expertise to house and care for children detainees.

ANSWER: With the passage of the Homeland Security Act of 2002 (HSA), responsibility for the care and
custody of unaccompanied alien children (UAC) was transferred to the Department of Health and Human
Services, Office of Refugee Resettlement (ORR) from legacy Immigration and Naturalization Service. With the
transfer of these functions, ORR became responsible for the following: coordinating and implementing the care
and placement of these UAC; making placement determinations for all UAC who are in Federal custody by
reason of their immigration status; identifying and overseeing a sufficient number of qualified individuals,
entities, and facilities to house UAC; and conducting investigations and inspections of facilities in which UAC
reside. With the transfer of responsibilities, the HSA also transferred all assets, authority, and appropriations
associated with the care, custody and placement of UAC to ORR.

Attrition at CBP

Question: The President’s FY09 budget request includes $442 million to hire, train and equip 2,200 new
Border Patrol Agents. Excluding those who retire with full benefits from the Border Patrol, how many Border
Patrol Agents left the job last year?

ANSWER: 1,320 agents left the Border Patrol occupation in FY 2007 (excluding retirements).

Question: What is the per-agent cost incurred by your agency to replace someone who departs from the Border
Patrol?

ANSWER: The per-agent cost incurred by CBP to replace one Border Patrol agent is $37,590. This amount
includes recruitment, testing, training, and supplies but does not include human resources or training staff time.

Question: What are the top five primary reasons given by quitting officers for their departure? Please indicate
the percentage of officers leaving for each reason (e.g. “X”% of departing officers indicated that “Y” was the
primary reason they were leaving). Also, if not in the top five reasons for departing, please speak the impact the
following have on officer attrition: officers are assigned to remote locations for their first tour with CBP;
officers sometimes patrol alone in difficult terrain and with aid from other officers multiple minutes away;
wages are not sufficiently adjusted upward when an officer moves from a location with a lower cost of living to
one with a higher cost of living.

ANSWER: Respondents were asked how important each of a list of the reasons was to their decision to leave.
They were asked to cite all reasons that applied to them. The lists on the following page show the most
frequently cited reasons.
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Lack of eligibility for 6(c) Law Enforcement Retirement TL3%
Unsatisfactory working conditions 70.7%
Better pay/benefits 64.6%
Job Stress or burn-out 64.3%
Desire different 1ypé of work or profession 63.3%

Remote locale 14.0%

Unexpected cost of living at duty station 15.4%
Concerns for health and personal safety 26.1%

Question: According to a January 3, 2008, GAO report, CBP recognizes that officer atirition has impaired its
ability to attain budgeted staffing levels and is in the process of developing a strategy to help curb attrition.
‘What is CBP doing to curb the premature departare of its personnel?

ANSWER: There are a number of retention incentives available for CBP Officers. We offer a competitive
COPRA compensation package, specialized training opportunities, tuition assistance, student loan repayment
(pending completion of labor obligations), retention bonuses, and Foreign Language Award Pay (FLAP).

For Border Patro} agents, we offer a generous overtime compensation package, accelerated promotions, law
enforcement retirement benefits, specialized training opportunities, tuition assistance, student loan repayment
(pending completion of labor obligations), and retention bonuses.

Smuggling of Weapous from the U.8, to Mexico

Question: What percentage of arms confiscated by CBP agents originated in the U.S. What percentage was
llegally trafficked from the U.S.?

ANSWER: The Office of Field Operations seized a total of 238 firearms from the beginning of Fiscal Year
(FY) 2007 through FY 2008 to date (data as of 3/18/2008) at ports of entry along the U.S.-Mexico land border.
Fifty-five percent of these seizures were made in outbound operations on individuals traveling to Mexico from
the United States.

All interceptions of weapons by CBP as outlined in QFR 760523 were transported in violation of law, Fifty-
five (55) percent of the seizures were made in outbound operations on individuals traveling to Mexico from the
United States,

Question: In the estimation of CBP, roughly what percentage of armed attacks against CBP agents involved
weapons ilegally trafficked from the U.S.7

ANSWER: CBP tracks and reports on daily border violence. CBP does not capture data on whether or not
iliegally trafficked weapons were used in the commission of border violence incidents against CBF personnel,
In fact, many of the weapons-related border violence incidents against CBF personnel involve weapons being
discharged across the U.8. border from Mexican.



347

The Office of Field Operations is not aware of any attacks occurring at the ports of entry against CBP officers
that involved weapons illegally trafficked from the United States.

Question: Currently, how does the U.S. ensure that weapons are not trafficked from the U.S. to Mexico? What
percentage of Mexico-bound vehicles are physically searched or X-rayed for trafficked arms?

ANSWER: CBP works in coordination with other U.S. Federal Government agencies to coordinate outbound
seizures of firearms destined for Mexico. CBP enforces statutes and regulations that govern the export of
controlled items, such as firearms, and ensures that all exports are in compliance with applicable laws.

Additionally, CBP conducts outbound pulse operations on traffic destined for Mexico. These operations are
focused on smuggling activities that may include weapons, currency, and stolen vehicles. CBP identified that
pulse operations yield the greatest benefit to successful operations and provide the greatest opportunity to
interdict smuggling actions before criminal organizations conducting surveillance suspend activities.
Additionally, CBP, U.S. Immigration and Customs Enforcement (ICE), the Bureau of Alcohol, Tobacco,
Firearms and Explosives (ATF), and the U.S. Drug Enforcement Administration (DEA) have developed a joint
strategy aimed at identifying and disrupting the illicit cross border trafficking of firearms and ammunition.
CBP continues to seek avenues to coordinate efforts in this arena with the Government of Mexico.

CBP does not track inspections of outbound vehicles and cannot provide a percentage of Mexico-bound
vehicles that are physically searched or X-rayed for trafficked arms.



Outreach 1o Affected State and Local Communities

Question: Please provide a detailed listing of all outreach efforts to affected State and local communities along
the Northern and Southern Borders conducted by DHS and CBP with respect to border security over the last
two fiscal years.

ANSWER: The table below provides a list of DHS/CBP outreach activities through February 2008 that have
focused on describing potential implementation of tactical infrastructure and provided opportunities for
stakeholders to address their concerns.

Event City location(s) Date of Attending Officials Sector
svent(s)
Qutrsach to Officals Del Rio, TX 2128/2007 | City Counclt Del Rio
Del Rio Mayor
Quirsach to Officials Dal Rio, TX 5/12/2007 | City Council Del Rio
Del Rio Mayor
Outreach to Officials Eagle Pass, TX B5/2007 Eagle Pass City Placner Del Rie

Eagle Pass City Manager
Parks and Recreation Director

Quireach to Public Group | Eagle Pass, TX 6192007 | Ranchers from Uvalds, Del Rio
Eagle Pass, and Carrizo.
Members of the Kickapoo Tribal Nation

Qulteach to Public Group | Del Rio, TX 6/20/2007 | Ranchers from Del Rio, Comstock and Del Rio
Brackettvifte.
Local Law £ personnel
Outreach to Officials Eagle Pass, TX /2312007 | Eagle Pass City Council Members Del Rio
Qutreach to Otficials Eagle Pass, TX 7/23/2007 | Eagle Pass Mayor Foster Det Rio
Quireach to Officials Eagle Pass, TX /272007 | Eagle Pass City Councll Members Del Rio
Quireach to Officials Eagle Pass, TX TF/31/2007 | Eagle Pass City Manager Del Rio
Qutreach 1o Officials Del Fio, TX 121072007 | Del Rio Mayor Del Rio
Det Rio Assistant City Manager
Outreach to Public Group | Eagle Pass, TX 12/16/2007 | Eagle Pass County Sheriff Del Rio

Local News Reporter
Local Ranchers

Cutreach to Officials Calexico Clity, CA 8192007 | Calexico City Council Eif Centro
Calexico City Mayor
Oureach to Officials El Centro, CA ©/25/2007 | £l Centro City Council Members El Centra
Quitrsach fo Officials £} Gentro, CA 8/26/2007 | E! Centro City Councit El Centro
Quireach to Cificials &1 Centro, CA B/26/2007 | Representative of California Assembly Ef Centrs
Qutreach o Officials Tigua Tribal HQ 6/26/2007 | Tigua Govemor £l Paso
Ei Paso, TX Tigua Atlorney
Tigua Tribal Council
Quitreach to Officials ElPaso, TX 6/27/2007 | El Paso Mayor EfPaso
Town Hall Fabens, TX &/30/2007 | Ef Paso County Sherifis Office ElPaso

Texas Department of Public Satety
Texas State Aepresentative
Representative of Congressman Silvestre Beyes
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Qutreach to Officials Ef Paso, TX 10/12/07 Employees of Water District - El Paso
El Paso County Water General Manager
improvement District #1 District Engineer
Outreach to Officials Et Paso, TX 10/16/07 Employees of Water District - €l Paso
El Paso County Water General Manager
improvement District #1 District Engineer
Outreach to Officials El Paso, TX 10/16/07 President, University of Texas at El Paso £l Paso
Qutreach to Officials £t Paso, TX 10/22/2007 | El Paso Mayor El Paso
Chief of Staff
QOutreach to Officials Ei Paso, TX 10/25/07 IBWC Commissioner ElPaso
IBWC
Outreach to Officials Ei Paso, TX 11/1/07 BNSF Palice Chief EiPaso
BNSF Police
USACE
Town Hali Animas, NM 11/2/2007 Representatives from Senators John Bingaman & El Paso
Pete Domenici's Offices
Representatives from the Bureau of Land
Management & the New Mexico State Land Office
Qutreach to Officials Suniand Park, NM 11/6/2007 | Sunland Park City Council Representatives El Paso
New Mexico State Representative
The Verde Group
Qutreach to Officials El Paso, TX 1113407 Water Supply Manager £l Paso
E) Paso Water Utilities Utilities Security Coordinator
Outreach to Officials El Paso, TX 11/15/07 Members of the E| Paso County Water EiPaso
E! Pasc County Water District # 1 Improvement District #1
The Hudspeth County Water Reclamation Project
1BWC
Qutreach to Officials Las Cruces, NM 1727107 Bureau of Land Management (BLM) Specialists Ei Paso
Bureau of Land Management
Town Hail Santa Teresa, NM 11/28/2007 | The Dona Anna Sheriif's Departiment ElPaso
El Paso Police Department
Sunland Park Police Depariment
Pon Director for Santa Teresa POE
Senator Bingaman's Office R
Town Hall Deming, NM 12/5/2007 | Senator Jeff Bingaman staff EiPaso
General Public
Qutreach to Officials Albuquerque, NM 12/5/07 Locat Law Enforcement Ei Paso
New Mexico HIDTA Task Force
Qutreach to Officials Ei Paso, TX 12/14/07 Al-Blair District General Manager Al Blair-District EiPaso
Engineer
Town Halt Fort Hancock, TX 12/12/2007 | Rep ive of G Ciro Rodri EiPaso
Members of the community
Local faw enforcement
United States Customs Service
Hudspeth County Sheriff's Office
Qutreach to Officials Las Cruces, NM 12/12/07 Task Force Attendees El Paso
Bureau of Land Management
Qutreach to Officials ElPaso, TX 12/13/07 Board of Directors E!Paso
Al-Blair General Manager
Al Blair-District Engineer
Outreach to Officials Et Paso, TX 12/14/07 Al-Blair General Manager El Paso
£l Paso County Water District # 1 Al Biair-District Engineer
Qutreach to Public Group | Deming, NM 12/17/2007 | Local Community Landowners El Paso
Qutreach to Officials El Paso, TX 1202107 Board of Directors EiPaso
E! Paso County Water District 4 1 Al-Blair General Manager
Al Blair-District Engineer
Qutreach to Public Group | Alamogordo, NM 11212008 Local Law Enforcement El Paso
Outreach to Officials Las Cruces, NM 1/18/08 Local Law Enforcement El Paso
Town Hall El Cenizo, TX 6/17/2007 | Local, State & Federal Law Enforcement Agencies | Laredo
El Cenizo City and County Officials
Town Hall Zapata, TX 8/7/2007 Local, State & Federal Law Enforcement Agencies | Laredo
Zapata City and County Officials
Town Hall Laredo, TX 8/15/2007 | Local, Siate & Federal Law Enforcement Agencies | Laredo
Laredo City and County Officials
Town Hall Cotulla, TX 11/13/2007 | Local, State & Federal Law Enforcement Agencies, | Larede
Cotulta City and County Officials
Town Hall Hebbronvitle, TX 8/17/2007 | Local, State & Federal Law Enforcement Agencies, | Laredo

Hebbronville City and County Officials
Congressman Henry Cueliar
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Qutreach to Officials Presidio City, TX 5/15/2007 | Presidio City Administrator Marfa
Presidio Police Deparment
Presidio County Sherrifs Department
Presidio County Judge
IBWC
Local newspaper and radio representatives
Outreach to Officials Sierra Blanca, TX 5/16/2007 | County Sherrif Marfa
Hudspeth County Judge
18BWC
Qutreach to Public Group | Mafra, TX 5/24/2007 | General Public Marfa
Qutreach fo Officials Marta, TX 7/28/2007 | Congressman Ciro Rodriguez Marfa
Outreach {o Public Group | Weslaco & Mercedes, TX 08/30/07 Local Landowners Rio Grande
Valiey
Qutreach to Public Group | Harlingen, TX 04/08/07 Local Landowners Rio Grande
Valiey
Outreach to Officials Weslaco & Mercedes, TX 05/09/07 Pharr POE Port Director Rio Grande
Progreso POE Port Director Valley
Outreach to Officials Weslaco & Mercedes, TX 05/11/07 Alame, Pharr and Donna Law Enforcement Rio Grande
Valiey
Quireach to Officials U.S.F&W Upper & Lower Rio 5/15/2007 | Wildlife Refuge Representatives Rio Grande
Grande Valley Refuge Areas Valiey
Qutreach to Officials Weslaco & Mercedes, TX Q5/17/07 Donna Mayor Rio Grande
Donna City Manager Valley
Donna lrrigation District
Alamo Mayor
Qutreach to Public Group | Weslaco & Mercedes, TX 06/01/07 Local Landowners Ric Grande
vailey
Qutreach to Officials Harlingen, TX 06/04/07 Haslingen Mayor Ric Grande
Haslingen City Councit Vatley
UTB/TSC
State & U.S. Government Officials
QOutreach to Officials MeAlien, TX 08/12/07 McAllen Mayor Rio Grande
McAllen City Officials Valtey
Qutreach to Officials McAlien, TX 06/17/07 McAilen Mayor Rio Grande
McAttlen Gity Officials Valley
QOutreach fo Officials Harlingen, TX 06/20/07 Local County Officials Rio Grande
Valiey
Qutreach to Public Group | Brownsvilie, TX G7/09/07 Rio Grande Delta Audobon Chapter Members Rio Grande
Valley
Qutreach fo Officials Rio Grande Valley 08/31/07 U.S. Fish & Wildlife Representatives Rio Grande
Santa Anna Valley
Wildiife Refuge
Outreach to Public Group | McAllen, TX 09/06/07 McAlien Mayor Rio Grande
McAtlen Chamber of C Np Valley
Outreach to Officials Harlingen, TX 09/21/07 Hatlingen Mayor Rio Grande
Harlingen City Councit Valiey
UTB/TSC
State, & U.S. Govemnment Officials
Qutreach fo Public Group | Haringen, TX 10/1/2007 | Locat Landowners Rio Grande
Valley
Qutreach to Officiais Rio Grande Valley 10/10/07 CBP State and Local Liaison Rio Grande
Sharryland Country Ciub Senator John Cornyn Valiey
IBWC representatives
Hidalgo County Judge
Hidalgoe County Commissioners
FEMA representatives
Outreach to Officials Brownsville, TX 10/30/2007 | University of Texas at Brownsville representatives Rio Grande
University of Texas at Brownsvifle Texas Task Force on Border Security Vatley
State of Texas Mexican American Legislative
Caucus
Director of Texas DPS
Chief of Govenor's Division of Emergency
Management
Cameron County Judge
Cameron County Sherift
Willacy County Sheriff
Brownsvifle Police Chief
Qutreach io Officials Rio Grande Valley 1/10/2008 | Hidalgo &Cameron Irrigation District Rio Grande
IBWC Office in Weslace Representatives Valley
Qutreach fo Officials Harlingen, Brownsville and 9/20/07 Police Chief Rio Grande
Ft. Brown, TX County Sheritf Valiey

Harlingen Station

University of Texas at Brownsvilte Police

CBP/OFQ
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Outreach to Officials 8an Diego, CA 6/21/2007 | U.S. Senator Dianne Feinstein staff San Diego
U.S. Senator Barbara Boxer staff
U.S. Congressman Darrel Issa staff
U.S. Congressman Duncan Hunter staff
CA Senator Dennis Hollingsworth staff
CA Senator Christine Kehoe staff
San Diego County Supervisor
Town Hall San Diego, CA 8/27/2007 | General Public San Diego
Duizura Community Center
Outreach to Officials Sells, AZ 7/10/2008 | Tohono O'odham Legislative Councij Tucson
Tohono O'odham Nation HQ
Quitreach to Officials Tucson, AZ 5/10/2007 | Briefing for Gabriel Giffords {(D-AZ) Tucson
Outreach to Public Group | Nogales, AZ 6/12/2007 | The Nogales Station Citizen’s Advisory Board Tucson
Outreach to Public Group | Tucsen, AZ 6/29/2007 | Generai Public Tucson
Sonaita Station Governor Janet Nepofitana's office
Congresswoman Gabrielie Gifford's office
Qutreach to Officials Soniota, AZ 7122007 Nogales City Manager, Tucson
Santa Cruz County Building City Attorneyx
Senator McCain staff
Outreach to Officials Tucson, AZ 7/2/2007 Tucson Police Supervisors Tucson
Outreach to Public Group | Soniota, AZ 7/3/2007 Members of the San Rafael Valiey Association Tucson
Santa Cruz County Building Gov. Napiltano's Office
Rep. Gifford's Office
Qutreach to Public Group | Sierra Vista, AZ 7/17/2007 | The Southern Arizona Association of Realtors in Tucson
Sierra Vista
Rep. Grijalva's Office
Town Hall Huachuca, AZ 7i26/2007 | Huachuga Mayor Tucson
Huachuca City Buitding Huachuea City Councit
Huachuca Palice Department
Town Hall Setlis, AZ 8/15/2007 | Tohono G'odham Legisiative Councit and Tucsan
Tohono O'odham Nation HQ Community members
Qutreach to Officials Tucson, AZ 9/6/2007 The Southem Arizona Land Managers Tucson
Department of interior
Qutreach to Officiais Tucson, AZ 10/7/2007 | Senator Kyl staff Tucson
Senator McCain staft
Rep. Giffords staff
Fence update Briefing
Rep. Grijaiva staff
Outreach to Officials Tucson, AZ 10/30/2007 | Video teleconierence with Rep, Giffords, Tucson Tucson
Sector Barder Patrol, and environmental groups on
the SPRNCA
Qutreach to Public Group | Douglas. AZ 11/28/2007 | Local Landowners Tucson
Quirgach to Officials Douglas, AZ 12/20/2007 | Carios De La Torre Douglas Tuscon
Outreach to Public Group | Yuma, AZ 41412007 Business Land Management Yuma
Yuma Sector Headquarlers Yuma Sherrif's Depariment
U.S. Fish & Wiidiife Services
Arizona Game and Fish
Qutreach to Officials Yuma, AZ 44412007 Bureau of Land Management (BLM) Yuma
Yuma Sector Headquarters
Outreach to Officials Yuma, AZ 4/4/2007 Yuma Sheri#t staff Yuma
Yuma Sector Headquarters
Quireach to CHicials Andrade, CA Quechan Indian 4/7/2007 | Tribal council and law enforcement directors Yuma
Tribe
Qutreach to Officials West Cocopah indian 5/10/2007 | Tribal council and law enforcement directors Yuma
Reservation
Qutreach to Officials Yumas, AZ Week of Mayor of San Luis Yuma
Yuma Sector Headquaners May 14- Arizona and Mexico newspaper reporters
18th Yuma Sector Border Patrol Chief
Qutreach to Public Group | McAllen, TX 12/11/2007 | General Public Rio Grande
Rio Grande Valley Enviconmental Vallay
impact Statement {EIS) Open
House
Quitreach 1o Public Group | Brownsville, TX 12/12/2007 | General Public Rio Grande
Rio Grande Valley Environmental Valiey
impact Statement (EIS) Open
House
Quitreach to Public Group | Rio Grande City, TX 12/13/2007 | General Public Rio Grande
Rio Grande Valley Environmental Valiey
impact Statement (EIS) Open
House
Qutreach to Public Group | Ei Ceniro, CA 1/8/2008 General Public Ei Centro

Environmental Assessment Open
House
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Dutreach to Public Group | San Diego, CA 1716/2008 | General Publie San Diego
Environmentat Assessment Open
House )

Qutreach to Public Group | San Diego, CA 117/2008 | General Public San Diege

Environmental Impact Statement
(EIS) Open House

Outreach to Putlic Group | Marla, TX 1/23/2008 | General Public San Diego
Environmental Assessment Open
House §

Outreach te Public Group | Del Bio, TX 1/24/2008 . | General Public San Diego
Environmental Assessmient Open
House

Outreach 1o Public Group | Yuma, AZ 173072008 | Genéral Public San Diego
Supplemental Environrnental
Assessment Open Housg

Quireach to Public Group | Tuoson, AZ 1/31/2008 | General Public Ban Diego
Environmental Assessment Open
House

Qutreach 10 Public Group | El Paso, TX 2/28/2008 | General Public San Diego

Supplemeral Environmental
Assessment Open House

Question: Please provide a detailed listing of CBP’s outreach efforts to all private landowners along the
Northern and Southern Borders over the last two fiscal years. Please include a table within this answer that
tabulates the responses from given landowners in terms of granting access, denying access, no response, or as
per the actual interaction with given landowners. Please also include the approximate border miles impacted
per response category.

ANSWER: Since May 2007, CBP has held extensive discussions with state and local stakeholders, including
landowners, about the placement of the remaining miles of fencing along the southwest border. - As part of these
outreach efforts, CBP has contacted almost 600 different landowners and -~ as of the end of February 2008 —
held numerous meetings with the public, including 14 publicly-advestised town hall meetings; 18 additional
meetings with public groups, and 11 public open houses focused on our environmental documents. The
previous response includes a table listing outreach efforts over the past two years. ‘

Although final decisions on precise fence locations have not been made, U.S. Border Patrol agents and U.S:
Army Corps of Engineers {USACE) real estate specialists have asked private landowners fora Right of Entry -
for Survey and Site Assessment (ROE-S). The ROE-S provides the government with decess to-gather more
detailed information necessary to make informed decisions in deploying tactical infrastructure (e.g.. fence;
roads, and lighting).

Despite our outreach efforts, there are a number of landowners who did not sign the ROE-S. Out of a total of
480 landowners of whom we requested an ROE-S, the following table provides a breakdown of landowner
responses as of March 16, 2008, including the approximate number of non-contiguous miles associate with each
category:

Access Denied 29 §8
No Response 25 53
No Contact {Jandowner not identifiable) 14 14

Air & Marine Operations

Question; Please provide a detailed description of the joint UAS program office being established by CBP and
the Coast Guard. Please include details such as location, FTE, objectives, and funding sources.
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ANSWER: Shortly after the successful completion of the joint CBP-U.S. Coast Guard (USCG) Predator B
maritime demonstration at Tyndall AFB on March 28, CBP and the USCG intend to announce the formation of
the joint CBP/USCG Program Office for the development of a maritime variant of the Predator B, Initially, it
will be a “virtual” program office, relying on existing CBP Air and Marine (A&M) and USCG Washington DC
area staffs, supplemented by temporary contractor support, to develop an operating concept and requirements
for the modified UAS. With funds provided in the FY 2008 Appropriation, CBP will acquire 2-3 additional
HQs personnel and begin expanding the program office to provide needed contract oversight and program
control. Since the aircraft has already been developed and one maritime version exists, the joint program office
will concentrate on the selection and integration of a maritime radar, and other sensors as needed to support
CBP and USCG missions. The office will also seek cooperative agreements with the DOD and NOAA, through
which CBP might gain additional sensor capabilities and its partners could benefit from CBPs experience or
even obtain direct mission support from CBP UASs. A total of $29.6 million is requested in the President’s FY
2009 Budget, which should be sufficient to acquire a maritime Predator, enhance the Predator software
integration lab (SIL), and purchase additional spare parts and supplies. It is also possible that one of the two
afreraft to be delivered before the end of CY 2008 can be “scarred” to accommodate a maritime package at a
later date.

Question: Please provide a detailed description of CBP’s work with the Department of Defense, and more
specifically, the Air Force and Navy, with respect to UAS operations and interaction with the Federal Aviation
Administration.

ANSWER: In late 2007, the Secretary of the Department of Homeland Security (DHS) sent a letter to the
Secretary of the Department of Defense (DoD) to recommend that a joint advisory group be formed to explore
the feasibility of greater cooperation in unmanned systems. The Secretary of Defense responded in February
2008, and confirmed his commitment to this effort. This spring, representatives of both gronps will meet to
discuss a joint advisory group. One of the topics of discussion will be ongoing interaction with the Federal
Aviation Administration (FAA).

CBP, in partnership with DoD, has worked with the FAA to ensure access to the National Airspace system
through the restricted airspace above DoD installations. The current process does not support all of CBP’s
requirements in a timely manner. CBP continues to work with the FAA to streamline those processes On
March 21, 2008, the CBP Assistant Commissioner for Air and Marine will meet with the Administrator of the
FAA 1o provide greater understanding of UAS requirements within the DHS mission.

CBP continues to work with the DoD and the FAA on establishing new Certificates of Authorization so that
CBP may fly in regions other than the Southwest Border. As you are aware, CBP intends to begin UAS flights
on the Northern Border in Spring 2008. Representatives from CBP, FAA, and the DoD will meet in early April
to finalize flight requirements and procedures for CBP UAS 1lights from Grand Forks Air Force Base in Grand
Forks, North Dakota.

Question: Please provide the expected timetable for establishing an FAA-approved concept of operations for
hoth inland and coastal UAS, Please address in this the near term plans for operations on the Northern Border
(particularly out of Grand Forks and Detroit areas), the Southwest Border (particularly along the California and
Arizona borders), and off the Florida coast.

ANSWER: CBP Air and Marine (A&M) has submitted several applications for Certificates of Authorizations
(COAs), which will allow CBP’s UASs to operate within the National Airspace System (NAS). An additional
application, currently under development, is intended for operations based from Grand Forks Air Force Base,
North Dakota along the U.S. northern border. This COA, once approved, will extend from Spokane,
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Washington, to International Falls, Minnesota. CBP is also conducting advance planning, including site
assessments, for a UAS demonstration in'the Michigan/Great Lakes region during FY 2009,

The FAA, DoD, and CBP A&M are currently collaborating on the process of accessing airspace in the vicinity
of DoD facilities along the Nation’s border.

CBP A&M and the FAA are also finalizing an application for an expanded COAs along the Southwest border
that will span from Texas to California. That application will be submitted to the FAA in Aprii 2008.

In early 2008, CBP received a COA from the FAA to fly several flights in the Gulf of Mexico and the Straits of
Florida. These flights allowed CBP to demonstrate the integration of the UAS into CBP and U:S. Coast Guard
Operations,

Question: Please provide a detailed description of procurement plans for the multi-role aircraft given the
decision of the DHC-8 manufacturer to cease production.

ANSWER: With the recent decision of Bombardier to stop production of the Dash 8 Q200/300 series aircraft,
the MPA fleet will be limited to 7 aircraft, thus creating a capability gap in maritime surveillance i the transit
zone and along the Northern tier. To mitigate that capability gap, CBF has initiated the following mitigation
plan:

s To provide additional maritime surveillance resources to extend the zone of security beyond the Nation's
barders, CBP has coordinated with the DHS Science and Technology Directorate to acquire and install
maritime surveillance radar systems.

e To support surveillance operations along the Northern tier, CBP has begun market research of multirole
enforcement aircraft (MEA) equipped with multi-mode radar EQ/IR sensors, secure commuiiications and
video and data downlinks. Since the Northen tier environment is different than the transit zone, the multi-
mode radar for the MEA would require air-to-air, air-to-sea, and air-to-ground modes to enable detection
and tracking of atrborne targets of interest, both over land and over water, as well as vessels in the maritime
environment. Operational requirements for the MEA are currently being developed.

SBinet

Question: Please provide a detailed cost and schedule estimate for development and testing of all SBlnet
components, broken out by component, leading up to SBinet deployment.

ANSWER: The tables below include ali of the major components of SBIner (Technology) except for
Operations and Support and Program Management, all of which contribute to the ultimate goal of deploying
cost-effective mission capabilities to CBP.
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Costs for Inplementing the SBlaet (Technology) (dollars are in $K

] FY 2008 FY2008
FY 2008 FY 2007 Fye? Enacied President’s
Larryover Budget Budget

Kission Engineering ‘é 295518 ) 91018 10,500

Wdvanced Technology Development - 5 B o
Advanced Technology $ 2024 $ 17,500

iFencelab

»

Systams “E‘nginégéng § 19970 528681 % 4,538

TUCSON 102,800

Project 28 § 20580 5 .

YUMA

ELPASO
RIO GRANDE VALLEY
FOLLOW-ON SECTOR DESIGN
TEXASMobleSystem s -
‘MNorthern Bosder -Detroit § 20000
Common Operating Piclure Spital 1 § B8 BTABRYS 13,850

Tactical Communications (P26 Upgrades) K] 5688 § 49,580

$ 30,00

]

70,008
50,00

]

Independent OTRE 18,924

SBlner (Techn